MUHNCTEPCTBO HayKM W BbiCLUEro 06pasoBaHns Poccuiickoid deaepaunm
H@LI,I/IOHA]'IbeII/I MCCQEAOBATEﬂbCKMM
TOMCKWMN TOCYJAPCTBEHHbBIVI YHUBEPCUTET (HN TIY)

NHCTUTYT NPUKNagHoi MaTeMaTVKi 1 KOMMbHOTEPHBIX HayK

YTBEPXAAIO:

AnpekTop

oy my+ A B. 3aMATUH

«<l<< ————— N\ 022 r-

Paboyas nporpamma AUCUMNINHBI
MHpopmaLmoHHaa 6e3onacHOCTb 1 paboTa ¢ nepcoHaibHbIMU JaHHbIMU
Mo HanpaB/EeHUO MOArOTOBKM
01.04.02 MNMpuknagHaa matemaTvka u MHopMaTnKa

HanpaBneHHOCTb (Mpogusib) NOArOTOBKM:
O6paboTKa faHHbIX, ynpaBneHne n nccrefoBaHune C/I0XKHbIX CUCTEM

dopma 06yyeHuns
OuyHasa

Keanngmkauns
Marunctp

["op npuema
2022

Kog amcumnnavHel B yuebHoM nnaHe: 51.0.02.02

COI'JIACOBAHO:
PykosoauTtens Orl
N.A. HexXenbckan

Mpepcepatens YMK
Co4Ymy C.I. CyueHko

Tomck - 2022



1. lesab 1 ni1aHUpPyeMble Pe3yJbTAThl 0CBOCHHS M CHHIJIHHBI

Lenbt0 OCBOSHHSI JUCIUIUIMHEI SBISIETCS (POPMUPOBAHHE CIEAYIOUINX KOMITCTCHIINA:

— OIIK-1 — CnocobeH pemath akTyalbHbIC 3a7a4d (PYyHIAMEHTAJIBHOW M TPUKIIATHON
MaTEeMaTUKH.

—OIIK-4 — CroocobeH KOMOMHMpPOBAaTH MW  QJalTHPOBATh  CYIICCTBYIOIIUE
UH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMM JJIs  pemIeHus 3aaad B objactu
npoecCuOHANBHOM NeSTEIbHOCTH C yu4eTOM TpeOoBaHUI HHPOPMAIIMOHHOM 0€30IaCHOCTH.

PesynpTaTamu 0CBOEHUS IMCLUUIUIMHBI SBIISIOTCS CIEIYIOIINE UHAUKATOPBI JOCTHIKEHHUS
KOMIIETECHIINH:

NOIIK-1.1 Amnamm3upyer mnpoOiembl B oOiacTv (yHIAMEHTAIBHOW M TNPHUKIATHON
MaTeMaTHUKH.

NOIIK-1.2 ®opmynupyeT 3a7auu UCCIEIOBAHUS.

HOIIK-1.3 Pemaet aktyanpHbIe 331291 (PyHIaMEHTAILHON M MPUKIIATHOH MAaTEMaTHKH.

NOIIK-4.2 YauteiBaeT OCHOBHBIE TpeOOBaHMs HH)OPMAIIMOHHOW 0€30ITaCHOCTH.

2. 3aga4uy oCBOCHHS TUCIUIIINHDI

— Hay4YHUTCsl IPOBOJUTH aHAIM3 MpodieM B 00siacTH (yHIaMEHTAIbHON U MPUKIATHOM
MaTeMaTHKH;

— Hay4uThCsl (POpPMyIMpPOBaATh 33aJaud HCCIECNOBaHUSA B 00nacTH (hyHIAMEHTaIbHOH H
HPUKJIAJHON MaTeMaTHKY;

— peuiath akTyalbHble 3a7aun (yHIaMEHTaIbHON U MPUKJIAJAHON MaTeMaTUKY;

— YUUTBHIBATh OCHOBHBIE TPEOOBaHUS MH(POPMALMOHHOM O€30MACHOCTU NpPU PELICHUU
3a7a4 B 001aCTH Ipo(heCcCHOHATBHON AEATEIbHOCTH.

3. MecTo ucuMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOIl POrpaMMbl

JlucuuiuiiHa OTHOCUTCST K 00s3aTeNIbHOM YacTH  00pa30BaTEeNbHOW IMPOTPaMMBbI.
JucnunnuHa BXOAUT B MOAYIb «O01menpodeccrnoHalbHbIe TUCIUTUIAHBD.

4. Cemectp(bl) ocBOeHMs U GopMa(bl) IPOMEKYTOUHOI ATTECTALMHU MO TUCHMUILINHE

[IepBrlii cemecTp, 3a4€T C OLIEHKOU

5. Bxoanvblie Tpe0oBaHUS /151 OCBOEHUS THCIUTIIMHBI

Jlisl yCHenHoro OCBOSHUs AUCHUILIMHBI TPEOYIOTCS KOMIIETEHIIH, CPOPMUPOBAHHbBIE B
XO07ie OCBOEHHSI 00pa30BaTEIBHBIX IPOTPAMM MPEAIIECTBYIONIETO YPOBHS 00pa30BaHuUsI.

6. SI3bIK peanuzanun

Pycckuit

7. O0beM TUCUHUILIAHBI

OO6m1ast TpyA0€MKOCTh TUCIMILUIMHBI COCTaBIISIET 3 3.€., 108 4acoB, U3 KOTOPHIX:
— JJexnuu: 16 4.;
— ceMHuHapckue 3ansaTus: 0 4.
— npaktuueckue 3ausatus: 0 4.;
— JlabopaTopHbIe pPaboTHI: 16 u.
B TOM YHCJIE TTPaKTHYeCKas MOATOToBKa: 0 d.
O6beM caMOoCTOSTENbHON pabOoThI CTYI€HTA ONpeieNieH YUYEOHBIM IJIaHOM.

8. Conep:xkaHue IMCHUILNIMHBI, CTPYKTYPUPOBAHHOE 110 TeMaM

Tema 1. OOmivie moHATHS HHPOPMAIIMOHHOM 0€30MaCHOCTH



OcHOBHbIE TIOHATHS WH(POPMAIMOHHOW O€30MacHOCTH. ATaKM Ha KOMITHIOTEPHBIC
cucteMsbl U ceTd. bank naHHbIX yrpo3 6e3onacnoctu nHGopmarun PCTIK Poccun.
Tewma 2. Metoapl obecrieueHruss ”HPOPMAIIMOHHON 0€30MacCHOCTH

A,Z[MI/IHI/ICTpaTI/IBHO-OpFaHI/IBaLII/IOHHbIe METOAbI 3alIUThI I/IH(I)OpMaI_II/II/I.
Kpunrorpadpudeckue metonmpl 3anmmuthl uHGOpManuu. Jlornueckoe ympaBlIeHHE TOCTYIIOM.
OpenPGP.

Tema 3. CpencrBa obecrnieueHuss HHGOPMAITMOHHON O€30MTaCHOCTH.

Me:xcereBble 3kpaHbl. BupTyaneHble yacTHble ceTu. CUCTEMBI aHAIM3a 3aLUIIEHHOCTH.
Cucrembl obOHapyxxenuss atak. llraTHele cpenctBa obecneueHuss HHGOPMALMOHHON
0€30IIaCHOCTH OIEPALMOHHBIX CHUCTEM. AYIUT HHPOPMALMOHHOW Oe3omacHOCTH. 3amura
BBIUMCIUTENBHOM cpebl Komnanuu. ConuanbHas HHKEHEepUs.

Tema 4. CtanmapTel 1 HOPMaTUBHBIC TOKYMEHTHI HHPOPMALIMOHHOW O€30MaCHOCTH

Crangaptel B ob6nacT HH(pOpMaIMOHHONM Oe3omacHOCTH. PykoBoasmiue HOKyMEHTHI
['ocrexxomuccun Poccun. CrangapTel B 001acTi HH(GOPMAIIMOHHON 0€301acHOCTH.

9. Tekymuii KOHTPOJIb MO TUCHUILIHHE

Texymuit KOHTPOJb MO AUCIUIUIMHE MPOBOJUTCS IMyTEM KOHTPOJISA IOCEIIaeMOCTH,
orpoca 1o JEKIMOHHOMY MaTepHally, IPOBEpKH JT1a00paTOpHBIX paboT, u pukcupyercs B popme
KOHTPOJIbHOM TOYKH HE MEHEE OJTHOTO pa3a B CEMECTP.

10. lMops1ok NpoBeAeHUs] U KPUTEPUH OLIEHUBAHUSA MPOMEKYTOYHOM aTTeCTAllUH

[IpomexxyTouHasi aTrTrecTanus OCYIIECTBIISICTCS IO pe3ysbTaTaM COOECEeOBaHUs MpU
YCIIOBUU YCIIEITHOTO BHITIOJHEHHS paHee 1abopaTOpHBIX padoT.

Brmonaenue nabopatopHoit paboTsl oneHuBaetcs B 100 6anios:

0-20 CtyneHT He pa3bupaeTcs B 3a/1aue, HE 3HaeT METO/IOB PEIICHUS, He OTBEYAeT, JTU00
OTBEYAET, HO C IPyOBbIMHU OIIMOKAaMHU Ha BOIIPOCHI IIPENOJaBaATEINS.

21-40 Crynent cmabo paszOupaercs B 3ajaye, IUIOXO 3HAET METOJbl pPEIlIeHUs, He
OTBEYAET, TUOO OTBEUALT, HO C OIIMOKaMHU Ha BOTIPOCHI MTPETIO1aBaTesl.

41-60 CTyzeHT B 1IeJIOM YJIOBJIETBOPUTENBHO pa3oupaeTcs B 3ajaue, UCIOIb3yeT METOAbI
pelIeHus Mpy MoJCKa3Ke MpenoaBaressi, OTBeYaeT Ha BOIPOCH HEYBEPEHHO, HO C HETPyObIMH
omnOkamu. [IpesncraBnser paboTy Ha 3alUTe yIOBIECTBOPUTEILHO.

61-80 CTymeHT B IIeJIOM YBEpEHHO pa30upaeTcs B 3ajadve, 3HACT U UCIOJIb3yeT METOJIbI
pelLIeHNs TPAKTUYECKU CaMOCTOSITENIbHO, OTBEYAET Ha BOIPOCH! ¢ 3ameuaHusmMu. [Ipencrasuser
paboTy Ha 3amIMTe B IEIIOM XOPOIIIO, C 3aMEYaHHUSIMHU.

81-100 CryneHT oTiaM4HO pazOupaeTcs B 3aj1aye, 3HAECT U MCIOJIb3YET METOABI PELICHHS
CaMOCTOSITENIbHO, OTBEYAET HA BOMPOCH! yBepeHHO. [IpencTaBnser paboTy Ha 3aluTe OTINYHO,
YBEPEHHO.

JlomyckoM 110 3ayeTa C OLIEHKOM siBisieTcs: BbimosiHeHne 80% mabopaTopHbIX padoT, ¢
OIICHKOM 3a KaXayro He MeHee 80 0anoB.

Kputepun BbIcTaBlieHUs OLICHOK (AJ1s1 3a4eTa C OLICHKOMN):

OtnuuHo - MarucTp mokasal TBOPYECKOE OTHOIIEHHE K OOYYEHHUIO, B COBEPILEHCTBE
OBIIQJIET BCEMH TEOPETHYECKHMH BOIPOCAMH O00s3aTENhHOTO MaTepuana T0 pasJenaM
JIEKIIMOHHOTO Kypca, TIOKa3ajl Bce TpeOyeMble YMEHUs M HaBBIKM MPH BBIOJHEHUU 33JaHUN Ha
1a00pPATOPHBIX 3aHATHIX

Xopomo - Maructp oBiazen 00s3aTeNbHBIM MaTepUalioM IO pasjeiaM JEKIIMOHHOTO
Kypca, BO3MOXXHO C HEKOTOPBIMH HEJOCTaTKaMH, a TaKXe TOKa3ajl Bce TpeOyeMble YMEHUS U
HaBBIKU MIPY BBIMOJIHEHUH 33JJaHUN Ha Ja00paTOPHBIX 3aHATHAX.

VYioBnerBopuTenbHO - Maructp HWMeeT HEJOCTaTOYHO TIIyOOKHMEe 3HAaHWSA 110
TEOPETUYECKUM pa3zjiesiaM 00s3aTeIbHOT0 MaTepHaia AUCHUILUIMHBI, HO TIOKa3ajl Bce Tpedyemble
YMEHUS ¥ HaBBIKH TPH BHITIOTHEHUH 3a/IaHUH Ha JTAOOPAaTOPHBIX 3aHATHUSX.



HeynosnerBopurensHo - Maructp uMeeT CyIIeCTBEHHbIE NpoOeibl MO OTAEIbHBIM
TEOPETUYECKUM pa3fieiaM CIEIUATbHON JAUCHUIUIMHBI WIK HE ToKa3an TpeOyemble YMEHUS U
HABBIKYU MPY BBIMOJIHEHUU 3a/IaHUI Ha Ta00OPATOPHBIX 3aHITHSIX.

11. YuyeOHo-MeTOoaAu4YECKOE 00ecmeyeHne

a) DIEKTPOHHBIN y4eOHBIH Kypc MO JUCIHHUILUIMHE B JJICKTPOHHOM YHHUBEPCUTETE
«Moodle»

0) OrieHOYHBIC MaTepHallbl TEKYIIErO0 KOHTPOJS M TPOMEKYTOYHOW ATTECTAIMH I10
nucuurinae (ITpunoxenue 1).

12. Ilepeuens yueOHOIi auTEpaTyphl U pecypcoB ceTu HTEepHeT

a) OCHOBHAs JTUTepaTypa:

— bapanoBa E.K., babam A.B. Wudopmarmonnas 0e30macHOCT W 3amura MH(GOpPMAIHK:
yuebHoe mocobue. — M.: PUOP, 2021.

— [pockypun B. I'. 3ammra B onepanMoOHHBIX CHCTeMax: yueOHoe mocobue. — M. : [opsyas
ymans — Tenexom, 2016.

0) IOTIOTHUTENNbHAS JINTEpaTypa:

— Illanprua B.®. KowmmuiekcHas 3ammTa WHGOpMAIMM B KOPHMOPATHBHBIX cHUCTeMax. — M. :
OOPYM, 2020.

— Manrok A.A. 3ammra nHpOpManuu B nHMDOpMAITMOHHOM o0IIecTBe: yueOHOe ocobue. — M. :
I'opstuas JIunus — Tenexom, 2015.

— 3aiineB A.I1., Memepsikos P.B., lllenynanos A.A.. 3amuTa napopManuy B HHGOPMALMOHHOM
obmectBe: yaeOHOe ocobue. — M. : I'opstaast Jluaws — Tenexom, 2015.

B) pecypchl cetu MHTepHeT:

— be3zonacHocte ceteil  [OnektponHslii  pecypc] // HaumonanbHbii  OTKpPBITHINA
VYuusepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

— OcHoBbI HH(OpPMALIMOHHONW Oe30macHOCTH [DIeKTpoHHBINH pecypc| // HanmoHnanbHbIi
Otxperteiit YHuBepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBHpYCHAsi 3alllUTa KOMIBIOTEPHBIX CHUCTEM [DIIeKTpOHHBIH pecypc| //
Harnmonanenelii OtkpeiTeiii YHuBepeutet "UHTYUT". URL:

http://www.intuit.ru/studies/courses/2259/155/info

— NHdopmanonHass 6e30MacHOCTh: y4eOHO-METOJMUECKUN KOMIUIEKC [DJIEeKTPOHHBIN
pecype] // Tomckuii rocynapctBenHbIil yauBepeurtet. 2016. URL:

http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000534758

13. Mlepeuens UHPOPMAIMOHHBIX TEXHOJIOTHIA

a) TUIIEH3MOHHOE ¥ CBOOOTHO PACIPOCTpaHsIeMOe MPOrpaMMHOE 00eCTIeUeHHUE:

— Microsoft Office Standart 2013 Russian: maket mporpamMm. Briio9aeT MpHI0KEHHS:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office
Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook).

0) UH(POPMAIIMOHHBIE CTIPABOYHBIE CHCTEMBI:

— DNEeKTPOHHBIN KaTauaor Hayunoii Ooubimorexu Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DneKTpoHHas oubnmoreka (peno3uTopwuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC KoncynbsTant crynenta — http://www.studentlibrary.ru/
— ObpasoBatenbHas mardopma KOpaiit — https://urait.ru/



http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/
https://urait.ru/

— 3BC ZNANIUM.com — https://znanium.com/
— 3BC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuajibHO-TeXHHYECKOE 00ecneuyeHue

Aynutopuu 15l IPOBEICHUS 3aHATUN JTEKIIMOHHOTO THIIA.

Aynuropuu Ajsl POBEACHUS JIaOOPATOPHBIX 3aHATHM, MHAUBHUIYAIbHBIX U T'PYMNIOBBIX
KOHCYJIBTAIMH, TEKYIIEro KOHTPOJIS U MPOMEKYTOYHOMN aTTeCTallui. AyJAUTOPHH JTOKHEI OBITh
OCHAIIIEHbl 000pYyI0BaHUEM (IMPOEKTOP, IKpPaH, MOHUTOP, CUCTEMHBIH OJIOK) C JOCTYIOM B
NurtepHer.

[Tomemienust 111 caMOCTOSTENbHON pabOThI, OCHAIICHHBIE KOMITBIOTEPHONW TEXHUKON U
JOCTYNIOM K ceTH HMHTepHeT, B 3JIEKTPOHHYIO HH()OPMAIIMOHHO-00pAa30BaTEIBHYIO Cpely U K
MH(OPMALIMOHHBIM CIIPABOYHBIM CHCTEMaM.

15. Undopmanus o paspadoTunkax

TpenbkaeB Bamum HukonaeBuu, KaHJ. TeXH. HayK, JOLEHT, JOLEHT Kadeapsl
KoMmnbroTepHOi 6e3onacHocty HU TT'Y.
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