
Министерство науки и высшего образования Российской Федерации 
НАЦИОНАЛЬНЫЙ ИССЛЕДОВАТЕЛЬСКИЙ 

ТОМСКИИ ГОСУДАРСТВЕННЫЙ УНИВЕРСИТЕТ (НИ ТГУ) 

Институт прикладной математики и компьютерных наук 

  

  

  

Рабочая программа дисциплины 

У’еЬ-технологии 

по направлению подготовки / специальности 

10.05.01 Компьютерная безопасность 

Направленность (профиль) подготовки / специализация: 

Анализ безопасности компьютерных систем 

Форма обучения 

Очная 

Квалификация 

Специалист по защите информации 

Год приема 

2023 

Код дисциплины в учебном плане: ФТД.04 

СОГЛАСОВАНО: 

Руководитель ОП 

В.Н. Тренькаев   1777 

Пре тель УМК 
С.П. Сущенко 

Томск — 2023



1. Ц5;P 8 ?;0=8@C5<O5 @57C;PB0BO >A2>5=8O 48AF8?;8=O 

&9?PR BE6B9A<S 8<EJ<C?<AO S6?S9FES HBD@<DB64A<9 E?98GRM<I >B@C9F9AJ<=: 
– "#�-7 – %CBEB59A EB;8464FP CDB7D4@@O A4 S;O>4I 6OEB>B7B < A<;>B7B GDB6AS, 

CD<@9ASFP @9FB8O < <AEFDG@9AF4?PAO9 ED98EF64 CDB7D4@@<DB64A<S 8?S D9L9A<S 
CDBH9EE<BA4?PAOI ;484K, BEGM9EF6?SFP B5BEAB64AAO= 6O5BD <AEFDG@9AF4D<S 
CDB7D4@@<DB64A<S < ECBEB5B6 BD74A<;4J<< CDB7D4@@. 

$9;G?PF4F4@< BE6B9A<S 8<EJ<C?<AO S6?SRFES E?98GRM<9 <A8<>4FBDO 8BEF<:9A<S 
>B@C9F9AJ<=: 

�"#�-7.1 "EGM9EF6?S9F CBEFDB9A<9 4?7BD<F@4, CDB6989A<9 97B 4A4?<;4 < 
D94?<;4J<< 6 EB6D9@9AAOI CDB7D4@@AOI >B@C?9>E4I. 

�"#�-7.2 #BA<@49F B5M<9 CD<AJ<CO CBEFDB9A<S < <ECB?P;B64A<S S;O>B6 
CDB7D4@@<DB64A<S 6OEB>B7B GDB6AS < A<;>B7B GDB6AS. 

�"#�-7.3 �9@BAEFD<DG9F A46O>< EB;84A<S CDB7D4@@ E CD<@9A9A<9@ @9FB8B6 < 
<AEFDG@9AF4?PAOI ED98EF6 CDB7D4@@<DB64A<S 8?S D9L9A<S D4;?<KAOI CDBH9EE<BA4?PAOI, 
<EE?98B64F9?PE><I < CD<>?48AOI ;484K. 

�"#�-7.4 "EGM9EF6?S9F B5BEAB64AAO= 6O5BD <AEFDG@9AF4D<S CDB7D4@@<DB64A<S 
< ECBEB5B6 BD74A<;4J<< CDB7D4@@. 

2. �040G8 >A2>5=8O 48AF8?;8=O 

– G7?G5?9A<9 ;A4A<= < CD4>F<K9E><I A46O>B6 <ECB?P;B64A<S CDBFB>B?B6 E9F96B7B 
6;4<@B89=EF6<S E GK9FB@ EB6D9@9AAOI web‑F9IAB?B7<=;  

– CD<@9A9A<9 EB6D9@9AAOI @9FB8B6 CDB9>F<DB64A<S < D4;D45BF>< E4=FB6 < 
web‑CD<?B:9A<= 8?S >BA>D9FAOI ;484K;  

– <;GK9A<9 6B;@B:ABEF9= web‑ED98EF6 8?S BD74A<;4J<< G84?9AAB7B GCD46?9A<S < 
>BAFDB?S F9IAB?B7<K9E><I CDBJ9EEB6 < CDB<;6B8EF6. 

3. М5AB> 48AF8?;8=O 2 AB@C:BC@5 >1@07>20B5;P=>9 ?@>3@0<<O 

�<EJ<C?<A4 BFABE<FES > H4>G?PF4F<6AO@ 8<EJ<C?<A4@ B5D4;B64F9?PAB= 
CDB7D4@@O. 

4. !5<5AB@(O) >A2>5=8O 8 D>@<0(O) ?@><56CB>G=>9 0BB5AB0F88 ?> 48AF8?;8=5 
%98P@B= E9@9EFD, Q>;4@9A 

5. ВE>4=O5 B@51>20=8O 4;O >A2>5=8O 48AF8?;8=O 

�?S GEC9LAB7B BE6B9A<S 8<EJ<C?<AO FD95GRFES D9;G?PF4FO B5GK9A<S CB 
E?98GRM<@ 8<EJ<C?<A4@: 3;O>< CDB7D4@@<DB64A<S, �?7BD<F@O < EFDG>FGDO 84AAOI. 

6. /7O: @50;870F88 

$GEE><= 

7. �1N5< 48AF8?;8=O 

"5M4S FDG8B9@>BEFP 8<EJ<C?<AO EBEF46?S9F 4 ;.9., 144 K4E4, <; >BFBDOI: 
-?9>J<<: 16 K. 
-?45BD4FBDAO9: 32 K. 
"5N9@ E4@BEFBSF9?PAB= D45BFO EFG89AF4 BCD989?9A GK95AO@ C?4AB@. 

8. !>45@60=85 48AF8?;8=O, AB@C:BC@8@>20==>5 ?> B5<0< 

 0745; 1. Frontend 

&9@4 1. �4> D45BF49F Web. �EFBD<S D4;6<F<S Web. �EFBD<S CBS6?9A<S HTML, CSS, 
URL < 8DG7<I >?RK96OI Web-F9IAB?B7<=. �EFBD<S D4;6<F<S 5D4G;9DB6. 



 

&9@4 2. �6989A<9 6B frontend-D4;D45BF>G. "EAB6O HTML < CSS. 
 

&9@4 3. �6<:B> D9A89D<A74 6 5D4G;9D9. 'EFDB=EF6B 5D4G;9D4. $4;?<KAO9 86<:>< 
5D4G;9DB6. #4DE<A7 HTML. Document object model. Viewport. Media ;4CDBEO. 

 

&9@4 4. $4;D45BF>4 A4 S;O>9 JavaScript. %<AF4>E<E S;O>4. &<CO 84AAOI. $45BF4 E 
HGA>J<S@<. "EAB6O ""# 6 JavaScript. 

 

&9@4 5. �AEFDG@9AFO: CD9CDBJ9EEBDO, L45?BA<;4FBDO, E>D<CFB6O9 S;O><, 
BF?<KAO9 BF JavaScript. �AEFDG@9AFO D4;D45BFK<>4. 

 

 0745; 2. Backend 

&9@4 6. �6989A<9 6 D4;D45BF>G Web-CD<?B:9A<= A4 ASP.NET Core. 
 

&9@4 7. �4;B64S 4DI<F9>FGD4 Web-CD<?B:9A<S. �DI<F9>FGDAO= C4FF9DA Model View 
Controller. #4FF9DAO Inversion of Control, Dependency Injection. �DI<F9>FGD4 CD<?B:9A<= A4 
ASP.NET Core. 

 

&9@4 8. #DB86<AGF4S 4DI<F9>FGD4 Web-CD<?B:9A<S. �BA69=9D B5D45BF>< ;4CDBE4. 
Middleware. 

 

9. "5:CM89 :>=B@>;P ?> 48AF8?;8=5 
&9>GM<= >BAFDB?P CB 8<EJ<C?<A9 CDB6B8<FES CGF9@ >BAFDB?S CBE9M49@BEF<, 

CDB6989A<S >BAFDB?PAOI D45BF, 6OCB?A9A<S ?45BD4FBDAOI D45BF, < H<>E<DG9FES 6 HBD@9 
>BAFDB?PAB= FBK>< A9 @9A99 B8AB7B D4;4 6 E9@9EFD. 

10. �>@O4>: ?@>2545=8O 8 :@8B5@88 >F5=820=8O ?@><56CB>G=>9 0BB5AB0F88 

�FB7B64S BJ9A>4 CB CD98@9FG (Q>;4@9A) 6OEF46?S9FES E?98GRM<@ B5D4;B@: 
«BF?<KAB» – EFG89AF 6OCB?A<? 6E9 ?45BD4FBDAO9 D45BFO, A9F 

A9G8B6?9F6BD<F9?PAOI BJ9AB> ;4 >BAFDB?PAO9 D45BFO, ED98ASS (B>DG7?9AA4S) BJ9A>4 ;4 
>BAFDB?PAO9 D45BFO – «BF?<KAB»; 

«IBDBLB» – EFG89AF 6OCB?A<? 6E9 ?45BD4FBDAO9 D45BFO, A9F 
A9G8B6?9F6BD<F9?PAOI BJ9AB> ;4 >BAFDB?PAO9 D45BFO, ED98ASS (B>DG7?9AA4S) BJ9A>4 ;4 
>BAFDB?PAO9 D45BFO – «IBDBLB»; 

«G8B6?9F6BD<F9?PAB» – EFG89AF 6OCB?A<? 6E9 ?45BD4FBDAO9 D45BFO, A9F 
A9G8B6?9F6BD<F9?PAOI BJ9AB> ;4 >BAFDB?PAO9 D45BFO, ED98ASS (B>DG7?9AA4S) BJ9A>4 ;4 
>BAFDB?PAO9 D45BFO – «G8B6?9F6BD<F9?PAB»; 

«A9G8B6?9F6BD<F9?PAB» – EFG89AF A9 E84? ?45BD4FBDAO9 D45BFO, E84? IBFS 5O B8AG 
>BAFDB?PAGR D45BFG A4 «A9G8B6?9F6BD<F9?PAB». 

�B 6D9@S Q>;4@9A4 EFG89AF @B:9F CB6OE<FP E6BR BJ9A>G, E846 ;4AB6B 
EBBF69FEF6GRMGR >BAFDB?PAGR D45BFG, CD< GE?B6<< 6OCB?A9A<S BEF4?PAOI FD95B64A<= > 
BJ9A>9. 

&9BD9F<K9E><9 6BCDBEO > Q>;4@9AG: 
1. $4EEF46PF9 6 CD46<?PAB@ CBDS8>9: http ;4CDBE, 66B8 url 6 48D9EAGR EFDB>G, ;4CDBE 
6 54;G 84AAOI, ;4CDBE > dns-E9D69DG. 
2. �4K9@ AG:9A DNS-E9D69D? #D<@9D ;4CDBE4 < BF69F4. 
3. 'FB F4>B9 Web < <AF9DA9F? 
4. 'FB F4>B9 HTTP < HTML? 
5. 'FB F4>B9 CB;<J<BA<DB64A<9 < B5F9>4A<9? 
6. !4C<L<F9 CD<@9D HTML-F974 E 86G@S 4FD<5GF4@< < EB89D:<@O@. 



7. �B784 ?GKL9 <ECB?P;B64FP HD9=@6BD>, 4 >B784 CMS? 
8. �4K9@ AG:9A backend 6 Web? 
9. �4K9@ AG:9A DOM < 6 K9@ 97B BF?<K<9 BF HTML? 
10. � K9@ BF?<K<9 Device pixel BF CSS pixel? 
11. � K9@ BF?<K<9 margin BF padding? 
12. !4 KFB 6?<S9F E6B=EF6B box-sizing? 
13. �4>4S F<C<;4J<S 6 S;O>9 JavaScript? 
14. �4> GEFDB9AB A4E?98B64A<9 6 JavaScript? 
15. �4K9@ <ECB?P;GRFES CSS-CD9CDBJ9EEBDO? 
16. �4><9 S;O>< CDB7D4@@<DB64A<S, >DB@9 JavaScript, <ECB?P;GRFES 6 Web? 
17. �4><9 5O64RF @B89?< <ECB?A9A<S Web-CD<?B:9A<=. 
18.  B89?P <ECB?A9A<S, <ECB?P;GRM4SES 6 ASP.NET Core. 
19. �4K9@ AG:9A Dependency Injection. �4> BA <ECB?P;G9FES 6 ASP.NET Core. 
20. "EB59AABEF< D94?<;4J<< C4FF9DA4 MVC 6 ASP.NET Core. 
21. !4;A4K9A<9 CB?P;B64F9?9= 6 Web-CD<?B:9A<<. 
22. '9@ BF?<K4RFES <89AF<H<>4J<S, 4GF9AF<H<>4J<S < 46FBD<;4J<S. 
23. 'FB F4>B9 ORM < ;4K9@ BA AG:9A. 
24. %CBEB5O D45BFO E 54;4@< 84AAOI 6 ASP.NET Core 
25. �4K9@ AG:9A Middleware 6 ASP.NET Core. 
26. �4> GEFDB9A >BA69=9D B5D45BF>< ;4CDBE4 6 ASP.NET Core. 
27. �4>B= @<A<@4?PAO= A45BD HTTP-;47B?B6>B6 8B?:9A CD<EGFEF6B64FP 6 HTTP-
;4CDBE9. !4;A4K9A<9 >4:8B7B <; A<I. 
28. �4><9 BC9D4J<< 9EFP 6 HTTP-CDBFB>B?9. �I E9@4AF<>4 < F9IA<K9E><9 
BEB59AABEF<. 
29. %FDG>FGD4 RESTful API. 
30. �4> BEGM9EF6?S9FES 4GF9AF<H<>4J<S E <ECB?P;B64A<9@ CDBFB>B?4 OAuth. 
31. 'FB F4>B9 XSS. �4> ;4M<F<FPES BF XSS. �4><9 ED98EF64 ;4M<FO BF XSS 
<ECB?P;GRFES 6 ASP.NET Core. 

32. 'FB F4>B9 CSRF. �4> ;4M<F<FPES BF CSRF. �4><9 ED98EF64 ;4M<FO BF CSRF 
<ECB?P;GRFES 6 ASP.NET Core 

11. #G51=>-<5B>48G5A:>5 >15A?5G5=85 
4) 1?9>FDBAAO= GK95AO= >GDE CB 8<EJ<C?<A9 6 Q?9>FDBAAB@ GA<69DE<F9F9 «Moodle»  
5) "J9ABKAO9 @4F9D<4?O F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 4FF9EF4J<< CB 

8<EJ<C?<A9 (#D<?B:9A<9 1). 

12. �5@5G5=P CG51=>9 ;8B5@0BC@O 8 @5AC@A>2 A5B8 �=B5@=5B 

4) BEAB6A4S ?<F9D4FGD4: 
– Duckett J. HTML and CSS: Design and Build Websites.. John Wiley & Sons, 2011. – 

490 E. 
– Freeman A. Pro ASP.NET Core MVC. Apress, 2018. – 1018 E. 
 

5) 8BCB?A<F9?PA4S ?<F9D4FGD4: 
– Gourley D. HTTP: The Definitive Guide. O'Reilly Media, 2012. – 658 E. 
 

6) D9EGDEO E9F< �AF9DA9F: 
– htmlbook.ru | �?S F9I, >FB 89?49F E4=FO [1?9>FDBAAO= D9EGDE]. – URL: 

http://htmlbook.ru/ 

– $G>B6B8EF6B CB HTML5 < CSS3. [1?9>FDBAAO= D9EGDE]. – URL: 

https://metanit.com/web/html5/ 

http://htmlbook.ru/
https://metanit.com/web/html5/


13. �5@5G5=P 8=D>@<0F8>==OE B5E=>;>389 

4) ?<J9A;<BAAB9 < E6B5B8AB D4ECDBEFD4AS9@B9 CDB7D4@@AB9 B59EC9K9A<9: 
– Microsoft Office Standart 2013 Russian: C4>9F CDB7D4@@. �>?RK49F CD<?B:9A<S: MS 

Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office 

Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook); 

– Microsoft Visual Studio. 

 

5) <AHBD@4J<BAAO9 ECD46BKAO9 E<EF9@O: 
– 1?9>FDBAAO= >4F4?B7 !4GKAB= 5<5?<BF9>< &�' – 

http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system  

– 1?9>FDBAA4S 5<5?<BF9>4 (D9CB;<FBD<=) &�' – 
http://vital.lib.tsu.ru/vital/access/manager/Index  

– 1�% �4AP – http://e.lanbook.com/     

– 1�% �BAEG?PF4AF EFG89AF4 – http://www.studentlibrary.ru/   

– "5D4;B64F9?PA4S C?4FHBD@4 2D4=F – https://urait.ru/  

– 1�% ZNANIUM.com – https://znanium.com/ 

– 1�% IPRbooks – http://www.iprbookshop.ru/ 

 

14. М0B5@80;P=>-B5E=8G5A:>5 >15A?5G5=85 
�G8<FBD<< 8?S CDB6989A<S ;4ASF<= ?9>J<BAAB7B F<C4. 
�G8<FBD<< 8?S CDB6989A<S ?45BD4FBDAOI D45BF, <A8<6<8G4?PAOI < 7DGCCB6OI 

>BAEG?PF4J<=, F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 4FF9EF4J<<. 
#B@9M9A<S 8?S E4@BEFBSF9?PAB= D45BFO, BEA4M9AAO9 >B@CPRF9DAB= F9IA<>B= < 

8BEFGCB@ > E9F< �AF9DA9F, 6 Q?9>FDBAAGR <AHBD@4J<BAAB-B5D4;B64F9?PAGR ED98G < > 
<AHBD@4J<BAAO@ ECD46BKAO@ E<EF9@4@. 

15. �=D>@<0F8O > @07@01>BG8:0E 

(>GD><A �?9>E9= %9D7996<K, >4A8. F9IA. A4G>, 8BJ9AF, 8BJ9AF >4H98DO CD<>?48AB= 
<AHBD@4F<>< 

http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/
https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/

