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1. Ilesb ¥ UIAHUPYeEMBbIE Pe3Y/JIbTATHI OCBOCHHS JMCIUIIIHHBI

[enbro 0OcBOEHUS AUCHHUIUINHBI SBISIECTCS OPMUPOBAHUE CIEAYIOIUX KOMITETEHIIUH:

—OIIK-4 - CoocobeH KOMOMHMPOBATH M agalTHPOBATh  CYIIECTBYIOIIHE
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMM JJs  pelieHus 3agad B 00JIacTH
npodeCCHOHATILHOM IeATENTFHOCTH C yYETOM TpeOoBaHMi HHPOPMALIMOHHON O€30MacHOCTH.

—IIK-2 — Cnoco0OeH OILICHHTh YypOBEHb O€30MacHOCTH KOMITBIOTEPHBIX CHCTEM |
pa3paboTarh MPOrpaMMHO-AMIIAPATHBIC CPECTBA 3AIUTH HHPOPMAITUH.

Pe3ynbraramMu 0CBOEHUS IHMCUUIUIMHBI SBJISIOTCS CIEIYIOIINE MHAUKATOPHI TOCTHKEHUS
KOMIIETEHLIMM:

NIIK-2.3 OcymiecTBisieT MTPOBEICHUE aHAIM3a OC30MaCHOCTH KOMITBIOTEPHBIX CHCTEM,
IPOBE/ICHUE CePTHUPHUKAIIMU MPOTrPAMMHO-ANIAPATHRIX CPEJCTB 3AIIUTHI MH()OPMAITMK 1 aHATIN3
pe3yNbTaToB, pa3paboTKy U TECTUPOBAHUE CPEIACTB 3alIUThl MHGOPMAIMU KOMIBIOTEPHBIX
CHUCTEM.

NIIK-2.2 OcymectBisieT pa3paboTky TpeboBaHMi 10 3amuTe, (OPMUPOBAHKUE TOJIUTHK
0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM U CETeH, INPOEKTUPOBAHME IMPOTrPAMMHO-ANIAPaTHBIX
CPEICTB 3alUThl THPOPMAIIUU KOMIIBIOTEPHBIX CUCTEM.

NIIK-2.1 OcymiecTBiseT NMPOBEACHHE KOHTPOJIBHBIX MPOBEPOK pabOTOCHIOCOOHOCTH U
3¢ (PeKTUBHOCTH NPUMEHSEMBIX MPOTPAMMHO-ANMNAPATHRIX CPEACTB 3alUThl HH(POPMAIHH,
pa3paboTky TpeOOBaHWMI K NPOrpaMMHO-aNNapaTHBIM CPEJACTBaM 3aIIUTHl  HH()OPMAIIUH
KOMIBIOTEPHBIX CUCTEM.

NOIIK-4.3 Hcnonp3dyer  coBpeMeHHblE  HH(POPMAIMOHHO-KOMMYHUKAITIOHHBIC
TEXHOJIOTHH JJIsl peLIeHUs 3a7a4 B 00JaCTH MPUKIAAHON MATEMATUKU U HHPOPMATHKHU C YIETOM
TpeOoBaHUI HHPOPMAITMOHHON 0€30TTaCHOCTH.

2. 3a7a49M 0CBOECHHUSA JUCIHAILIHHDI

— OcBoutb cbOop, 00pabOTKy, aHAIM3 H CHUCTEMATH3AIMI0 HAYYHO-TEXHUYCCKOU
uHpOpPMalLlUK, OTEYECTBEHHOIO0 M 3apyOeKHOro OIbITa IO mpolsieMaM KOMIBIOTEPHOU
0€30I1aCHOCTH;

— [ToyyacTBOBaTh B TEOPETUUYECKHX M SKCIIEPUMEHTAIBHBIX HAayYHO-HCCIEA0BATENbCKUX
paboTax o OLEHKE 3alUIIEHHOCTH HH(OPMallMK B KOMIIBIOTEPHBIX CHCTEMAX;

—M3yunte ¥ 00O0OIIUTH OMNBITHI PAOOTHl JPYTUX YUPEXKIEHUH, OpraHu3alui u
OpEeNNpUsATH 1O  crHocobaM — HCIOJIb30BaHMS ~ METOJAOB U CPEACTB  oOecreueHus
UH(POPMALIMOHHOM 6E€30MaCHOCTH C IEJIbIO TOBBIMIEHUS 3(P(HEKTUBHOCTH U COBEPIIEHCTBOBAHUS
paboT 1o 3amuTe MHPOPMALIMU Ha KOHKPETHOM OOBEKTE;

— OcBonTh pa3pabOTKy MaTeMaTHYECKUX MOJIENIeH 3alUIaeMbIX MPOILECCOB M CPEACTB
3alUThl MHQOPMALIUK U CUCTEM, O0ECTIEUNBAIOIINX HH(POPMALIMOHHYIO 0€3011aCHOCTh 00BEKTOB;
YCTAHOBKY HaJlaJIKy, TECTUPOBaHME M OOCIYXHBAHHUE allapaTHO-NPOrPAaMMHBIX CpPEICTB
oOecnieueHrs NH(HOPMALIMOHHON O€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM;

— HayuuThCst mpOBOIUTH aTTECTALIMIO TEXHUYECKUX CPEICTB, POTrpPaMM, aITOPUTMOB Ha
IpeIMEeT COOTBETCTBUSI TPeOOBAaHUSAM 3alIUTHl MH(MOpPMAIMKM IO COOTBETCTBYIOIIMM KJlaccam
0€30MaCHOCTH WM TPOQHIISAM 3AILUTHL.

3. MecTO AUCHHUILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JlucuumiuHa OTHOCHTCS K 4YacTh 00pa3oBaTelbHOW MpOrpaMMbl, (OpMUPYEMOid
Y9acCTHUKaMH  OOpa30BaTENbHBIX  OTHONICHWH.  JlucrumiamHa  BXOOUT B MOJYJb
«Criennanuzaus».

4. Cemectp(bl) ocBOeHUs M popMa(bl) MPOMEKYTOUYHOM ATTECTANUM 110 JUCHUIJIMHE

Bropoii cemectp, sk3ameH



5. Bxoanble TpeOOBaHMS AJIs1 OCBOCHUS M CHUILITUHbBI

JUis  yCcHemHoro OCBOEHHUS AUCHUIUIMHBI TpeOYyIOTCS pe3ysibTaThl OO0y4deHHs IO
CJEAYIOIIMM JUCHHUILTMHAM: SI3bIKM porpaMMupoBanus, OnepauoHHbIe CUCTEMBI.

6. SI3bIK peasm3anuu

Pycckuit

7. O0LeM IUCHUIITHHEI

OO01mast Tpy10€MKOCTh TUCHUTUTHHBI COCTABISIET 4 3.€., 144 JacoB, U3 KOTOPHIX:
-JIEKIUH: 32 4.
- naboparopHbie paboThL: 16 4.
B TOM YHCJIC TIPAKTUYECKas OJAroToBKa: 16 .
O0BeM caMOoCTOATENBHON pabOTHI CTYIEHTA ONPEAEIICH YUeOHBIM IUTAHOM.

8. Coneprxanue IMCUMILIMNHBI, CTPYKTYPHPOBAaHHOE 110 TEMaM

Tema 1. AHanu3 NporpaMMHBIX peanu3auuit
IToctaHoBKa 3ajgauM aHajaM3a IMPOrPaMMHBIX peanu3anuid. MeToJ 3KCIEepUMEHTOB C
“gepHbIM AUMKOM . CTaTuyecKuil MeTol. JJuHaMu4ecKkuii MeTo.

Tema 2. 3amura nporpaMm OT U3y4€HHUS

HckyccTBeHHOE YCIIOKHEHHE CTPYKTYpBI IporpaMmbl. HectanmapTHeie oOpaimieHus K
(GYHKIUSAM OINEPaMOHHON CUCTEMBI. VICKYCCTBEHHOE YCIOXHEHHE alTOPHUTMOB 0OOpabOTKH
JTAHHBIX.

Tema 3. [IporpaMmHBbIe 3aKJIaTKK
[IporpammMHubie 3aKimagkd U (opManbHbIE MOAETH WX B3aMMOJCHCTBUS C aTaKyeMoOu
CUCTEMOH.

Tewma 4. BHenpeHne nporpaMMHBIX 3aKJIaI0K
®dopmanbsHas Mo “Habmonarens”’. @opMmanbHas Moelb “TiepexBatr’. @opManbHas
MOJIEND “‘UCKaKeHue” .

Tema 5. IIpoTuBoaelicTBUE IPOrPAMMHBIM 3aKJIagKaM
CpenctBa W METOABI 3alUTBl OT MPOTrPAMMHBIX 3akiagoK. OCHOBHBIE MPUHIMUIIBI
KOMIIBIOTEPHON CUCTEMBI B OTHOILIEHUHU IPOrpaMMHBIX 3akianok. [Tpuauun muanmuzanuu 110.

9. Tekymmii KOHTPOJIb MO AUCHUIIHHE

Texkymmii KOHTPONb TO JAWCHMIUIMHE TMPOBOJMUTCS IIyTeM KOHTpOJS KadecTBa
BBIMIOJHEHUs J1a00paTOpHBIX pabOT M MPOBENEHHS KOHTPOJIbHBIX TOYeK, M (DUKCHpyeTcs B
(dopMe KOHTPOIBHOM TOYKH HE MEHEE OJJHOTO Pa3a B CEMECTP.

HpaKTH‘IeCKaH MoATOTOBKAa OUCHUBACTCA IO PE3YyJIbTaTaM BBIITIOJITHCHHBIX J'Ia60paTOpHBIX
pador.

10. ITopsigok nMpoBeeHUs1 1 KPUTEPUH OLCHUBAHMS NPOMEKYTOYHOM ATTECTALUN

DK3aMeH BO BTOPOM CEMECTpE MPOBOIUTCS B yCTHOH ¢opme mo Ouneram. buner
COAEPKUT TEOpEeTHUEeCKHil Borpoc. [IpomomkuTensHOCTh 3k3ameHa 1,5 Jaca.

[IpuMepsl TEOpETHUECKUX BOIPOCOB:
- Yro Takoe calling convention? OcHoBHbie CC 1151 apXUTEKTyphl 1386: KIIHOUEBBIE

0COOEHHOCTH W OTJINYHS.



- Yro Takoe calling convention? OcnoBable CC 1t apxuTeKTyphl amd64: KiIroueBbIe
O0COOCHHOCTH H OTJINYHSL.

- Ipunuunst pabote! Bapuagumueckux GyHkuuid B 32-0utabix CC

- Ipunnunst pabotel Bapuaanueckux GyHkuuid B 64-0utapix CC

- OcoOeHHOCTH CTEKOBBIX (periMoB B 64-6utHbix CC

- JluHamMu4eckasi TMHKOBKA U 3arpy3Ka KoJa.

- Mexanusm cursanoB B Linux. 3amyThIBaHME NOTOKAa HCIIOJHEHUS HAa OCHOBE
CHUTHAJIOB.

Pe3ynbTathl 3aueTa ¢ OLEHKOW ONPENEISIFOTCS OIICHKAMHU «OTIIHYHOY, «XOPOIIO»,
«YHOOBJICTBOPUTCIIBHOY», KHCYAOBJICTBOPUTCIBHOY.

O1eHKa «OTJIMYHO» CTABHUTCS, €CIIH MOJTHO PACKPBITO COJIEPKAHKUE MaTepHajia BOIpoca;
MaTepHal U3JI0KEeH TPAMOTHO, B OTIPE/ICICHHOM JTOTMYECKOM MOCIIE0BATEIbHOCTH.

«X0poI110»: BOIIPOC M3JIOKEH CUCTEMATU3UPOBAHO U TIOCIIC0BATEIILHO;
MIPOJIEMOHCTPHPOBAHO YMEHHE aHATM3UPOBATH MATEPUAIL, OJTHAKO B U3JIOKCHHUH JTOMYIIICHBI
HeOoJIbIIHIe IPOOEITbl, HE HCKa3UBIIKE COICPIKaHUE OTBETA.

«Y IOBJIETBOPUTEIIEHOY: HETIOJIHO WIIM HETIOCIIEA0BATEIEHO PACKPHITO CO/ICpPIKaHUE
Marepuala, Ho oKa3aHo 00Ilee MOHMMAaHUE BOIIPOCA U MPOJIEMOHCTPUPOBAHBI YMEHHS,
JIOCTATOYHBIC JUTSI TATBHEHUINIETO YCBOSHUS MaTepuraa.

«HeynoBieTBOPUTEIHHOY: TOTHOCTHIO OTCYTCTBYET OTBET; HE PACKPBITO OCHOBHOE
coJiepaHue BOIIPOCca; 0OHAPYKEHO HE3HAHUE WUJTM HEITOHUMaHue OoJIbIled Wik Hanbosee
Ba)XKHOI 4acTH BOIpoca.

11. YyeOHo-MeTOoAu4YecKoe odecrneucHmue

a) DNEeKTPOHHBIA Y4YEOHBIH KypC MO JUCHMIUIMHE B JJICKTPOHHOM YHUBEPCUTETE
«Moodle» - https://moodle.tsu.ru/course/view.php?id=00000

0) O1ieHOYHBIC MaTepHANIbl TEKYMIETO KOHTPOJISI W IPOMEKYTOYHOW ATTECTAIMH I10
mucrumae (ITpunoxenwne 1).

12. Ilepeuyenn y4eOHOI JuTEpPaTyphl U pecypcoB cetn UHTEepHeT

a) OCHOBHasl JIUTEpaTypa:

— 3amuTa nporpaMMm U AaHHbIX, YueOHoe nocobue, [Ipockypun, B. I'., 2011

— IIporpammupoBanue Ha si3pike accembiepa NASM ans OC Unix, YuebHoe nocobue,
CronsipoB A.B., 2011

0) IOTOJIHUTEIbHAS JIUTEPATYpa:
—Reverse Engineering ans HaumHaromumx, FOpuues, JI., DnexTpoHHBI pecypc
https://beginners.re/main.html

13. Ilepeyennb HH(POPMALIMOHHBIX TEXHOJIOTHIA

a) JIMIIEH3UOHHOE U CBOOOJIHO PACTIPOCTPAHIEMOE MPOTPaMMHOE 00ECTICUCHHE:

— Oracle VM VirtualBox / VMware Workstation Player unu ananornunas cuctema
BUPTYyaJTU3aIIH.

— JMusaccem6nep IDA Freeware, Binary Ninja uinu aHanoruyHbii

0) MHPOPMAITMOHHBIC CIIPABOYHBIE CUCTEMBI:
— DIIEKTPOHHBII KaTaJior Hayunoi O6ubamorexku Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system



https://moodle.tsu.ru/course/view.php?id=00000
https://beginners.re/main.html
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— DNeKTpoHHAas oubnmoreka (peno3utopuit) Ty —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBbC Jlansb — http://e.lanbook.com/

— OBC KoncynbTanT cTynenTa — http://www.studentlibrary.ru/

— ObpazoBarenbHas mwiardopma FOpaiit — https://urait.ru/

— OBbC ZNANIUM.com — https://znanium.com/

— 3BC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuajJibHO-TeXHHYECKOE oOecriedeHune

Aynutopuu Juis IPOBEIEHUS 3aHATUHN JIEKIIMOHHOTO THUIIA.

Aynuropun JUid TNPOBENEHHUSA 3aHATHM CEMHHApCKOIO THIIA, WHIWBUAYAJIBHBIX H
TPYIIIOBBIX KOHCYJIbTALMI, TEKYIIETO KOHTPOJISA U IIPOMEKYTOUYHOHN aTTECTALUH.

ITomemieHus Uil caMOCTOSITENILHOW pabOThI, OCHAILEHHbIE KOMIIBIOTEPHONH TEXHUKOH U
JOCTYNIOM K cetu MHTepHeT, B 3JIEKTPOHHYIO HWH(POPMAIMOHHO-00pa30BaTEIbHYIO Cpelay U K
MH(POPMALIMOHHBIM CIIPABOYHBIM CUCTEMAM.

15. Undopmanus o paspadorunkax

Bpocnasckuit Oner BukropoBudy, accucTeHT Kadeapbl KOMIBIOTEPHON O€30MacHOCTH
Try.
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