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1. Ц5;P 8 ?;0=8@C5<O5 @57C;PB0BO >A2>5=8O 48AF8?;8=O 

*9?PR BE6B9A<S 8<EJ<C?<AO S6?S9FES HBD@<DB64A<9 E?98GRM<I >B@C9F9AJ<=: 
– "#�-2 – %CBEB59A CD<@9ASFP CDB7D4@@AO9 ED98EF64 E<EF9@AB7B < CD<>?48AB7B 

A4;A4K9A<=, 6 FB@ K<E?9 BF9K9EF69AAB7B CDB<;6B8EF64, 8?S D9L9A<S ;484K 
CDBH9EE<BA4?PAB= 89SF9?PABEF< 

– "#�-10 – %CBEB59A 4A4?<;<DB64FP F9A89AJ<< D4;6<F<S @9FB8B6 < ED98EF6 
>D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<<, <ECB?P;B64FP ED98EF64 >D<CFB7D4H<K9E>B= 
;4M<FO <AHBD@4J<< CD< D9L9A<< ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<. 

– "#�-13 – %CBEB59A D4;D454FO64FP >B@CBA9AFO CDB7D4@@AOI < CDB7D4@@AB-
4CC4D4FAOI ED98EF6 ;4M<FO <AHBD@4J<< 6 >B@CPRF9DAOI E<EF9@4I < CDB6B8<FP 4A4?<; 
<I 59;BC4EABEF<. 

– #�-2 – %CBEB59A D4;D454FO64FP FD95B64A<S > CDB7D4@@AB-4CC4D4FAO@ ED98EF64@ 
;4M<FO <AHBD@4J<< >B@CPRF9DAOI E<EF9@ < E9F9=. 

– #�-3 – %CBEB59A CDB9>F<DB64FP CDB7D4@@AB-4CC4D4FAO9 ED98EF6 ;4M<FO 
<AHBD@4J<< >B@CPRF9DAOI E<EF9@ < E9F9=. 

$9;G?PF4F4@< BE6B9A<S 8<EJ<C?<AO S6?SRFES E?98GRM<9 <A8<>4FBDO 8BEF<:9A<S 
>B@C9F9AJ<=: 

�"#�-2.2 "CD989?S9F CBDS8B> A4EFDB=>< < Q>EC?G4F4J<< CDB7D4@@AOI ED98EF6 
E<EF9@AB7B < CD<>?48AB7B A4;A4K9A<=, 6 FB@ K<E?9 BF9K9EF69AAB7B CDB<;6B8EF64, 
<ECB?P;G9@OI 8?S D9L9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<. 

�"#�-2.3 (BD@G?<DG9F CD98?B:9A<S CB CD<@9A9A<R CDB7D4@@AOI ED98EF6 
E<EF9@AB7B < CD<>?48AB7B A4;A4K9A<=, 6 FB@ K<E?9 BF9K9EF69AAB7B CDB<;6B8EF64, 
<ECB?P;G9@OI 8?S D9L9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<.  

�"#�-10.1 "EGM9EF6?S9F 4A4?<; F9A89AJ<= D4;6<F<S @9FB8B6 < ED98EF6 
>D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<<. 

�"#�-10.2 #D<@9AS9F ED98EF64 >D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<< CD< 
D9L9A<< ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<. 

�"#�-13.1 #D98CD<A<@49F A9B5IB8<@O9 89=EF6<S CB E5BDG < 4A4?<;G <EIB8AOI 
84AAOI 8?S CDB9>F<DB64A<S >B@CBA9AF CDB7D4@@AOI < CDB7D4@@AB-4CC4D4FAOI ED98EF6 
;4M<FO <AHBD@4J<< 6 >B@CPRF9DAOI E<EF9@4I. 

�"#�-13.2 "CD989?S9F C4D4@9FDO HGA>J<BA<DB64A<S, 4DI<F9>FGDG < <AF9DH9=EO 
>B@CBA9AF CDB7D4@@AOI < CDB7D4@@AB-4CC4D4FAOI ED98EF6 ;4M<FO <AHBD@4J<< 6 
>B@CPRF9DAOI E<EF9@4I. 

�"#�-13.3 #DB6B8<F 4A4?<; >B@CBA9AF CDB7D4@@AOI < CDB7D4@@AB-4CC4D4FAOI 
ED98EF6 ;4M<FO <AHBD@4J<< 6 >B@CPRF9DAOI E<EF9@4I E J9?PR BCD989?9A<S GDB6AS 
B59EC9K<649@B= <@< ;4M<M9AABEF< < 8B69D<S. 

�#�-2.1 "CD989?S9F G7DB;O 59;BC4EABEF< < <I 6B;@B:AO9 <EFBKA<><, >4A4?O 
GF9K>< <AHBD@4J<<. 

�#�-2.2 $4;D454FO649F @4F9@4F<K9E><9 @B89?<, D94?<;G9@O9 6 ED98EF64I ;4M<FO 
<AHBD@4J<<. 

�#�-2.3 #DB6B8<F <EE?98B64A<S E J9?PR A4IB:89A<S A4<5B?99 J9?9EBB5D4;AOI 
CD4>F<K9E><I D9L9A<= CB B59EC9K9A<R ;4M<FO <AHBD@4J<<. 

�#�-3.2 $4;D45BF>4 CDB9>FB6 CDB7D4@@AOI < 4CC4D4FAOI ED98EF6 ;4M<FO 
<AHBD@4J<< 6 EBBF69FEF6<< E F9IA<K9E><@ ;484A<9@. 

 

2. �040G8 >A2>5=8O 48AF8?;8=O 

– %HBD@<DB64FP G EFG89AFB6 ECBEB5ABEFP 4A4?<;<DB64FP F9A89AJ<< D4;6<F<S 
@9FB8B6 < ED98EF6 >D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<<, 6 K4EFABEF< 84FP 
CD98EF46?9A<9 B 54;B6OI CBASF<SI < ;484K4I >D<CFB7D4H<<, @9FB84I >D<CFB7D4H<K9E>B7B 
4A4?<;4, B;A4>B@<FP E EB6D9@9AAO@< EF4A84DF4@< 6 B5?4EF< >D<CFB7D4H<<.  



3. М5AB> 48AF8?;8=O 2 AB@C:BC@5 >1@07>20B5;P=>9 ?@>3@0<<O 

�<EJ<C?<A4 BFABE<FES > B5S;4F9?PAB= K4EF< B5D4;B64F9?PAB= CDB7D4@@O. 
�<EJ<C?<A4 6IB8<F 6 @B8G?P "%C9J<4?<;4J<S". 

4. %5<5AB@(O) >A2>5=8O 8 D>@<0(O) ?@><56CB>G=>9 0BB5AB0F88 ?> 48AF8?;8=5 

%98P@B= E9@9EFD, Q>;4@9A 

�BEP@B= E9@9EFD, Q>;4@9A 

5. ВE>4=O5 B@51>20=8O 4;O >A2>5=8O 48AF8?;8=O 

�?S GEC9LAB7B BE6B9A<S 8<EJ<C?<AO FD95GRFES D9;G?PF4FO B5GK9A<S CB 
E?98GRM<@ 8<EJ<C?<A4@: 3;O>< CDB7D4@@<DB64A<S, �AHBD@4F<>4, �6989A<9 6 
@4F9@4F<>G, �<E>D9FA4S @4F9@4F<>4, &9BD<S 69DBSFABEF9= < @4F9@4F<K9E>4S EF4F<EF<>4,  
 4F9@4F<K9E>4S ?B7<>4 < F9BD<S 4?7BD<F@B6, �<E>D9FA4S @4F9@4F<>4, &9BD<S 46FB@4FB6, 
&9BD<S <AHBD@4J<<, &9BD<S K<E9?, "5M4S 4?795D4, &9BD<S 6OK<E?<F9?PAB= E?B:ABEF<, 
#DBH9EE<BA4?PAO= C9D96B8 EC9J<4?PAB= ?<F9D4FGDO. 

6. /7O: @50;870F88 

$GEE><= 

7. �1N5< 48AF8?;8=O 

"5M4S FDG8B9@>BEFP 8<EJ<C?<AO EBEF46?S9F 9 ;.9., 324 K4EB6, <; >BFBDOI: 
-?9>J<<: 64 K. 
-?45BD4FBDAO9: 16 K. 
   6 FB@ K<E?9 CD4>F<K9E>4S CB87BFB6>4: 16 K. 
-CD4>F<K9E><9 ;4ASF<S: 48 K. 
   6 FB@ K<E?9 CD4>F<K9E>4S CB87BFB6>4: 32 K. 
"5N9@ E4@BEFBSF9?PAB= D45BFO EFG89AF4 BCD989?9A GK95AO@ C?4AB@. 

8. %>45@60=85 48AF8?;8=O, AB@C:BC@8@>20==>5 ?> B5<0< 

 

&9@4 1. �6989A<9 6 >D<CFB7D4H<R 

"EAB6AO9 CBASF<S < ;484K< >D<CFB7D4H<<. 
�D<CFB7D4H<K9E><= 4A4?<;. �EFBD<S >D<CFB7D4H<<. 
 

&9@4 2. ,<HDO ;4@9AO < C9D9EF4AB6>< 

,<HDO ;4@9AO. �D<CFB4A4?<; L<HDB6 ;4@9AO. 
,<HDO C9D9EF4AB6><. �D<CFB4A4?<; L<HDB6 C9D9EF4AB6><. 
,<HDO ;4@9AO < C9D9EF4AB6><. $BFBDAO9 L<HDO. 
 

&9@4 3. �5EB?RFAB EFB=><9 L<HDO 

�9DBSFABEFA4S @B89?P L<HD4 CB �.,9AABAG. 
!9B5IB8<@O9 < 8BEF4FBKAO9 GE?B6<S 45EB?RFAB= EFB=>BEF< L<HD4. 
�F4>4 A4 BEAB69 L<HDF9>EF4.  
 

&9@4 4. �?BKAO9  L<HDO 

#D<AJ<CO CBEFDB9A<S. �4;B6O9 BC9D4J<<. %9FP (9=EF9?S. SP-E9FP.  
,<HD DES. ,<HD �"%& 28147-89 (« 47@4»). ,<HD AES. 
'CDBM9AAO9 L<HDO DES < AES. ,<HD «�G;A9K<>». 
 

&9@4 5. #BFBKAO9 L<HDO 



%I9@4 CBFBKAB7B L<HD4. �9A9D4FBDO CE968BE?GK4=AOI K<E9?. 
�B@5<A<DGRM<= < H<?PFDGRM<= 79A9D4FBDO. ,<HD A5. ,<HD RC4.  
&9@4 6. �EE<@9FD<KAO9 L<HDO 

"8ABEFBDBAASS HGA>J<S E ?4;9=>B=. ,<HD RSA.    
,<HD 1?P-�4@4?S. %6B=EF64 L<HD4 1?P-�4@4?S. 
,<HD ,4@<D4. �F4>< A4 RSA. 
 

&9@4 7. *<HDB64S CB8C<EP 
*<HDB64S CB8C<EP RSA, 1?P-�4@4?S, DSS.  

�F4>< A4 J<HDB6O9 CB8C<E<.   
�AHD4EFDG>FGD4 BF>DOFOI >?RK9=. 
 

&9@4 8. �D<CFB7D4H<K9E><9 HGA>J<< I9L<DB64A<S. 
�@<FB6EF46>4. �9E>?RK96O9 < >?RK96O9 IQL-HGA>J<<.  
�BAEFDG>J<S  9D>?4-�4@74D84. �BAEFDG>J<S �G5>4. %FD<5B7.  
SHA. MD4. HMAC. �F4>< A4 IQL-HGA>J<<. 
 

&9@4 9. &9BD<S E9>D9FAOI E<EF9@ ,9AABA4. 
�?795D4 E9>D9FAOI E<EF9@. �<8O E9>D9FAOI E<EF9@.  
#D<@9DO E9>D9FAOI E<EF9@. %6B=EF64 E9>D9FAOI E<EF9@. 
 

&9@4 10.  9FB8O >D<CFB4A4?<;4. 
"5;BD @9FB8B6 >D<CFB4A4?<;4. �<A9=AO= >D<CFB4A4?<;.  
�<HH9D9AJ<4?PAO=  >D<CFB4A4?<;. %?4=8B64S 4F4>4.  
�BDD9?SJ<BAA4S 4F4>4. �?795D4<K9E>4S 4F4>4. 
�F4>< CB CB5BKAO@ >4A4?4@. 
 

&9@4 11. �6FB@4FA4S >D<CFB7D4H<S. 
�6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@. �6FB@4FAO9 L<HDE<EF9@O. 
�BA9KAB-46FB@4FA4S >D<CFBE<EF9@4 E BF>DOFO@ >?RKB@ (FAPKC). 
#BFBKAO9 < 46FB@4FAO9 L<HDE<EF9@O. 
 

&9@4 12. %D98EF64 >D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<<. 
"5;BD ED98EF6 >D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<<. 
�D<CFB>BAF9=A9DO. �D<CFBCDB64=89DO. VPN-L?R;O. 

9. &5:CM89 :>=B@>;P ?> 48AF8?;8=5 

&9>GM<= >BAFDB?P CB 8<EJ<C?<A9 CDB6B8<FES CGF9@ >BAFDB?S CBE9M49@BEF<, 
6OCB?A9A<S ?45BD4FBDAOI D45BF/>BAFDB?PAOI ;484A<= < H<>E<DG9FES 6 HBD@9 
>BAFDB?PAB= FBK>< A9 @9A99 B8AB7B D4;4 6 E9@9EFD. 

#D4>F<K9E>4S CB87BFB6>4 BJ9A<649FES CB D9;G?PF4F4@ 6OCB?A9AAOI CD4>F<K9E><I 
< ?45BD4FBDAOI D45BF. 

 

 

#D<@9DO F<CB6OI 64D<4AFB6 >BAFDB?PAOI ;484A<=:  

 

 �4L<HDB64FP E6BR H4@<?<R 4HH<AAO@ L<HDB@, L<HDB@  �<:9A9D4, L<HDB@ 
)<??4, CB>4;O64S >BDD9>FABEFP 6O5D4AAOI >?RK9=. 

 �ECB?P;GS CrypTool-Online (https://www.cryptool.org) CB8EK<F4FP K4EFAO9 
I4D4>F9D<EF<>< CDB<;6B?PAB7B 5B?PLB7B BF>DOFB7B F9>EF4, ;4L<HDB64FP ?R5B= 
F9>EF E CB@BMPR E86<7B6B7B L<HD4 < CB8EK<F4FP K4EFAO9 I4D4>F9D<EF<>< 



;4L<HDB64AAB7B F9>EF4. �4?99 ED46A<FP E F4>B6O@<, CB?GK9AAO@< 8?S 
CDB<;6B?PAB7B BFDOFB7B F9>EF4, 6O86<AGFP 7<CBF9;G B F45?<J9 ;4@9AO, CDB69D<FP 
7<CBF9;G, ED46A<6 E <EF<AAB= F45?<J9= ;4@9AO.  

 #BEFDB<FP F45?<JG L<HDB64A<S CDB<;6B?PAB7B L<HD4, >B784 @AB:9EF6B BF>DOFOI 
(L<HDB64AAOI) F9>EFB6 X=Y={0,1,2}, @AB:9EF6B >?RK9= K={0,1,2}.  $94?<;B64FP 
4F4>G A4 BEAB69 L<HDF9>EF4, CD< GE?B6<<, KFB 6E9 >?RK< D46AB69DBSFAO, AB ED98< 
BF>DOFOI F9>EFB6 9EFP E<?PAB 69DBSFAO= F9>EF. "CD989?<FP CD< C9D9I64F9 >4>B7B 
L<HDBF9>EF4 CB?GK49FES A4<?GKL<= 64D<4AF 6BEEF4AB6?9A<S BF>DOFB7B F9>EF4. 

 %79A9D<DB64FP CDB<;6B?PAO= BF>DOFO= F9>EF (8 5<F) < >?RK (10 5<F). �OK<E?<FP 
L<HDB64AAO= F9>EF (8 5<F), >BFBDO= CB?GK49FES CBE?9 C9D6B7B D4GA84 
GCDBM9AAB7B 64D<4AF4 DES (Simplified DES). #D< QFB@ CD98EF46<FP 6E9 
CDB@9:GFBKAO9 D9;G?PF4FO 6OK<E?9A<= >4> CD< 79A9D4J<< D4GA8B6OI >?RK9=, F4> 
< CD< 6OK<E?9A<< ;A4K9A<= D4GA8B6B= HGA>J<<, F.9. CBE?9 >4:8B7B P-5?B>4, S-

5?B>4, XOR. 
 %79A9D<DB64FP CDB<;6B?PAO= BF>DOFO= F9>EF (16 5<F) < D4GA8B6O= >?RK (16 
5<F). �OK<E?<FP L<HDB64AAO= F9>EF (16 5<F), >BFBDO= CB?GK49FES CBE?9 C9D6B7B 
D4GA84 GCDBM9AAB7B 64D<4AF4 L<HD4 AES (Simplified AES). #D< QFB@ CD98EF46<FP 
6E9 CDB@9:GFBKAO9 D9;G?PF4FO 6OK<E?9A<=, F.9. CBE?9 >4:8B7B CD9B5D4;B64A<S 
SubNibbles, ShiftRows, MixColumns, AddRoundKey. 

 #BEFDB<FP CE968BE?GK4=AGR CBE?98B64F9?PABEFP A95B?PLB= 8?<AO, 6O5D46 @4?O9  
CDB<;6B?PAO9 C4D4@9FDO 79A9D4FBD4 (@B8G?P, A4K4?PAO9 ;A4K9A<9 < F.C.) < 
<ECB?P;GS 4?7BD<F@ E9D98<AO >648D4F4, ?<A9=AO= >BA7DGQAFAO= 79A9D4FBD, 
488<F<6AO= 79A9D4FBD (<5BA4KK<, <A69DEAO= >BA7DGQAFAO= 79A9D4FBD, D97<EFD 
E86<74 E ?<A9=AB= B5D4FAB= E6S;PR, 79A9D4FBD E >648D4F<KAO@ BEF4F>B@. 

 �OK<E?<FP A9E>B?P>B Q?9@9AFB6 CE968BE?GK4=AB= CBE?98B64F9?PABEF< CD< 
CDB<;6B?PAB 6O5D4AAB@ >?RK9, >B784 6 >4K9EF69 79A9D4FBD4 <ECB?P;G9FES 
GCDBM9AAO= 64D<4AF RC4 (4 SK9=>< 6@9EFB 256). � D9L9A<< CD98EF46<FP 6E9 
CDB@9:GFBKAO9 D9;G?PF4FO 6OK<E?9A<=. 

 $94?<;B64FP 4F4>G A4 CB8C<EP RSA CB 6O5D4AAB@G L<HDBF9>EFG, >B784 CD< 
CB8C<EO64A<< < L<HDB64A<< <ECB?P;G9FES B8<A4>B6O= >?RK, C9D9I64K9A 
L<HDBF9>EF < <;69EF9A BF>DOFO= >?RK BFCD46<F9?S EBB5M9A<S, 4 FD95G9FES A4=F< 
<EIB8AO= BF>DOFO= F9>EF 59; ;A4A<S ;4>DOFB7B >?RK4: 6O5D4FP C4D4@9FDO L<HD4, 
6OK<E?<FP BF>DOFGR < ;4>DOFGR Q>ECBA9AFO, ;4L<HDB64FP CDB<;6B?PAO= 
BF>DOFO= F9>EF, CDB69EF< A9B5IB8<@O9 6OK<E?9A<S EB EFBDBAO 4F4>GRM97B, 
CB8C<E4FP ;4@4E><DB64AAB9 EBB5M9A<9 4F4>GRM97B, CDB69EF< H<A4?PAO9 
6OK<E?9A<S EB EFBDBAO 4F4>GRM97B < 6BEEF4AB6<FP BF>DOFO= F9>EF.    

 $94?<;B64FP 4F4>G A4 L<HD 1?P-�4@4?S A4 BEAB69 L<HDF9>EF4, >B784  CD< 
L<HDB64A<< D4;?<KAOI EBB5M9A<= <ECB?P;G9FES B8AB < FB:9 ;A4K9A<9 E?GK4=AB= 
69?<K<AO: BCD989?<FP, KFB A48B ;A4FP 4F4>GRM9@G, 6O5D4FP C4D4@9FDO L<HD4, 
6OK<E?<FP BF>DOFO= < ;4>DOFO= >?RK<, ;4L<HDB64FP A9B5IB8<@B9 >B?<K9EF6B 
CDB<;6B?PAOI BF>DOFOI F9>EFB6, CDB69EF< 6OK<E?9A<S EB EFBDBAO 4F4>GRM97B, 
G598<FES 6 CD46<?PABEF< D9;G?PF4FB6 4F4><.       

           #D<@9D F<CB6B7B 64D<4AF4 ?45BD4FBDAB= D45BFO:  

 



 �OCB?A<FP ?<A9=AO= >D<CFB4A4?<; GK95AB7B 5?BKAB7B L<HD4. 'K95AO= 
L<HD < @9FB8<>4 6OCB?A9A<S ?45BD4FBDAB= D45BFO CD98EF46?9AO 6 >A<79 �459A>B 
�.�., �MG>B64 �.�. %B6D9@9AAO9 4?7BD<F@O 5?BKAB7B L<HDB64A<S < @9FB8O <I 
4A4?<;4. –  : �9?<BE �$�, 2006. – 376E. �?464 9. �45BD4FBDAB-CD4>F<K9E><9 D45BFO 
(EFD.206-280). 

 �OCB?A<FP 8<HH9D9AJ<4?PAO= 4A4?<; GK95AB7B 5?BKAB7B L<HD4. 'K95AO= 
L<HD < @9FB8<>4 6OCB?A9A<S D45BFO  CD98EF46?9AO 6 >A<79 �459A>B �.�., �MG>B64 
�.�. %B6D9@9AAO9 4?7BD<F@O 5?BKAB7B L<HDB64A<S < @9FB8O <I 4A4?<;4. –  : �9?<BE 
�$�, 2006. – 376E. �?464 9. �45BD4FBDAB-CD4>F<K9E><9 D45BFO (EFD.206-280)  

 

�OCB?A9A<9 ?45BD4FBDAB= D45BFO/>BAFDB?PAB7B ;484A<S BJ9A<649FES 6 100 54??B6: 
0-20 %FG89AF A9 D4;5<D49FES 6 ;484K9, A9 ;A49F @9FB8B6 D9L9A<S, A9 BF69K49F, ?<5B 

BF69K49F, AB E 7DG5O@< BL<5>4@< A4 6BCDBEO CD9CB8464F9?S.  
21-40 %FG89AF E?45B D4;5<D49FES 6 ;484K9, C?BIB ;A49F @9FB8O D9L9A<S, A9 

BF69K49F, ?<5B BF69K49F, AB E BL<5>4@< A4 6BCDBEO CD9CB8464F9?S.  
41-60 %FG89AF 6 J9?B@ G8B6?9F6BD<F9?PAB D4;5<D49FES 6 ;484K9, <ECB?P;G9F @9FB8O 

D9L9A<S CD< CB8E>4;>9 CD9CB8464F9?S, BF69K49F A4 6BCDBEO A9G69D9AAB, AB E A97DG5O@< 
BL<5>4@<. #D98EF46?S9F D45BFG A4 ;4M<F9 G8B6?9F6BD<F9?PAB.  

61-80 %FG89AF  6  J9?B@  G69D9AAB  D4;5<D49FES  6  ;484K9,  ;A49F  <  <ECB?P;G9F  
@9FB8O D9L9A<S  CD4>F<K9E><  E4@BEFBSF9?PAB,  BF69K49F  A4  6BCDBEO  E  ;4@9K4A<S@<. 
#D98EF46?S9F D45BFG A4 ;4M<F9 6 J9?B@ IBDBLB, E ;4@9K4A<S@<.  

81-100 %FG89AF  BF?<KAB  D4;5<D49FES  6  ;484K9,  ;A49F  <  <ECB?P;G9F  @9FB8O  
D9L9A<S E4@BEFBSF9?PAB, BF69K49F A4 6BCDBEO G69D9AAB. #D98EF46?S9F D45BFG A4 ;4M<F9 
BF?<KAB, G69D9AAB. 

  

�BCGE>B@ 8B Q>;4@9A4 S6?S9FES 6OCB?A9A<9 80% ?45BD4FBDAOI  D45BF/>BAFDB?PAOI 
;484A<=, E BJ9A>B= ;4 >4:8GR A9 @9A99 50 54??B6. 

10. �>@O4>: ?@>2545=8O 8 :@8B5@88 >F5=820=8O ?@><56CB>G=>9 0BB5AB0F88 

1>;4@9A 6 E98P@B@/6BEP@B@ E9@9EFD9 CDB6B8<FES 6 GEFAB=/C<EP@9AAB= HBD@9 E 
<ECB?P;B64A<9@ C9D9KAS >BAFDB?PAOI 6BCDBEB6/5<?9FB6 CB >GDEG. %I9@4 6BCDBEB6 
Q>;4@9A4 8B?:A4 EBBF69FEF6B64FP >B@C9F9AFABEFAB= EFDG>FGD9 8<EJ<C?<AO. #D< 
BJ9A<64A<<  A9B5IB8<@B CDB89@BAEFD<DB64FP 8BEF<:9A<9 6E9I ;4C?4A<DB64AAOI 
<A8<>4FBDB6 – D9;G?PF4FB6 B5GK9A<S. $9;G?PF4FO Q>;4@9A4 BCD989?SRFES BJ9A>4@< 
«BF?<KAB», «IBDBLB», «G8B6?9F6BD<F9?PAB», «A9G8B6?9F6BD<F9?PAB». 
 

#D<@9DAO= C9D9K9AP 5<?9FB6 > Q>;4@9AG (7 E9@9EFD):     
 

�<?9F 1. 
 

1. �D<CFB4A4?<;. "EAB6AO9 >D<CFB4A4?<F<K9E><9 4F4><. 
2. ,<HD DES: B5M4S EI9@4, HGA>J<S L<HDB64A<S, 79A9D4J<S D4GA8B6OI >?RK9=. 

 

�<?9F 2. 
 

1. �D<CFB4A4?<;. #D4>F<K9E>4S < F9BD9F<K9E>4S EFB=>BEF<. 
2. ,<HD �"%& 28147-89 ( 47@4): B5M4S EI9@4, HGA>J<S L<HDB64A<S, 79A9D4J<S 
D4GA8B6OI >?RK9=. 

 

�<?9F 3. 
 



1. "D74A<;4J<S E9>D9FAB= E6S;< E <ECB?P;B64A<9@ E<@@9FD<KAB7B, 4E<@@9FD<KAB7B, 
7<5D<8AB7B (>B@5<A<DB64AAB7B) L<HDB64A<S. 

2. ,<HD AES: B5M4S EI9@4, 54;B6O9 BC9D4J<< (Sub Bytes, Shift Rows, Mix Columns, 
Add Round Key). 

 

�<?9F 4. 
 

1. �GF9AF<H<>4J<S EBB5M9A<= A4 54;9 <@<FB6EF46></J<HDB6B= CB8C<E<. 
2. $9:<@O <ECB?P;B64A<S 5?BKAOI L<HDB6 (EJ9C?9A<9, 5?BKA4S 74@@4, <@<FB6EF46>4). 

 

�<?9F 5. 
 

1. ,<HDO CDBEFB= ;4@9AO. ,<HD *9;4DS. %86<7B6O= L<HD. 
2. %D46A9A<9 5?BKAOI L<HDB6 �"%& 28147-89 < DES. 

 

�<?9F 6. 
 

1. +4EFBFAO= >D<CFB4A4?<; L<HDB6 CDBEFB= ;4@9AO. 
2. �9DBSFABEFA4S @B89?P L<HD4 CB �.,9AABAG. �F4>4 A4 BEAB69 L<HDF9>EF4. 

 

�<?9F 7. 
 

1. ,<HDO @AB7B4?H46<FAB= ;4@9AO. ,<HD �<:9A9D4. 
2. �5EB?RFAB EFB=><9 L<HDO. &9BD9@4 ,9AABA4. 

 

�<?9F 8. 
 

1. �D<CFB4A4?<; L<HDB6 @AB7B4?H46<FAB= ;4@9AO.  9FB8 �4E<E><. 
2. �5EB?RFAB EFB=><9 L<HDO. �4F<AE><= >648D4F. 

 

�<?9F 9. 
 

1. ,<HDO @AB7B;A4KAB= ;4@9AO. ,<HD CDBCBDJ<BA4?PAB= ;4@9AO.  
2. #D<AJ<CO CBEFDB9A<S 5?BKAOI  L<HDB6. %9FP (9=EF9?S. SP-E9FP. 

 

�<?9F 10. 
 

1. #B?<7D4@@AO9 L<HDO. ,<HD )<??4. 
2.  4DLDGFAO9 C9D9EF4AB6><. ,<HD 69DF<>4?PAB= C9D9EF4AB6><. 

 

�<?9F 11. 
 

1. �D<CFB4A4?<; L<HDB6 69DF<>4?PAB= C9D9EF4AB6>< A4 BEAB69 ;4CD9FAOI 5<7D4@@. 
2. #BFBKAO9 L<HDO. �B@5<A<DGRM<= < H<?PFDGRM<= 79A9D4FBDO. 

 

�<?9F 12. 
 

1. ,<HDO 74@@<DB64A<S. ,<HD �9DA4@4. "8ABD4;B6O= 5?B>ABF. 
2. #BFBKAO9 L<HDO A4 54;9 D97<EFDB6 E86<74 E ?<A9=AB= B5D4FAB= E6S;PR. 

 

�<?9F 13. 
 



1. �D<CFB4A4?<; L<HD4 74@@<DB64A<S CD< C9D9>DOF<SI. 
2. &D95B64A<S, CD98NS6?S9@O9 > >D<CFB7D4H<K9E><@ 79A9D4FBD4@ CE968BE?GK4=AOI 
K<E9?. 

 

�<?9F 14. 
 

1. %<AIDBAAO= < E4@BE<AIDBA<;<DGRM<=ES CBFBKAO= L<HDO. 
2. ,<HD 1?P-�4@4?S. 

 

�<?9F 15. 
 

1. #BFBKAO9 L<HDO. �9A9D4FBD �9HH9. 
2. ,<HD RSA. �BDD9>FABEFP RSA.  

 

 �<?9F 16. 
 

1. #BFBKAO9 L<HDO. RC4. 
2. %6B=EF64 L<HD4 1?P-�4@4?S. 

 

�<?9F 17. 
 

1. #BFBKAO9 L<HDO. A5. 
2. ,<HD RSA. �F4>< A4 RSA. 

 

�<?9F 18. 
 

1. "8ABEFBDBAASS HGA>J<S. &D< >4A8<84F4 A4 B8ABEFBDBAARR HGA>J<R.  
2. *<HDB64S CB8C<EP. "F>4; BF 46FBDEF64. #D<C<EO64A<9 46FBDEF64. 

 

�<?9F 19 
 

1. �E<@@9FD<KAO= L<HD. �F4>4 CB8@9AO BF>DOFB7B >?RK4.  
2. *<HDB64S CB8C<EP RSA. 

 

�<?9F 20. 
 

1. �F4>< A4 J<HDB6GR CB8C<EP. 
2. (GA>J<< I9L<DB64A<S. �BAEFDG>J<S  9D>?4-�4@74D84.  

 

�<?9F 21 
 

1. *<HDB64S CB8C<EP 1?P-�4@4?S. 
2. (GA>J<< I9L<DB64A<S. �BAEFDG>J<S �G5>4. 

 

�<?9F 22. 
 

1. &D95B64A<S > >D<CFB7D4H<K9E><@ IQL-HGA>J<S@. 
2. �E<@@9FD<KAO= L<HD. ,<HD ,4@<D4. 

 

�<?9F 23. 
 

1. �F4>4 A4 BEAB69 «C4D48B>E4 8A9= DB:89A<=» 



2. �AHD4EFDG>FGD4 BF>DOFOI >?RK9=.           
 

�<?9F 24. 
 

1. $97<EFDB6B9 CD98EF46?9A<9 HGA>J<< E:4F<S MD4 (5) < SHA-1(2) 

2. %D46A9A<9 J<HDB6B= CB8C<E< E DG>BC<EAB= CB8C<EPR. 
 

�<?9F 25. 
 

    1. �<A9=AO= >BA7DGQAFAO= 79A9D4FBD, 488<F<6AO= 79A9D4FBD. %6B=EF64 79A9D4FBDB6. 
    2. )9L-HGA>J<S %FD<5B7: B5M4S EI9@4, HGA>J<S E:4F<S. 
 

�<?9F 26. 
 

1. #BFBKAO9 L<HDO. �9A9D4FBD E >648D4F<KAO@ BEF4F>B@. 
2. �?RK96O9 IQL-HGA>J<< A4 BEAB69 59E>?RK96OI. HMAC. 

 

#D<@9DAO= C9D9K9AP 6BCDBEB6 > Q>;4@9AG (8 E9@9EFD):    
 

1. %I9@4 E9>D9FAB= E<EF9@O. #D<@9DO E9>D9FAOI E<EF9@.  
2. #4D4@9FDO E9>D9FAOI E<EF9@: >B?<K9EF6B E9>D9FABEF<, B5N9@ >?RK4 < 8D. 
3. �?795D4 E9>D9FAOI E<EF9@.  
4. 1A8B@BDHA4S E9>D9FA4S E<EF9@4.  
5. �89@CBF9AFA4S E9>D9FA4S E<EF9@4. 
6. +<EFO9 < E@9L4AAO9 E9>D9FAO9 E<EF9@O. 
7. %6B=EF64 K<EFOI E9>D9FAOI E<EF9@. 
8. #B8B5AO9 E9>D9FAO9 E<EF9@O.  
9. !9A489:ABEFP (GE?B6A4S QAFDBC<S) >4> F9BD9F<K9E>4S @9D4 E9>D9FABEF<.  
10. �894?PA4S E9>D9FA4S E<EF9@4.  
11. �6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@: 79A9D4FBDO >?RK96B7B CBFB>4. 
12. �6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@: >B@54=A9DO. 
13. �6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@: >?9FBKAO9 46FB@4FO. 
14. �6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@: CGDCGDA4S @4L<A4. 
15. ,<HD �4>D96E>B7B. 
16. $46ABE<?PABEFP CBFBKAOI < 46FB@4FAOI L<HDE<EF9@. 
17. �BA9KAB-46FB@4FA4S >D<CFBE<EF9@4 E BF>DOFO@ >?RKB@ (FAPKC). 
18. �D<CFB4A4?<;.  9FB8 «6EFD9K4 CBE9D98<A9». 
19. �D<CFB4A4?<;. �<HH9D9AJ<4?PAO= @9FB8. 
20. �D<CFB4A4?<;. �<A9=AO= @9FB8. 
21. �D<CFB4A4?<;. �BDD9?SJ<BAAO= @9FB8. 
22. �D<CFB4A4?<;. �?795D4<K9E><= @9FB8. 
23. �F4>< CB CB5BKAO@ >4A4?4@. 

24. %D98EF64 >D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<<. �D<CFB>BAF9=A9DO. 
25. %D98EF64 >D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<<. �D<CFBCDB64=89DO.  
26. %D98EF64 >D<CFB7D4H<K9E>B= ;4M<FO <AHBD@4J<<. VPN-L?R;O. 

 

�D<F9D<< 6OEF46?9A<S BJ9AB>:  



"F?<KAB - EFG89AF 6 EB69DL9AEF69 B6?489? 6E9@< F9BD9F<K9E><@< 6BCDBE4@< 
B5S;4F9?PAB7B @4F9D<4?4 CB D4;89?4@ ?9>J<BAAB7B >GDE4, CB>4;4? 6E9 FD95G9@O9 G@9A<S < 
A46O>< CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI/CD4>F<K9E><I ;4ASF<SI. 

)BDBLB - EFG89AF B6?489?  B5S;4F9?PAO@ @4F9D<4?B@ CB D4;89?4@ ?9>J<BAAB7B 
>GDE4, 6B;@B:AB E A9>BFBDO@< A98BEF4F>4@<, 4 F4>:9 CB>4;4? 6E9 FD95G9@O9 G@9A<S < 
A46O>< CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI/CD4>F<K9E><I ;4ASF<SI. 

'8B6?9F6BD<F9?PAB - EFG89AF <@99F A98BEF4FBKAB 7?G5B><9 ;A4A<S CB 
F9BD9F<K9E><@ D4;89?4@ B5S;4F9?PAB7B @4F9D<4?4 8<EJ<C?<AO, AB CB>4;4? 6E9 FD95G9@O9 
G@9A<S < A46O>< CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI/CD4>F<K9E><I ;4ASF<SI. 

!9G8B6?9F6BD<F9?PAB - EFG89AF  <@99F EGM9EF69AAO9 CDB59?O CB BF89?PAO@ 
F9BD9F<K9E><@ D4;89?4@ EC9J<4?PAB= 8<EJ<C?<AO <?< A9 CB>4;4? FD95G9@O9 G@9A<S < 
A46O>< CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI/CD4>F<K9E><I ;4ASF<SI. 

11. 'G51=>-<5B>48G5A:>5 >15A?5G5=85 

4) 1?9>FDBAAO= GK95AO= >GDE CB 8<EJ<C?<A9 6 Q?9>FDBAAB@ GA<69DE<F9F9 
«Moodle»  

5) "J9ABKAO9 @4F9D<4?O F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 4FF9EF4J<< CB 
8<EJ<C?<A9 (#D<?B:9A<9 1). 

6) #?4A CD4>F<K9E><I ;4ASF<= CB 8<EJ<C?<A9. 
1. $4;5BD CD<@9DB6 < D9L9A<9 ;484K CB F9@9 L<HDO ;4@9AO 

2. $4;5BD CD<@9DB6 < D9L9A<9 ;484K CB F9@9 L<HDO C9D9EF4AB6><.  
3. $4;5BD CD<@9DB6 < D9L9A<9 ;484K CB F9@9 45EB?RFAB EFB=><9 L<HDO. 
4. $4;5BD CD<@9DB6 < D9L9A<9 ;484K CB F9@9 5?BKAO9  L<HDO. 
5. $4;5BD CD<@9DB6 < D9L9A<9 ;484K CB F9@9 CBFBKAO9 L<HDO. 
6. $4;5BD CD<@9DB6 < D9L9A<9 ;484K CB F9@9 4EE<@9FD<KAO9 L<HDO. 
7. $4;5BD CD<@9DB6 < D9L9A<9 ;484K CB F9@9 J<HDB64S CB8C<EP. 
8. $4;5BD CD<@9DB6 < D9L9A<9 ;484K CB F9@9 >D<CFB7D4H<K9E><9 HGA>J<< 
I9L<DB64A<S. 
7)  9FB8<K9E><9 G>4;4A<S CB CDB6989A<R ?45BD4FBDAOI D45BF. 

�?S 6OCB?A9A<S ?45BD4FBDAB= D45BFO EFG89AFG A9B5IB8<@B: 
1. �;GK<FP @9FB8<K9E><9 G>4;4A<S CB 6OCB?A9A<R ?45BD4FBDAB= D45BFO. 

2. $94?<;B64FP FD95G9@O= @9FB8 >D<CFB4A4?<;4. 
3. #DB>B@@9AF<DB64FP CD9CB8464F9?R CDBJ9EE 6OK<E?9A<=.    

7)  9FB8<K9E><9 G>4;4A<S CB BD74A<;4J<< E4@BEFBSF9?PAB= D45BFO EFG89AFB6. 
%4@BEFBSF9?PA4S D45BF4 BD74A<;G9FES 6 E?98GRM<I HBD@4I: D45BF4 EB E?4=84@< 

?9>J<<; <;GK9A<9 6BCDBEB6, 6OABE<@OI ;4 D4@>< ?9>J<BAAOI ;4ASF<=; 6OCB?A9A<9 
>BAFDB?PAOI ;484A<=; CB87BFB6>4 > ?45BD4FBDAO@ ;4ASF<S@; CB87BFB6>4 > DG59:AB@G 
>BAFDB?R CB F9@9/D4;89?G (4FF9EF4J<<). $45BFG EB E?4=84@< (>BAEC9>FB@) ?9>J<< 
J9?9EBB5D4;AB CDB6B8<FP A9CBED98EF69AAB CBE?9 99 CDBE?GL<64A<S. !9B5IB8<@O@ 
S6?S9FES 7?G5B>B9 BE6B9A<9 EB89D:4A<S ?9>J<< < E6B5B8AB9 6?489A<9 <@, 6 FB@ K<E?9 
<ECB?P;B64AAB= 6 A9= F9D@<AB?B7<<. �;GK9A<9 6BCDBEB6, 6OABE<@OI ;4 D4@>< 
?9>J<BAAOI ;4ASF<=, CD98CB?4749F E4@BEFBSF9?PAB9 <;GK9A<9 EFG89AF4@< 
8BCB?A<F9?PAB= ?<F9D4FGDO. �BAFDB?PAO9 ;484A<S < ?45BD4FBDAO9 D45BFO, CD<6989AAO9 
6 C?4A4I ;4ASF<=, 6OCB?ASRFES EFG89AF4@< 6 B5S;4F9?PAB@ CBDS8>9.  9FB8<K9E><9 
G>4;4A<S B5GK4RM<@ES CB BE6B9A<R 8<EJ<C?<AO: J9?9A4CD46?9AAB, E<EF9@4F<K9E>< < 
C?4AB@9DAB D45BF4FP EB E?4=84@< ?9>J<=; <;GK4FP D9>B@9A8G9@GR ?<F9D4FGDG, 8B5O64S 
AB6O9/B5B5M4S CB?GK9AAO9 ;A4A<S; FD4F<FP A9 @9A99 K4E4 6 89AP A4 E4@BEFBSF9?PAGR 
D45BFG; >BAEG?PF<DB64FPES E CD9CB8464F9?9@ CD< 6B;A<>AB69A<< 6BCDBEB6; 4>F<6AB 
<ECB?P;B64FP GK95AB-@9FB8<K9E><= >B@C?9>E A4 54;9 Moodle &�'; D45BF4FP E 
F9@4F<K9E><@< HBDG@4@< 6 E9F< �AF9DA9F. 
 

 



12. �5@5G5=P CG51=>9 ;8B5@0BC@O 8 @5AC@A>2 A5B8 �=B5@=5B 

4) BEAB6A4S ?<F9D4FGD4: 
– �4C9KA<>B6 %.�., �4;4D<A ".�., &4D4EB6 �.�. �D<CFB7D4H<K9E><9 @9FB8O 

;4M<FO <AHBD@4J<< -  .: 2D4=F, 2016, 308 E. 
– �BEP �.�. �D<CFB7D4H<K9E><9 @9FB8O ;4M<FO <AHBD@4J<< -  .: 2D4=F,2018, 

473 E. 
– $S5>B �.3., (<BAB6 �.!. �D<CFB7D4H<K9E><9 @9FB8O ;4M<FO <AHBD@4J<< -  .: 

�BDSK4S �<A<S – &9?9>B@, 2014, 229 E. 
– (B@<Kё6 �. .,  9?PA<>B6 �.�. �D<CFB7D4H<K9E><9 @9FB8O ;4M<FO <AHBD@4J<< 

- .: 2D4=F , 2017, 209 E. 
– �454L �.�. �D<CFB7D4H<K9E><9 @9FB8O ;4M<FO <AHBD@4J<<- .: $�"$,2019, 413 E. 
 

5) 8BCB?A<F9?PA4S ?<F9D4FGD4: 
– �?H9DB6 �.#., �G5B6 �.2., �G;P@<A �.%., +9D9@GL><A �.�. "EAB6O 

>D<CFB7D4H<<. 'K95AB9 CBEB5<9. -  .: �9?<BE �$�, 2002, 480 E. 
– �459A>B �.�., �MG>B64 �.�. %B6D9@9AAO9 4?7BD<F@O 5?BKAB7B L<HDB64A<S < 

@9FB8O <I 4A4?<;4 - .: �9?<BE �$�, 2006, 376 E. 
– �7<54?B6 �.#. �BA9KAO9 46FB@4FO 6 >D<CFB7D4H<< // #D<>?48A4S 8<E>D9FA4S 

@4F9@4F<>4, 2009, #D<?B:9A<9 № 2, %. 43–73 

– �7<54?B6 �.#. �;5D4AAO9 F9BD9@O A4K4?PAB7B >GDE4 >D<CFB7D4H<< - &B@E>: 
!&�, 2005, 116 E. 

– �9A5B  4B %B6D9@9AA4S >D<CFB7D4H<S: F9BD<S < CD4>F<>4 -  .: �<?PS@E, 2005, 
768 E. 
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