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1. Ilnanupyemble pe3yJibTAThbl OCBOEHUS AN CHMIIJIMHbI

Pe3yabTaThl 0CBOCHHS JUCHHIIIMHBI
(MHOMKATOp NOCTU>KEHUS KOMIIETCHIIUN)

Ilnanupyemble o6pa3oBaTeabHbIe
pe3yiabTaTsl (OP) 00yyenus mo (ucuMILINHE

UIIK-4.1 ®opmupoBaHue MNPEAJIOKEHUH IO
CO3IaHHIO (B TOM qucle pa3paboTka
COOTBETCTBYIOLIIETO TEXHUYECKOTO 3alaHus) 0azbl
nanabix PUJI w CU, Tpancdepa TEXHOJIOTHUH B
00J1aCcTH JEeSTEIbHOCTH OpraHu3aluy;

OP-4.1.1 Onpenensrb TpeOOBaHMS K
MPOrpaMMHOMY  OCHAIICHUIO  OOCCIICUCHHS
Oe3omacHocTH 0a3 JaHHBIX

UIIK-4.2 TlpuBnedyeHue Tmpu HEOOXOAMMOCTH
CHEIMAJIMCTOB 110  OIpPENEJIEHHBIM  BHUJAM
npohecCHOHANBHOM JEATENbHOCTH ISl CO3JIaHUs
6a3bl nanubix PUJ] u CH, Tpancdepa TexHONIOTUl B
00JacTH NesITeIbHOCTH OpraHu3aluy;

OP-4.2.1 Onpenensate OCHOBHEIC TPEeOOBaHUS K
3HAHUSAM U YMEHHSIM CIIEIIHAINCTOB B TOJIUTHKE
0€30IacHOCTH OpTaHU3AINH

UIIK-4.3 Pazpabotka MPEIOKEHU I nmo | OP-4.3.1
MH(POPMALMOHHOMY HAINOJHEHHIO 0a3bl jgaHHplx | OP-4.3.2
PU/I u CH, Brutouas rnokasarenu (XapakTepUCTUKU
MoKa3aTeliel)  MHHOBAIIMOHHOW  JEATEIbHOCTH
OpraHu3aIuiy;
UITK-4.4 Wudopmanmonnoe HamonHenue 0a3sl | OP-4.4.1
nanneix PUJ u CU; OP-4.4.2
UIIK-4.5 TlonroroBka mpemiokeHuii mo co3ganuto | OP-4.5.1  Ompenensate  TpebGoBamus K
U UHOOPMALIMOHHOMY HAMOJHEHUIO WHTEPHET- pa3paboTKe CTPYKTYpbl ~PCISLHOHHBIX (a3
caiiTa opranu3anuu 00 00bEKTaxX UCKIIOYUTENbHBIX | AAHHBIX  MHTCPHET-CauTa €  TOYKH  3pCHHUA
IPaB OPraHU3aLMK, €r0 BEACHHUE U aKTyalu3anus B obecrieuenus be3omacHoCTH
ATOM YacCTH.
2. DJranbl J0CTH:KeHHSl 00pa30BaTeJbHBIX pe3yJabTaTOB B Ipolecce OCBOEHHS
AU CIUTIJINHBI
ObpasoBaTenibHble dopMbl TEKYLLETO KOHTPOASA 1
Ne Paspenbl u(nnm) Tembl AUCLUNANH P P Yl . P
pesynbTaThl MPOMEXKYTOYHOM aTTecTaumm
T 1 Tect
ema 1. enn n 3agavn ancumnnianHbol.
4 A Ancy KoHTponbHas paboTa
OcHOBHble MOHATMA W TpeboBaHMA B
1. N OP-4.2.1
obnactu MHOOPMaLMOHHOM
6e30nacHOCTH MpomerKyTouHanA aTTecTauma:
3aver
Tect
KoHTponbHaa paboTa
Tema 2. 3akoHogaTenbCcTBO B 06s1aCTH
2. . OP-4.2.1
MHPOPMaLMOHHOMN BesonacHoCcTH
MpomerKyTouHaA aTTecTauma:
3aver
Tect
KoHTponbHasa pabota
3 Tema 3. VCTOUYHUKKU, pPUCKM U dOpMmbI OP-4.2.1 P P
" | aTak Ha MHPopMaLUMio OP-4.5.1
MpomerKyTouHaA aTTecTauma:
3avet




Tema 4. MNounckoBble MHPOPMALMOHHbIE

OP-45.1 OT1yeT no nabopaTopHou paboTe
cncrtembl

Tema 5. Pe3sepBHOe KonupoBaHMEe W

OP-4.1.1 OT1yeT no nabopaTtopHoi paboTe
BOCCTaHOBJ/IeHNEe AaHHbIX

Tema 6. [lporpammHble cpeacTsa
6. | CKpbITUA AaHHbIX M YCTAHOBKM Maposs, OP-4.1.1 OT1yeT no nabopaTtopHoi paboTe
OUUCTKM AaHHbIX

Tema 7. MNporpammbl 0BHapy»KeHua U
7. | 3awmTbl OT BPEAOHOCHbIX MPOrpamMm OP-4.1.1 OT1yeT no nabopaTtopHou paboTe

TecTt
KoHTponbHan paboTa

Tema 8. Kpuntorpadpuyeckme MeToApbl o
P pa¢ A OT1yeT no nabopaTtopHou paboTe

8. | 3awutbl UHOPMALMKU. DNEKTPOHHasA OP-4.5.1

noanuck (3M). SQL-MHbeKuumn
lNpomeXKyToYHaA aTTecTayma:

3auet

3. OuneHouHble CcpeAcTBA [Jisi MPOBEAEHUS] TEKYUIero KOHTPOJIS M MeToauyecKue
MaTepHaJibl, ONpees e NPoueaypy uX oleHuBaHUs

Texymuii KOHTPOJIb MPOBOJUTCS B TCUSHUE CEMECTPA C LEIbI0 ONPEACIICHUS YPOBHS YCBOCHUS
O0y4aroIuMUCs 3HaHUHM, (OPMUPOBAHMS YMEHUH M HABBIKOB, CBOCBPEMEHHOIO BBISBIICHHS
npenoaaBaTejicM HCIOCTATKOB B IMOATIOTOBKE 06yan0H1chs1 " IPUHATUA HCO6XOIII/IMI)IX MCp 110 €€
KOPPEKTHPOBKE, a TaKXe JJIsi COBEPIICHCTBOBAHUS METOJIUKUA OOYYCHUS, OpraHU3aluU YyueOHOI
paboThL, U pUKCHUpyeTCs B GopMe KOHTPOJILHOM TOYKH HE MEHEEe OJJTHOTO pa3a B CEMECTP.

3.1. Tect Nel

U3 crapoii nporpamMmsbl «HPOpMaIIIOHHBIE TEXHOJIOTUY B YIIPABICHUM Ka4€CTBOM U 3allUTa
nHpopMauny:

Bompoc 1. AxycTudeckuil NMpUEMHHUK, pa3MelIaeMblid 3JI0YMBIITUICHHUKOM B TIOMEIICHUH C
KOHQUIEHIIMATbHOH HH(OpMaIei, M paJno3JIEKTPOHHBIH pPETPAHCIATOpP, OOeCIeUrBarOIINI
JIOCTaTOYHYIO JTaIbHOCTh i CheMa HHGOpPMalW{ 3JOYMBIIUIEGHHHKOM 32 MpelelaMu
KOHTPOJIMPYEMOH 30HBI OTHOCSITCS K:

1)  AKycTOpaano3JeKTPOHHOMY KaHAIly YT€UKH UH(pOpMAIIUU

2)  AKyCTOONTHYECKOMY KaHaly yTeuKH HHPOpMAIHH

3)  AKyCTOBEIIECTBEHHOMY KaHaIy YTCUKU MH(POPMAIUH

4)  DIeKTPOHHOMY KaHaIy yTEeUKH HHPOPMALIUH

Bonpoc 2. Crates «co3nanue mnporpamm s OBM wnm  BHeceHue H3MEHEHUH B
CYIIECTBYIOIIME TMPOTPAaMMBI, 3aBEIOMO TNPHUBOISIIINX K HECAHKIIMOHHPOBAHHOMY YHHUYTOXECHHIO,
OJIOKMPOBAHUIO, MOJIU(UKALMK, JIMOO KOMUPOBAHMUIO HH(OpMaIUM, HapylleHuto pabotsl DBM,
cuctemMbl DBM mim ux ceTtd, a paBHO MCIIOJIB30BaHKUE JTUOO PacIpOCTPAaHEHNE TAaKUX MPOTPAMM HITH
MAaIIMHHBIX HOCUTENIEH C TAKUMH NIPOrpaMMaMK» YTOJIOBHOTO KOJIEKCa 3alKcaHa 1ol HOMEpOoM:

1) 272
2) 273
3) 242
4) 183

Bomnpoc 3. [IpeumymiecTBa CHMMETPUYHBIX HIH(POB (IO CPAaBHEHHUIO C ACUMMETPUYHBIMH):



1)  Bsicokas ckopocTh (Ha 3 mopsaka ObICTpee aCHMMETPUYHBIX )

2)  Mensbmias TpeOyemast JJTMHA K04 JUIs COIIOCTAaBUMOM CTOWKOCTH

3)  Xoporas H3y4CHHOCTb

4)  Hwuskas ckopocTh (Ha 3 mopsijika MeJICHHEee aCHMMETPUYHBIX )

5)  Her HeoOxoauMOCTH NiepeaBaTh KIIIOYH 110 HAISKHOMY KaHaly CBS3U

MeToa peKoOMeHIAlMHU 10 BHINOJIHEHHUIO.

Kpurepun oueHuBaHusi.

4, OIIeHO‘leIe cpeacrea Jid MpoOBEACHUSA l'[pOMe)KyTO‘lHOﬁ aTTeCTallumn

Bonpocs! 1J1s1 NOATOTOBKH K 3a4eTy
Posne nuadopmanum u e€ 3auTs B COBPEMEHHOM MHPE.
Onpenenenue 3amuThl UHGOPMALKMU. 3HAUSHHUE 3alUTHI HH(OPMALIUH.
ACHEKTHI 3aIIUTHl UHPOPMALIUH.
ITonsaTus 6e3onacHocTy MH(GOPMaLUK, 6€301IaCHOCTH JAHHBIX M 3aLUThHI JaHHbIX.
[Tonsatue nnpopMaIoHHON 0€30MacHOCTH.
JlecsATh IIaBHBIX YIpo3 3allUThl HHPOPMALIUH.
[TonsaTHs KOH(PUICHINATBHOCTH, IEIOCTHOCTH U IOCTOBEPHOCTH HH(DOPMAITHH.
[lonatus poctyna K MHGOpPMALKU, CAHKIMOHMPOBAHHBIM M HECAHKIMOHUPOBAHHBIN
JIOCTYH K HH(pOpMAIUH.
9. [TonsTus uneHTUGUKALNN U AyTCHTHPUKAIIUH.
10. TlonsiTus yrpo3sl HHPOPMALMOHHON O€30MMaCHOCTH, YSI3BUMOCTH U aTaKH.
11. Bepuckas konBeHuus, [lapuxckas u bepauHckast KoHpepeHIus.
12. Pumckas u bproccenbckas koHpepeHms. BcemupHas KOHBEHITUS 00 aBTOPCKOM TIpaBe.
13. Crokronpmckas  koHpepenuus.  OcobeHHOCTH  mpucoenuHeHuss  Poccunm  k
MEX1yHapOJAHOMY IIpaBy.
14. 3 crarbu koHCcTHTYyIMH P®, cBs3aHHBIE C OCOOCHHOCTSIMH OOpaOOTKU, XpaHEHUS U
pacripocTpaHeHus HHPOPMALIUH.
15. 4 cratbu YK PO, cBsizanHble ¢ OCOOGHHOCTSIMM  OOpabOOTKH, XpaHEHUS U
pacnpocTpaHeHUs] HHPOPMAIIIH.
16. Opranbl rocyaapcTBeHHOH ciyxObl P®, urparonme OCHOBHYI pOJib B CO3JaHHU
MIPABOBBIX MEXAaHU3MOB 3aIIUTHI HHPOPMAIINH.
17. Tlonstue yrpo3sl. Buasl yrpos.
18. Kiaccudukamnus UCTOYHUKOB YIpo3 (IEPEUUCIUTD). AHTPOTIOTCHHBIE HCTOYHUKHU yTPO3.
19. Kuaccuduxanus UCTOUHUKOB YIpo3 (epeunucianThb). TeXHOreHHbIe HCTOUHUKHU YTPO3.
20. Kmaccuduxanusi MICTOYHUKOB yrpo3 (nepedncianThb). CTUXUIHBIE HCTOYHUKH YTPO3.
21. Knaccuduxanus ys3sBumoctel (nepedncinuts). OObeKTUBHBIE YA3BUMOCTH.
22. Knaccuduxanms ysi3BumMocter (nmepedncints). CyObeKTUBHBIC YSI3BUMOCTH.
23. Knaccuduxanus ys3BumocTel (mepedncints). CiydaifHble ysI3BUMOCTH.
24. CrarucThKa BOSHUKHOBEHHS YMBIIUICHHBIX U CITy9aifHBIX YTEUEK.
25. CoBpeMeHHas cucTeMa y10CTOBEPSIOLINX JOKYMEHTOB U €€ HEI0CTAaTKU.
26. bBecrepcrneKTUBHOCTD 3alIMThl HOCUTENEH M MEePCIIEKTUBEI SBOJIIOLUHN YAOCTOBEPSIFOIINX

ONoGa~wONE

JOKYMEHTOB.
27. llpakTuka BBIABICHHS TOACTBHBIX JOKYMEHTOB M PEKOMEHJAIWH, 110 3alluTe
JOKYMEHTOB.
28. Kmaccudukanmmm kaHanoB  yreukn — uHopmaruu. CTpykTypa  KaHajla  yTEYKH
uHpopMaluu.

29. OnTuYecKuit KaHaJ yTeIKH WHPOPMAITUH.
30. AkycTHuecKui KaHaJl yTeukKd HHPOpPMALIUH.
31. PamnodseKTpOHHBINA KaHAT YTCUKH HH(POPMAIIHH.



32. MarepuanbHO-BEIIECTBEHHBIN KaHAJ YTEUKH HHGOPMAIIHH.

33. TlonsaTtus Kpuntorpaduyeckoro KiKda, OTKPBITOTO M 3aKpbITOTO KJIo4Ya, MH(poBaHus,
nemudpoBaHus U KPUIITOAHATIN3A.

34. Tlonstue cumMeTpudHoro mudposanus. [IpenmyiiecTBa 1 HEIOCTATKU CUMMETPHYHOTO
mdpoBanus. Buabsl CMMMETpUYHBIX MNP POB.

35. Ilonstme  acumMmeTrpuuHoro  mmdpoBanusa.  [IpeumymiectBa ¥ HEIOCTATKH
aCUMMETPUYHOTO MH(poBaHusi. Buasl acHMMETpUYHBIX MU(DPOB.

36. Cranmapt DES. Cxema mm¢poBanus c¢ wucnonb3oBanuem anroputma DES. Cxema
paboThl oHOTO IKKIIA anroputma DES.

37. OmnepanroHHBIC PSKUMBI CHMMETpUHOTO b poBanus. Pexxum ECB.

38. OmepaunoHHbIE peKUMBI CHMMeTpuHOTO mHdposanus. Pexxum CBC.

39. OnepanuioHHBIC PEKUMBI CHMMETpUHOTO I poBanus. Pexxum CFB.

40. OmnepanroHHBIE PSKUMBI CAMMETPHHOTO mudpoBanus. Pexxum OFB.

41. "Tpoitnoit" DES, Rijndael, RC2.

42. OcHOBHBIC CBOICTBa U METOIBI KiTacca Symmetric Algorithm.

Kpurepuii oneHuBaHus 1JI5 POMEKYTOYHOMH aTTECTAIUN:

B ocHOBe o1leHMBaHMs OTBETOB Ha 3a4€Te JIe)KAT MPUHIUIBI OObEKTUBHOCTH, CIIPABEIIIMBOCTH
Y BCECTOPOHHETO aHAIM3a YPOBHs 3HAHUH CTYJICHTOB.

«3a4TeHO0) CTaBUTCS CTYACHTY, Y KOTOPOTO BHITIOJHEHBI BCE CIICAYIOIINE TTOKA3aTENN:

1. Ortuerst o Bcem 11 maGopatopHbIM paboTaM 3a4TEHBI.

2. Ocemeno He wMeHee uem 70% Marepuana KOHTPOJIBHON pabOThl (MTOTOBOIN).
OneHuBaeTcs: 3HaHHE (PAKTHUECKOTO MaTepuaia, a TakKe KylbTypa peud, TIyOMHa 3HaHMA,
apryMEeHTHPOBAHHOCTH OTBETA, CBSI3b TEOPHH U MPAKTUKU, YMEHUE PEIIUTh 3a/1a4y.

3. Tomyueno ne menee yem 70 6amtoB (u3 100 BO3MOKHBIX) Ha TECT (MTOTOBBIA).

«He 3auTeHO» CTaBUTCS CTYACHTY, HC UMCIOLICMY BCEX TPCX HOKa3aTeJIeI71, OITMCAaHHBIX BBIIIC.



