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Ouenounble cpeacrBa (OC) sBISIOTCS DIEMEHTOM OLCHUBAHUS CHOPMUPOBAHHOCTH KOMIICTCHIHWI y OOydYaroluxcs B IIEJIOM HJIM Ha
OIIpEICIIEHHOM 3Tare ee (OPMUPOBAHHUSL.

OC pa3pabaThIBarOTCS B COOTBETCTBHH ¢ paboueit mporpammoii (PIT).

1. KoMmnerennuu u pe3yabTaThbl oﬁyqennﬂ, (l)opanyeMble B pe3yJjibTaTe OCBOCHUA NTUCHUIIJIUHBI

Komnerenuus

NHaukaTop KoMIeTeHUMu

Kon u HanmenoBanue
pe3yJIbTaTOB

o0y4eHus (TUTaHUPYEMBbIe
pe3ynbTaThl 00y4YeHus,

KpuTtepuu oneHuBaHus pe3ybTaToB 00yueHUs

OTIePaLOHHBIX
cUCTEMaX,
KOMITBIOTEPHBIX CETSIX U
cUcTeMax yIpaBJIeHHs
0azamu JaHHBIX, a
TaKXke METOJ0B U
CPEICTB 3aLUThI
nHPOPMALINHU OT YTSUKU
10 TEXHUYECKUM
KaHajaM, CeTel 1
CHCTEM Tepeiadn
nHpOPMAaLINH.

pelIeHuu 3a1a4y cBoeH
npodeccnoHamTbHOMI
JIESTeTHbHOCTH;

MOIIK-9.2 O6namaer
3HAaHUEM U IEMOHCTPUPYET
HAaBBIKH PUMCHCHUS
0a30BBIX METOJIOB 3aI[UTHI
nHpOPMAIIH B
OICPAMOHHBIX CUCTEMAX,
KOMIIBIOTEPHBIX CETAX U
CHCTEMAaX yIPABICHUA
0a3aMu JTaHHBIX.

JIOKQJIbHBIX KOMITBIOTCPHBIX

CHCTEM, a TAK¥Ke
JIOKaJIbHBIX
KOMIBIOTEPHBIX
cerTel,
ITOCTPOSHHBIX
Ha UX OCHOBE

JIOKaJIbHBIX
KOMITBIOTEPHBIX
cerTel,
ITOCTPOSHHBIX
Ha UX OCHOBE

XapaKTePH3YIOLIHE STAIBI OT1nu4HO Xopouio VY nosnerBopurensHo | HeynosnersopurenbHo
(hopMHUpOBaHUS KOMITCTCHIIHH )
OIIK-9. Cnocoben HOIIK-9.1 YaureiBaet OP-9.1.1 Vmeer B coBepuieHcTBe Ymeer Ymeer He ymeer
pemats 3a1a4u COBPEMEHHBIC TCHICHIINH (opMyIHpOBaTh U HACTPAUBaTh | yMeeT (dbopMynpoBaTh U (dbopMynHpoBaTh U (dbopMynHpoBaTh U
npodeccHoHaIBHOM Pa3BUTHS METOJIOB 3AIIUTHl | HOJUTHKY O€30IaCHOCTH (dopMynpoBaTh U HacTpauBaTh HacTpauBaTh HacTpauBaTh
JIESITEJIFHOCTHU C y4ETOM | MH(pOpMaInH B OCHOBHBIX OIEPaMOHHBIX HacTpauBaTh TIOJUTHKY TIOJIUTHKY TIOJIUTHKY
TEKYIIEro COCTOSHUS M | ONEPalMOHHBIX CHCTEMaX, CHCTEM. TIOJIUTHKY 6e3omacHoCTH 6e3omacHoCcTH 6e3omacHoCcTH
TEeHJICHLIUI pa3BUTUA KOMIBIOTEPHBIX CETAX U OP-9.1.2 Ymeer 0e30MmacHOCTH OCHOBHBIX OCHOBHBIX OCHOBHBIX
METOJIOB 3aIIUTHI CUCTEeMax yIpaBICHUS (hopMyIHpOBaTh U HACTPAUBATh | OCHOBHBIX OTIEPALMOHHBIX OTIePaLMOHHBIX OTIePaLMOHHBIX
nHpopmanum B 6a3aMM JaHHBIX NIPH HOJHUTUKY 0€30MacHOCTH OTIEPALIMOHHBIX CHCTEM, a TaKKe CHCTEM CHCTEM




OIIK-16 Criocoben HOIIK-16.1 Ocymectenser | OP-16.1.1 Bnaneet cpenctsamu | Brnageer B YBepeHHO BiajeeT ITocpencTBeHHO He Bnaneer
MIPOBOANTH MOHUTOPHHT | OLEHKY MHCTPYMEHTAIBHOTO aHAIN3a COBEPIIIEHCTBE CpeACTBaMHU BIazeeT CpeAcTBaMHU
paboTociocoGHOCTH U pabotocmocobHOCTH paboTococoOHOCTH U CpeIcTBaMHu WHCTPYMEHTAJIHHOTO | cpeicTBamMu HHCTPYMEHTAJIHHOTO
aHaIu3 YQPEKTUBHOCTH | MPUMEHSAEMbIX CPEICTB 3aMIMIIEHHOCTH KOMITBIOTEPHBIX | HHCTPYMEHTAIBHOTO | aHAIHM3a MHCTPYMEHTAJIBHOTO | aHamm3a
CPEACTB 3aIINUTHI 3aMIUTH HHGOPMAIUH B ceTer aHaIHn3a 3aIIMIIEHHOCTH aHaIM3a 3aIIUIIEHHOCTH
nHPOPMALIH B KOMIBIOTEpHEIX cucteMax u | OP-16.1.2 OneanBaet 3aIUIEHHOCTH KOMIIBIOTEPHBIX 3aMIAIICHHOCTH KOMIBIOTEPHBIX CeTeH
KOMITBIOTEPHBIX CeTSIX C UCIOJIb30BAHUEM 3¢ PEKTUBHOCTh IPUMEHSIEMBIX | KOMIBIOTEPHBIX cerei KOMITBIOTEPHBIX
CUCTEMaX U CeTSIX. IITaTHBIX CPEJICTB U CPEJICTB 3aIlIUTHl MHpOpMAIMU B | ceTeid ceTeit

METOJIVK; KOMITBIOTEPHBIX CUCTEMaX U

HOIIK-16.2 OcymiecTBasieT | ceTsax

oreHKy 3 (HEeKTHUBHOCTH

MPUMEHSIEMBIX CPEACTB

3aMIUTH HHOPMAIIUH B

KOMITBIOTEPHBIX CUCTEMaX U

CETSX C HCTIOJIb30BAHUEM

IITaTHBIX CPE/CTB U

METOJIVK;

NOIIK-16.3 Onpexnensiet

YPOBEHb 3aIIUIIEHHOCTH U

JIOBEPHSI CPECTB 3AIUTHI

nHpOpPMAINH B

KOMITBIOTEPHBIX CUCTEMaX U

CeTsIX.
OIIK-18. Ciocoben NOIIK-18.1 Onpenensiet OP-18.1.1 3naeT MexaHU3MBI Bnageer Buageer Bnageer He Bnaneer
MIPOBOJMTH AHAIN3 YPOBEHB 3aIUIIEHHOCTH U | peaJlM3alluy aTakK B CETIX, OCHOBHBIMH OCHOBHBIMU OCHOBHBIMU OCHOBHBIMU
3aIUILEHHOCTH 1 JIOBEPUS B KOMIBIOTEPHBIX | PEAIU3YIOMUX MPOTOKOIbI cpeicTBamMu cpencTeamMu Cpe/ICTBAMHU aHAIN3a | CPEeACTBAMH aHAIM3a
OCYIIECTBIISITH TOUCK cucTeMax M IIPOTHO3UPYET | MHTEPHET TpaHCl‘If)pTHOFO n aHaIM3a jsliiﬁzHHocm 3aIIMIIEHHOCTH 3aIIMIIEHHOCTH )
YSI3BUMOCTH ) BOEMO)KP{LIC ITyTH Pa3BUTHS | CETEBOTO YPOBHEM, 3all[UTHHIC 3aIMIIEHHOCTH KOMITBIOTEPHBIX KOMI"[’BIOTepHI)IX KOMITBIOTEPHBIX CETEH,
KOMITBIOTEPHOM JIEWCTBUI HAPYIIUTEIs MEXaHHM3MBI ¥ CPEACTBA KOMITBIOTEPHBIX ceTeil. cereit CpeacTBaMHu
CHUCTEMBI. MHPOPMAMOHHON o0ecIeueHUs CETEBOM cerel, cpecTBaMu VYMeer npuMeHsTh IIOCTPOCHHUS

0€30IaCHOCTH; 0e30macHOCTH TIOCTPOCHHSI 3aIUIICHHBIE 3aIUIIEHHBIX

MOIIK-18.2 OnenuBaer OP-18.1.2 3naer cpeacrsa u 3aIMUIICHHBIX POTOKOJIBI, KOMIIBIOTEPHBIX CeTeH

COOTBETCTBHE MEXaHU3MOB | METO/IbI IPEOTBPAICHHUS KOMITBIOTEPHBIX MEKCETEBBIE

0e30macHOCTH BTOPKEHUI ceTeit

SKpaHbI U CPECTBA




KOMITBIOTEPHOH CHCTEMBI
TpeOOBaHUAM
CYIIECTBYIOIIUX
HOPMATHUBHBIX JOKYMEHTOB,
a TaKKe UX aJeKBaTHOCTH
CYIIECTBYIOIIUM PHCKaM;
NOIIK-18.3 Cocrapnser u
odopmisieT aHaNUTHYECKUH
OTYET IO pe3yJibTaTam
MPOBEJICHHOTO aHaJIK3a,
pa3pabarbiBacT
TPEIOKEHHS IO
YCTpaHEHUIO BBISIBICHHBIX
YSI3BUMOCTEH.

OP-18.1.3 BnageeT 0OCHOBHEIMU
Cpe/ICTBAMU aHAIN3a
3aIUIIEHHOCTH KOMITBIOTEPHBIX
cereit

OP-18.1.4 YMmeeT npuMeHSTh
3alIUIIEHHBIC TIPOTOKOJIBI,
MEXKCETEBBIC IKPAHBI M CPEJICTBA
oOHapy>KeHUs BTOPKCHUI s
3alUThl HHPOPMAIIUU B
KOMIIBFOTEPHBIX CETAX

YMeer IpUMeHsTh
3aIIUIICHHbIC
TIPOTOKOJIBL,
ME)KCETEBBIE
9KpaHbI U
cpeacTBa
oOHapyXeHHs
BTOPKEHUHN 111
3aIUTHI
uH(hopMaLH B
KOMITBIOTEPHBIX
CeTsX.

oOHapyXeHHs
BTOP>KEHUH AJIs
3aIINTHI
WHPOPMALINH B
KOMITBIOTEPHBIX
CeTsX.

IIK-3. Cnocoben
MPOEKTUPOBATh
MPOrpaMMHO-
annapaTHbIe CPEJICTB
3aIIUTh HHPOPMAIIUU
KOMIIBIOTEPHBIX CHCTEM
U CeTel.

HIIK-3.1 PazpaboTka
TEXHUYECKUX 3aJaHHH,
9CKH3HBIX, TEXHUYECKUX H
pabounx IpoOEeKTOB paboOT
10 3aIIuTe HHPOPMALHH.

OP-3.1.1 3HaTh OCHOBHEBIC
HOpPMATHUBHBIC TOKYMEHTHI IO
TEXHUYCCKOU 3allHTe
HHPOPMALIUU KOMITBIOTEPHBIX
CHCTEM U ceTeil

MozkeT 00BACHUTD
OCHOBHBIE
MOJIOKEHHUS
HOPMaTHBHBIX
JIOKYMCHTOB,
PETYIUPYIOIIUX
BOTPOCHI
TEXHUUECKOM
3aIIUTHI
uH(DOpMaLH.

3HaeT OCHOBHEIE
IIOJIOKEHHS
HOpPMaTHBHBIX
JIOKYMEHTOB II0
TEXHUYECKOM
3aINATE
“HpOpMALIN

3HaeT OCHOBHBIE
HOpPMAaTHBHBIC
TOKYMEHTHI T10
TEXHUYICCKOM
3allKTe
nHpopmanuu

He 3HaeT oCHOBHBIC
HOPMAaTHBHBIC
JOKYMEHTHI IO
TEeXHUYECKOH 3aluTe
HHPOpPMALIUU




2. Oranbl GOpMUPOBAHMS KOMIIETEHIIUI U BUAbI OLIEHOYHBIX CPEICTB

ITtansl GOpMUPOBAHUSI KOMIETEeHIINIT
(pa3nesbl TMCHUILIHHBI)

Kon u nHaumenoBaHue
pe3yJIbTaToB 00y4eHust

Buza ouenouHoro cpeacrea
(TecTsl, 3aMaHUSL, KEHCHI, BOTIPOCHI

¥ 1Ip.)

3aIJ_II/ITa OT aTaK KaHaJIbHOT'O YPOBH:

OP-16.1.1, OP-16.1.2,
OP-18.1.1 — 18.1.4, OP-3.1.1

Bormpockl, 3aganus 1a0. paboThl

3amuTa KOMMYTaIAn

OP-16.1.1, OP-16.1.2,
OP-18.1.1 - 18.1.4, OP-3.1.1

Bomnpocsl, 3aganust 1a0. paboTl

Texnonorus VPN

OP-9.1.1, OP-9.1.2
OP-16.1.1, OP-16.1.2,

Bomnpocsl, 3aganust 1a0. paboTl

3amura ot arak DoS 1 DDoS

OP-16.1.1, OP-16.1.2,
OP-18.1.1 — 18.1.4, OP-3.1.1

Bormpockl, 3aganus 1a0. paboThl

3amuTa MapImpyTHU3aluu

OP-16.1.1, OP-16.1.2, OP-3.1.1

Bomnpocsl, 3aganust 1a0. paboTl

3aiyra TpaHCIIOPTHOTO YPOBHS

OP-18.1.1 - 18.1.4, OP-3.1.1

Bompocsr, 3amanus 1a6. padboTe

3amuTa ceTeBbIX YCTPOHCTB

OP-16.1.1, OP-16.1.2,
OP-18.1.1 - 18.1.4, OP-3.1.1

Bomnpocsl, 3aganus n1ab. paboTsl

TexHOMOrNN MEXKCETEBOTO
SKpaHUPOBAHHUS

OP-9.1.1, OP-9.1.2

Bomnpocsl, 3amanus n1ab. paboTsl

MeToabl H TEXHOJIOTHH 00HApYKEHUS
BTOP>KECHUM

OP-9.1.1, OP-9.1.2

Bomnpocsl, 3ananus n1ab. paboTsl

CkaHMpoBaHHE 3aIUILEHHOCTH ceTei

OP-16.1.1, OP-16.1.2,
OP-18.1.1-18.1.4

Bomnpocsl, 3ananus n1a6. paboTsl

Jn3aifH 3aluIeHHbIX ceTeH

OP-9.1.1, OP-9.1.2

Bompocsr, 3amanus 1a6. paboTer

3. TunoBble KOHTPOJIbHbIE 33JaHHUSl MJIH HMHbIe MaTepUHAaJibl, HeoOXoAMMBbIe s
OlleHKH 00pa3oBaTe/bHBIX Pe3yJbTATOB 00y4eHus!
3.1. TunoBble 3afaHusi JUIsl TPOBENEHHUS TEKYIIETO KOHTPOJS YCIEBAEMOCTH 10
JUCLUTIIINHE

IIpuMepbl KOHTPOJILHBIX 3aJAHUI
1. IIpoananu3mpoBaTh KOHPUTYpallMOHHBIN (aiin. [lepeuncnute Bce HETOCTATKU U

YSI3BUMOCTH KOHQUTypaluu MapLpyTH3aTopa.

2. IIpoananu3upoBaTh KOHPUTYPALMOHHBIN (Al U NEPEYUCIUTD BCE CIIOCOODI

MMOJIYYCHHA KOH(I)I/Il"ypaI_II/II/I C YCTpOﬁCTBa, HAaCTPOCHHOT'O B COOTBCTCTBHUU C 3TUM (l)aﬁHOM.

3. Jlns 3amaHHOM aTaku Hamucath mpaswio 1 IDS Suricata.

IIpumepsl 3axa4

1. CrenepupoBaTh LIETIOUKY cepTU()UKATOB (KOPHEBOM, TPOMEKYTOUHBIH, KIINEHTa,

cepBepa u T.71.). Hactpouts ayreHTH(UKALINIO KIHEHTA Iepe]] BeO-CepBEepOM MO CepTH(HKATY.

2. Ha 3amuiaemMmoM cepBepe YCTAaHOBUTH U HACTPOUTH CUCTEMY OOHAPYKEHUS U

MpeaoTBpaIeHus atak Suricata unu Snort. Hammcars crnemyroniue mpaBuia, peatn3yromue:

obnapyxenue atraku SSRF;

obHapyxeHue ataku Heartbleed;

0o0OHapy)XKeHHE BPEJIOHOCHOTO y3J1a CETH;

oOHapyKeHHe B3auMOJIeHCTBUA 3apakeHHBIX Opay3epos ¢ cepepom BeEF;




obHapyxenus skcrionta PHPMailer;

oOHapy»eHHsI SKcIutonTa bnageTragic;

oOHapyxeHnus 3xcruionta DROWN;

obnapyxenue araku LDAP Injection.

B tectoBoM okpykeHun peanuzoBath araky ARP Spoofing.

B tecroBoMm okpysxenun peanuzoBats ataky MAC Flooding.

B TecroBoM okpyxeHuu peanuzoBarb ataky HeartBleed.

B TecToBOM OKpYy)KeHHMH pean30BaTh aTaky moadopa maposeit aius SSH.

Hactpouts mexanusmel 3amutsl 0T HCJI mapuipyTtuzartopa.

© N » kW

Hactpouts mexanusmsl 3amutel oT HCJ[ kommyTaropa.
9. OGHapy>XUTh BPEIOHOCHYIO aKTUBHOCTb T10 JIalIMY CETEBON aKTUBHOCTH.
3.2. TunoBble 3aaHus IS MPOBEICHUS TPOMEKYTOUHON aTTeCTalluu 1O JUCIUILTUHE
Bompocs! k 3auery:
. Araxu na STP.
. MeTo/ibl ¥ TEXHOJIOTUH 3aLUTHI OT aTaK KaHAJIbHOTO YPOBHS.
. IIporokonsl GRE u IPSec.
. Texnonorust SYN Cookie u SYN Proxy.

1

2

3

4

5. Metonpt 3amuTs! ot [P Spoofing.
6. MeTonbI 3aIUTHl MPOTOKOJIOB MapIIPYTH3AIIH.

7. Tpotokonsr SSL/TLS.

8. 3ammenHas Hactpoiika TLS.

9. 3amuieHHas HaCTpoiika MapIIpPyTU3aTOPOB U KOMMYTaTOPOB.
10. Texuomorum NAT, statefiil inspection, stateless inspection.

11. Metozab! 0OHapYKE€HUS BTOPKEHUH B CETSX.

12. Ataku MAC Flooding, MAC Spoofing, VLAN Hopping, ARP Spoofing.



