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1. KomnereHuun u HHAUKATOPLBI HUX JNOCTUIKCHUSA, IIPOBEPSACMbIC NaHHLBIMU
OLHCHOYHBIMH MaTEepuajIaMu

Ilenbr0 OCBOEHMS AUCLUIUIMHBI SBJIAETCSA POPMUPOBAHUE CIETYIOIUX KOMIIETCHIINH]:

OIIK-10 CnocoOeH aHamU3MpOBaTh TEHACHIIMM pPa3BUTUS METOIOB M  CPEACTB
Kpunrorpaduuecko 3amuThl HHGOPMAIMHM, HCIOJIB30BaTh CPEACTBA KPUITOrpaduuecKoit
3aImuTH HHGOPMALIUK TIPU PEIICHUH 331249 MTPodeCcCHOHATBHON eI TeTbHOCTH.

OIIK-13 CnocobeHn pa3pabaTbiBaTh KOMIIOHEHTHI MPOTPaMMHBIX M MPOrpaMMHO-
anmapaTHbIX CPEJCTB 3alIUThl UHPOPMALMKU B KOMIBIOTEPHBIX CHCTEMax W MPOBOAMTH aHAIIU3
ux 6€30MacHOCTH.

OIIK-2 CriocobeH NpUMEHSTh NPOrpaMMHBIE CPEACTBA CUCTEMHOIO M IMPHUKIJIATHOIO
Ha3HAueHWi, B TOM UHCIE OTEUECTBEHHOrO IPOM3BOACTBA, JJI pElIEHUS 3ajad
npodeccuoHaIbHON AesTeIbHOCTH.

[IK-2 Cnocoben pa3pabareiBaTh TpeOOBaHHUS K MPOTPaMMHO-AIIAPATHBIM CPENCTBAM
3alUThl UHPOPMALIMU KOMIIBIOTEPHBIX CUCTEM U CETEH.

[IK-3 CrnocobeH mpoeKkTupoBaTh INPOrpaMMHO-alIapaTHbIE  CPEACTB  3aIUThI
MH(OpPMaIIMU KOMIIBIOTEPHBIX CUCTEM U CETEH.

Pe3ynbpTatamMu ocBOEHMS JUCLMILIMHBI SBJSIOTCS CIEAYIOLME UHIUKATOPbl JOCTHKEHUS
KOMIIETECHIINH

HNOIIK-10.1 OcymiecTBiasieT aHaiu3 TEHICHIIMNA pa3BUTHUS METOJIOB W  CPEACTB
KpUnTorpaduueckoil 3auThl HHPOpMauH

NOIIK-10.2 Tlpumensier cpeacrBa KpunTorpaguueckodl 3aiiuThl MHGOpPMALUU IpH
peleHuy 3aaa4d npodecCUOHaTbHOMN 1eITeTbHOCTH

NOIIK-13.1 IpennpuHumaer HeoOXoauMble AEUCTBUS MO COOPY M aHAJIM3y MCXOAHBIX
JaHHBIX [UJIS TPOEKTUPOBAHUS KOMIIOHEHT NIPOrpaMMHBIX M IPOrPaMMHO-alapaTHbIX CPEICTB
3alUThl UHPOPMALMU B KOMIIBIOTEPHBIX CUCTEMAaX

NOIIK-13.2 Onpenensier napameTpsl (PyHKIIMOHHUPOBAHUS, apXUTEKTYyPy U UHTepdei chl
KOMIIOHEHT MpPOrpaMMHBIX M MPOrpaMMHO-aNMapaTHBIX CPEACTB 3allMThl HMH(pOpMAlUH B
KOMIIBIOTEPHBIX CHCTEMAax

NOIIK-13.3 IIpoBoauT aHamu3 KOMIIOHEHT IPOTrPaMMHBIX U MPOTrPaMMHO-AIIapaTHbIX
CPEICTB 3alIMThl MH(POPMALKUU B KOMITBIOTEPHBIX CHCTEMax C LEJNbI0 ONpeNeTeHUs YpPOBHS
obecriedynBaeMoil MU 3aIUIIEHHOCTH U I0BEpUs

NOIIK-2.2 OnpenensieT NopsaoK HACTPOWKH M 3KCIUIyaTallUM MPOTPaMMHBIX CPEICTB
CHUCTEMHOTO W TPHUKJIAJHOTO Ha3HAYEHWH, B TOM YHCIIE OTEUYECTBEHHOIO IPOM3BOJCTBA,
MCII0JIb3YEMBIX /IS PeLIeHUs 3a/1a4 PO eccu OHAIbHOM 1€ TeIbHOCTH

NOIIK-2.3 ®opMynupyeT MNpeMJIOKEHUS I0 IMPUMEHEHHIO IPOrPAaMMHBIX CpENCTB
CUCTEMHOTO WU MPHUKJIAJHOTO Ha3HAYEHUH, B TOM 4YHUCIE OTEYECTBEHHOIO0 IPOU3BOJICTBA,
UCIOJIb3YEMBIX JIJIS pELIeHUs 3a/1a4 podeccu OHAJIbHOM €A TENbHOCTH

NIIK-2.1 Omnpenensier yrpo3bl 0€30MaCHOCTH U HUX BO3MOMKHBIE MCTOYHUKHU, KaHAJbI
yTeukH uHpopMaluu

NIIK-2.2 Pa3zpabaTbhiBaeT MaTeMaTUYECKUE MOJIENHU, pean3yeMble B CPECTBAX 3aLIUTHI
uHbopMaIu

NIIK-2.3 TIpoBoauT MccleqoBaHUsl C b0 HAXOXKIEHUs Hanbojee I1e1ecoo0pa3HbIX
MIPAKTUYECKUX PELICHUH 0 00eCIeYeHHIO 3alUThl UH(POpMAaIUK

NIIK-3.2 Pa3paboTka NpPOEKTOB MNPOrpaMMHBIX U amlapaTHBIX CPEACTB 3alIUThI
MH(POPMAaLIUU B COOTBETCTBUU C TEXHUYECKHUM 3a/1aHUEM

2. OueHOYHBIE MATEPHUAJIBI TEKYIIET0 KOHTPOJISI U KPUTEPHUHU OLleHUBAHUSI

DNEeMEHTHI TEKYIIero KOHTPOJIS:
— KOHTPOJIbHBIC 33IaHUS;
— 1abopaTopHOI PabOTHI.



IIpuMephl TUIIOBBIX BAPUAHTOB KOHTPOJIBHBIX 3aJaHUN
(MOIIK-10.1, UOIIK-10.2, UOIIK-13.1, UOIIK-13.2, UOIIK-13.3):

3ammdpoBarh cBoro ¢pammwimioo adpuHHbBIM mudppoMm, muppom Buxenepa, mmppom
XuJuia, MoKas3biBasi KOPPEKTHOCTh BHIOPAHHBIX KITFOUCH .

Ucnone3ys  kakoi-mubo  obmaunbii  cepBuc, Hampumep  CrypTool-Online
(https://www.cryptool.org) ToOnCYMTaTh YaCTHBIE XapPaKTEPUCTHKU TMPOU3BOJIHHOTO
OOJIBIIOrO0 OTKPBHITOrO TEKCTa, 3alM(poBaTh JHOOOW TEKCT € TMOMOILIBIO CABHUTOBOTO
mudpa W MOACYUTATh YACTHBbIE XapaKTEepUCTHKU 3amu@poBaHHOro Tekcra. Jlanee
CPaBHHUTH C TAKOBBIMH, MOJYYEHHBIMH JIJISI IPOM3BOJIBLHOTO OTPHITOIO TEKCTA, BEIIBUHYTH
TUIOTe3y O Tabiuile 3aMEHBbl, TPOBEPUTHh THIIOTE3y, CPAaBHUB C HCTHUHHON TaOmuIlei
3aMEHBI.

[TocTpouTts Tabmuiy muppoBaHus MPOU3BOJILHOIO MHU(pPa, KOTJa MHOKECTBO OTKPBITHIX
(mmdpoBannbix) TekcToB X=Y={0,1,2}, MHOxecTBO Kimoueii K={0,1,2}. Peamm3oBarb
araKy Ha OCHOBE IM(PTEKCTA, MPU YCIOBHUHU, YTO BCE KIIIOYU PaBHOBEPOSTHEI, HO CPEIH
OTKPBITBIX TEKCTOB €CTh CHUJIbHO BEPOSTHBIA TEKCT. OMpenenuTs Mpu MepexBaTe KaKoro
U POTEKCTa MOTYYASTCsl HAMITYyY LM BapuaHT BOCCTAHOBJIEHUS OTKPBITOTO TEKCTA.
CrenepupoBaTh TPOU3BOJIBHBIA OTKPBITEIN TeKCT (8 OuT) 1 kmou (10 Out). Beranciuts
mupoBaHHBIA TEKCT (8§ OWUT), KOTOPBIA TMOJy4aeTcs TMOCJe TMEePBOro payHaa
ynpomieaHoro Bapuanta DES (Simplified DES). Ilpu »stom mnpeactaButh Bce
MIPOMEKYTOYHBIC PE3yIbTaThl BHIYUCICHUN KaK MPH T'eHEPaIi payHIOBBIX KIIIOUYEH, TaK
U IpU BBIYMCIIEHUU 3HAYEHWH payHAo0BOH (yHKIMH, T.e. mocie Kaxaoro P-6imoka, S-
omoka, XOR.

CrenepupoBaTh TPOU3BOJBHBIN OTKPBITHIA TeKCT (16 OuT) W payHmoBbii kmod (16
6ut). Beruuciute mmdpoBaHHbIil TeKCT (16 OUT), KOTOPBIN MONyYaeTcs Mocie MepBoro
payHaa ympoiieHHoro Bapuanta mudpa AES (Simplified AES). [Tpu sTom mpeacTaBuTh
BCE MPOMEXKYTOYHBIE pPE3YJIbTAaThl BBIYMCICHUH, T.€. MOCIE KaXJOro Mpeodpa3oBaHUs
SubNibbles, ShiftRows, MixColumns, AddRoundKey.

[HocTpouTs nceBOCTYHYaNHYIO TTOCIIE0BATEILHOCTh HEOOIBIION JUTMHBI, BHIOPAB MaJlble
IPOM3BOJIbHBIE IMapaMeTpbl TeHepaTopa (MOAYJb, HauyajbHbIE 3HAYEHHE U T.I.) U
UCMOJIb3Ysl alTOPUTM CEpeluHBl KBaJpaTa, JMHEHHBIH KOHTPYSHTHBIN TeHepaTop,
aJAIMTUBHBIA TreHepaTop PuOOHAUYM, WHBEPCHBI KOHT'PYIHTHBIN TeHepaTop, Perucrp
CIIBHTa C IMHEHHON 00paTHOI CBA3bIO, TEHEPATOP C KBAAPATUYHBIM OCTATKOM.
BbluMCIUTh HECKONBKO SIIEMEHTOB IICEBJOCIYYaiHON TOCIIEIOBATENIbHOCTH IpPU
IIPOM3BOJIBHO BBIOpAaHHOM KJIIOYE, KOIJla B KauyecTBE TeHeparopa HCHOJIb3yeTcs
ynpomienaslid Bapuant RC4 (4 sueiiku BMmecto 256). B pemienun mnpenctaButh Bce
MIPOMEKYTOYHBIC PE3YIbTATHI BHIYHCICHUH.

PeanuszoBare ataky Ha mnoxamuck RSA mo BeIOpaHHOMY MIMQPOTEKCTY, Korna mpu
MOMIMUCHIBAHUA W MMH(POBAHWM HWCHOJB3YeTCS OJMHAKOBBIA KIIIOY, TEepexBayeH
IUPPOTEKCT M U3BECTEH OTKPBITHIN KIIIOY OTIPaBUTENSI COOOIIEHNUs, a TpeOyeTcss HalTu
UCXOJIHBIM OTKPBITHIN TEKCT 03 3HAHUS 3aKPHITOTO KIF04a: BEIOpATh MapaMerpsl mudpa,
BBIUMCIATHL OTKPBITYI0 M 3aKPBITYI0 OKCIOHEHTHI, 3amm@poBaTh MTPOU3BOIBHBIN
OTKPBITBI TEKCT, MPOBECTH HEOOXOAMMBIC BBIYHCICHHS CO CTOPOHBI aTaKYIOIIEro,
MOJMUCaTh 3aMAaCKHUPOBAHHOE COOOIICHHWE AaTaKyIoNero, mpoBecTH (UHATbHBIC
BBIYHCIICHHS CO CTOPOHBI aTaKYIOIIETO M BOCCTAHOBUTH OTKPBITHIA TEKCT.



e PeammzoBarh araky Ha wudp Onb-lamans Ha ocHoBe muU@pTEKcTa, Korga  IpHU
U POBaHUM Pa3IUYHBIX COOOIEHUI HMCIIONB3YETCSl OIHO U TOXE 3HaYeHHE CIIydaiHON
BEJIMYUHBL: ONpPENEIUTh, YTO HAJ0 3HATh aTaKyloUIeMy, BbIOpaTh MapameTpbl Hudpa,
BBIUMCIUTDh OTKPBITBIA W 3aKPBITHIM KJIOYM, 3amIMPpoBaTh HEOOXOTUMOE KOJIUYECTBO
MIPOU3BOJIbHBIX OTKPBITBIX TEKCTOB, IPOBECTHU BBIYUCIIEHUS CO CTOPOHBI aTaKymOIIETo,
yOenuTCs B IPaBUIBHOCTH PE3YJIbTATOB aTaKH.

[IpuMeps! TUIIOBBIX BapUaHTOB Ja0OpaTOPHBIX padoT
(MOIIK-2.2, UOIIK-2.3, UTIK-2.1, UTIK-2.2, UTIK-2.3, UTIK-3.2):

e BrimonHUTH JTUHEWHBIM KpuUnToaHaau3 ydueOHOro OmoyHoro mmudpa. YueOHbI mudp u
METO/IMKA BBINOJIHEHUS 1ab0paTOpHOM paboThl mpencraBieHbl B kHUre babenko JLK.,
Niykosa E.A. CoBpeMeHHbI€ aaropuT™Mbl 0JI04HOrO MK (POBAHUSI U METObI X aHAJIM3A.
— M: T'emmoc APB, 2006. — 376¢. I'maBa 9. JlaboparopHo-npakTHueckue padoThl
(cTp.206-280).

e Brmosnnuth nuddepennuanbHplii aHanu3 yuyedHoro 61o4Horo mudpa. YueOHslii mmop
¥ METOJMKA BBIMOIHEHUs paboThl mperncraBieHbl B knure badenko JI.K., Miykosa E.A.
CoBpeMeHHbIE AITOPUTMBI OJIOYHOT0 HIM(PPOBAHUSA M METOMBI UX aHanu3a. — M: I'ennoc
APB, 2006. — 376c¢. I'naBa 9. JlabopatopHo-nipakTHUecKue paboThl (cTp.206-280)

BrinonHeHne mabopaTopHO pabOThI/KOHTPOJIBHOTO 3aaHus orieHuBaercs B 100 6amios:

0-20 CtyneHT He pa3Oupaercs B 3aja4e, HE 3HaeT METOIOB PEIICHUS, HE OTBEYAET, JINOO
OTBEUYAET, HO C rPyOBIMHU OLIMOKaMH Ha BOIPOCHI NPENoiaBaTesl.

21-40 Crynent cnabo pa3bupaercs B 3ajaade, IUIOXO 3HAET METOMAbl DPELICHHs, HeE
OTBEYaET, JINOO OTBEYAET, HO C OIIMOKAMU Ha BOIPOCHI MPENO1aBaTeNs.

41-60 CtyneHT B L1€JIOM yAOBJIETBOPUTEIBHO pa3dupaeTcs B 3a/1a4e, UCMOJIb3yEeT METOAbI
pelIeHns Mpu MOJCKa3Ke MpernofaBaTessi, 0TBeYaeT Ha BOIPOCH HEYBEPEHHO, HO C HErpyObIMHU
ommOkamu. [Ipencrasisier paboTy Ha 3aIIUTE Y1OBIETBOPUTEIIBHO.

61-80 CtymeHT B 1IeJIOM YyBEPEHHO pa30MpaeTcs B 3ajadye, 3HAET W UCIOJB3YyeT
METO/IbI PELICHUS] TMPAKTUYECKH CaMOCTOSTENbHO, OTBEYaeT Ha BOMPOCHI C 3aMEYaHMSIMH.
[Ipencrasmiser paboTy Ha 3aIIUTE B LIEJIOM XOPOIIIO, C 3aMEYaHHUSIMH.

81-100 CrynenTt ommyHO pas3OupaeTcss B 3ajade, 3HAET U HCIOJIB3YET METO/BbI
pellIeHusl caMOCTOsTENbHO, OTBEUAET Ha BOMPOCH! yBepeHHO. [IpencraBiser paboTy Ha 3amuTe
OTJINYHO, YBEPEHHO.

JlommyckoM 110 K3aMeHa siBiisieTcs BoinoaHeHue 80% 1abopaTopHbIX pabOT/KOHTPOJIBHBIX
3aJIaHM#, C OIICHKOM 3a KKy He MeHee 50 OaioB.

3. OueHoYHbIe MAaTEePUAJIbI HTOTOBOI0 KOHTPOJISI (IPOMEKYTOYHON aTTecTaluu) U
KPUTEPHH OlleHUBAHUS

DK3aMeH B CEIbMOM/BOCBMOM CEMECTPE NMPOBOJUTCS B YCTHOW/NIMCbMEHHOH (opMme C
UCIIOJIb30BAaHUEM IME€PEUYHsI KOHTPOJIBHBIX BOHPOCOB/OMETOB mo Kypcy. Cxema BOIPOCOB
9K3aMEHa JIOJDKHAa COOTBETCTBOBaTh KOMIIETEHTHOCTHOW CTPYKType MAWCHMIUIMHBL Ilpu
OLIEHMBAaHUU  HEOOXOAMMO NPOAEMOHCTPUPOBATH JIOCTUKEHHE BCeX 3aIUIAHUPOBAHHBIX
WHIMKATOPOB JIOCTH)KEHUS KOMIETEHIMH. Pe3ynbraTel 3K3aMeHa OINpeeNnsioTcs OIleHKaMu
«OTJIMYHO», «XOPOLIO», Y OBJIETBOPUTEIBHOY, «HEYOBIETBOPUTEIHHOY.

[IpumepHbIit epedeHb OUIIETOB K 9K3aMeHy (7 ceMecTp):

buner 1.



1. Kpunroanamms. OCHOBHbIE KPUIITOAHAIUTUYECKUE aTaKH.
2. UIudp DES: obuias cxema, pyHKUus M GPOBaHUS, T€HEPALIUs PAYHAOBBIX KIIIOUEH.

buner 2.
1. Kpunroanamus. [Ipaktudeckas u TeopeTudeckasi CTOMKOCTH.
2. Hugp 'OCT 28147-89 (Marma): obmas cxema, GyHKIUS MK(poBaHUS, FeHepaIus
PayHAOBBIX KITFOUEH.
buner 3.
1. Opraamu3anus cCeKpeTHON CBS3H C UCMOJF30BAHUEM CHMMETPUIHOTO, aCHMMETPHYHOTO,
ruOpuIHOTO (KOMOMHUPOBAHHOTO) U (PPOBAHHS.
2. Iludp AES: obmas cxema, 6azoBbie onepanuu (Sub Bytes, Shift Rows, Mix Columns,
Add Round Key).

buner 4.

1. AyreHTHdUKaMs COOOIICHUI Ha 0a3¢ UMUTOBCTABKH/IIM(PPOBOI MOAIHCH.
2. PeXUMBI HCITOIB30BaHMS OJIOYHBIX MIKUGPOB (CleIIeHHE, O710YHas raMMa, UMUTOBCTaBKa).

buner 5.

1. IIudpsr npocroii 3amensl. ngp Lesaps. Casurossiii mudp.
2. Cpasnaenue 6mounbix mmdpoB [OCT 28147-89 u DES.

bumer 6.

1. YactoTHbIil KpunTOaHaIN3 MK (POB MPOCTON 3aMEHBI.
2. BepostHocTHas moaensb mudpa no K.IllenHony. Ataka Ha ocHOBeE MU (pTEKCTA.

buner 7.

1. udper mHOrOaNpaBUTHOM 3amenbl. [1Indp Brxkenepa.
2. Ao6comoTHo crolikue mudpsl. Teopema lllenHoHa.

buner 8.

1. Kpunroanamus mmdpoB MHoroandaBuTHoH 3amMmenbl. Meron Kacucku.
2. AOcomoTHO cToiikue mudpsel. JIaTHHCKUA KBaIpaT.

buer 9.

1. IIudpsr mHOro3naunoii 3amensl. llndp nponopruonaabHON 3aMEHBbI.
2. Ilpunnunel noctpoenus 6ounbix mm@pos. Cetb Deiictens. SP-ceTs.

buner 10.

1. Tlomurpammusie mudpsl. Hudp Xunna.
2. MapmpytHble nepecranoBkd. [lndp BepTuKanbHON MepecTaHOBKH.



buner 11.

1. Kpunroanamus mm@poB BEpTUKAJIBHOI IEPECTAHOBKY Ha OCHOBE 3aIIPETHBIX OUTpaMM.
2. Tlorounsie mmdpsl. KoMOuHUpyroumii u GuiabTpyrOIMi reHepaTopsl.

buner 12.

1. IIudpsr rammupoBanus. [Hudp Bepnama. OgHopa3oBblif 0J0KHOT.
2. Tlorounsle mudpsl Ha 6a3e PErUCTPOB CIBUTra C TUHEIHONW 00paTHOI CBS3bIO.

buner 13.
1. Kpunroanamu3 mmdpa raMMHPOBAHHS IIPH MEPEKPBITUSIX.
2. TpeOoBaHus, NpeaAbIBIIEMbIE K KPUIITOIpaGUISCKUM FeHEePaToOpaM MCEBA0CTydalHbIX
YHCelL.

Buer 14.

1. CuHXpOHHBIN U CAMOCHHXPOHU3UPYIOIIUNCS TOTOUHBIHN MK PBHI.
2. Iudp Dnp-T'amans.

buner 15.

1. Tlorounsie mudpsl. ['enepatop 'ede.
2. HIudp RSA. KoppexktHocts RSA.

bumer 16.

1. Tlotounsie mmdpsl. RC4.
2. CgoiictBa mmdpa Dib-I"amans.

buner 17.

1. Ilorounsie mmdpsl. AS.
2. Iudp RSA. Ataku Ha RSA.

buner 18.

1. OnnoctopoHHss QyHKIUS. TpHu KaHAWJATa HA OJHOCTOPOHHIO (YHKIHUIO.
2. Iudposas noanucs. OTKa3 or aBTopcTBa. [IpunucsiBanue aBTOpCTBa.

bumner 19

1. AcumMmerpuuHblil mugp. ATaka HOJAMEHbI OTKPBITOrO KIII0Ya.
2. Iudposas noanuck RSA.

buner 20.

1. Araku Ha TUPPOBYIO MOAMHCH.
2. @®ynknuu xemumposanus. Koncrpyknus Mepkna-Jlamrapaa.

buner 21



1. Hudposas nognuce Dip-I"amans.
2. Oynknuu xemmpoBanus. Koncrpykius ['yOka.

buner 22.

1. TpeboBaHus Kk KpunTorpaGuaeckuM X3 -PyHKITHSIM.
2. Acummerpuunsbiii mudp. udp Hlamupa.

buner 23.

1. Araka Ha OCHOBE «I1apaJ0Kca AHEW POXKIECHUN»
2. HnppacTpykTypa OTKPBITBIX KJIIOUEH.

bunert 24.

1. PeructpoBoe npencrasienue Gpynkiuu cxatust MD4 (5) u SHA-1(2)
2. CpaBaenue nu(poBOi MOANUCH C PYKOMHUCHOW MOIMHUCHIO.

buner 25.

1. JIuHelHbIi KOHIPYIHTHBIN reHepaTop, aAluTUBHBINA reHepaTtop. CBONCTBA reHEpaTOPOB.
2. Xemr-pynkius Ctpubdor: odmas cxema, QyHKIHS CKATHS.

buner 26.

1. Tlorounsie mmdpsl. ['eHEpaTOp ¢ KBAAPATHUYHBIM OCTATKOM.
2. KuroueBble XamI-QyHKIUK Ha ocHOBE OeckimoueBbix. HMAC.

[TpumepHBIit IepedeHb BOIPOCOB K IK3aMeHy (8 cemecTp):

1. CxeMa cexkpeTHOl cucTeMbl. [IpuMepbl CEKPETHBIX CUCTEM.

2. [TapaMeTpsl CEKPETHBIX CUCTEM: KOJMUECTBO CEKPETHOCTH, 00BEM KIItoUa U JIp.
3. Anredpa CEKpETHBIX CUCTEM.

4. DHyomopdHast cCeKpeTHasi CHCTeMa.

5. W neMnoTeHTHas cekpeTHasl cucrema.

6. YucTele U CMEIIaHHbIE CEKPETHBIE CUCTEMBI.

7. CBoOMCTBA YNCTBIX CEKPETHBIX CHCTEM.

8. [TonoGHBIE CEKpEeTHBIE CUCTEMBI.

9. HenanexHnocTb (yclioBHasi 3HTPOINSA) KaK TEOPETUUYECKasi Mepa CEKPETHOCTH.
10.  HpeanbHas ceKpeTHasd CHUCTEMA.

11.  ABTOMaThl Kak KOMIIOHEHTBI KPUIITOCHUCTEM: T€HEPATOPHI KIHOYEBOTO MOTOKA.
12.  ABTOMATBHI KaK KOMIIOHEHTBI KPUIITOCHUCTEM: KOMOAHEPHI.

13.  ABTOMAaThl Kak KOMIIOHEHTBI KPUIITOCUCTEM: KJIETOUHBIE aBTOMATHI.

14.  ABroMarhl Kak KOMIIOHEHTBI KpUIITOCUCTEM: IIypIlypHasi MalIMHA.

15. Hludp 3akpeBckoro.

16.  PaBHOCHMIIBHOCTb MOTOYHBIX U ABTOMATHBIX MU (PCUCTEM.

17.  KoneuHo-aBTOMaTHasi KpUNTOoCHcTEMA ¢ OTKPBITHIM KiltouoM (FAPKC).

18.  Kpunroanamus. Meron «BcTpeda HOCEPEAUHED .

19.  Kpunroanamms. Juddepennmanbueii MeTon.



20. Kpunroananus. JIlunelHbl MeTO.

21. Kpunroananus. KoppensunoHHbiii MeTOA.

22.  Kpunroanamus. AnreOpandeckuii MeTos.

23.  Araku 1o noOOYHBIM KaHaJIaM.

24. CpencrBa kpuntorpadudeckoil 3amuTel HHpopmannu. KpuntokoHTelHEPHI.
25.  CpenctBa kpunrorpadudeckoil 3amuTel uHpopmanuu. Kpunronpoaiinepsl.

26. CpenctBa kpuntorpaduyeckoii 3amuTel UHGopMauu. VPN-u1o35I.

Kpurepuu onieHMBaHUS MPOMEKYTOUHOM aTTECTAIUU:

OTIMYHO - CTYAEHT B COBEPIICHCTBE OBJIAJEJl BCEMH TEOPETHUYECKHMMH BOIPOCAMHU
00s13aTeNbHOr0 MaTepHana 1o pasaeiaaM JeKIIMOHHOTO Kypca, MoKa3al Bce TpeOyeMble YMEHHsS U
HAaBBIKM IIPU BBIMOJHEHUH 33/1aHUN HA J1a0O0paTOPHBIX/TIPAKTHUECKUX 3aHATHUSX.

Xopomo - CTyAEHT OBJajeN 00sA3aTesIbHbIM MaTepuajoM IO pas3jenaM JEeKIMOHHOIO
Kypca, BOSMOXXHO C HEKOTOPBIMH HE0CTaTKaMH, a TakXke MoKa3an TpeOyeMble YMEHHs U HaBbIKH
IPY BBIIIOJHEHUH OOJIBIIMHCTBA 3a/JaHUH Ha 1Ta00paTOPHBIX/IPAaKTUYECKUX 3aHATUAX.

VIOBIETBOPUTEIIBHO - CTYAEHT MMEET HEeJOCTaTOYHO IIIyOOKHe 3HAaHMS 110
TEOPETUYECKUM pazziesnaM 00s3aTeIbHOro MaTepraa JUCHUILINHEL, [T0Ka3all TpeOyemMble yMEHUS
1 HaBBIKH NPH BBIIOJHEHUH YaCTH 3aaHUN Ha JIAOOPATOPHBIX/IIPAKTUYECKUX 3aHITHSIX.

HeynoBieTBOpUTENIBHO - CTYISHT HMEET CYIECTBEHHbIE MPOOenbl MO OTAEIbHBIM
TEOPETUUECKUM pasjenaM CIeHUaJIbHOW JUCHUIUIMHBI WM HE MOKa3ayl TpeOyeMble yMEHUs U
HaBBIKM IIPU BBIIOJHEHUH J1aXKe YacTH 3aJaHUi Ha 1a00PaTOPHBIX/TIPAKTUYECKUX 3aHATHIX.

4. OueHoyHbIe MaTepHAbI s MPOBEPKHU 0CTATOYHBIX 3HAHMH
(chopMUPOBAHHOCTH KOMIIETEHIIHIA)

[IpumepHBIit TepedeHb KOHTPOJIbHBIX BOMPOCOB JJIsl IPOBEPKU OCTATOYHBIX 3HAHUI (T1pH
OLICHUBAHUU HEOOXOAMMO TPOJEMOHCTPUPOBATh JOCTH)KEHHE BCeX 3allNlaHUPOBaHHBIX
MHIMKAaTOPOB JOCTUXKEHUS KOMIIETEHIIUN):

OcCHOBHBIE TOHATHS U 337a4d KpUNTorpapuu.
Kpunrorpaduueckuit ananus.
Iudpsl 3aMeHBI.
Kpunroananus mu¢ppoB 3aMeHBbI.
HIu¢ps! nepecTaHOBKH.
Kpunroananus mmppoB nepecTaHoBKH.
PoropHslie mudpsl.
BepositHocTHas mozens mudpa no K.IlleHHony.
Heo6xonumble 1 1OCTaTOUHBIE YCIOBUS a0COMOTHON CTOMKOCTH U dpa.
. braounsle mm@psl. IpuHnunel nocrpoenns u 6a30Bble ONEPaLIUU.
. braounsle mm¢psl. Cers Delicrens.
. braounsle mm¢psl. SP-ceTs.
. lIucpp DES.
. [Mudp «Marmay.
. Mudp AES.
. Mudp «Ky3zneunk».
. Ilorounsie mmdpsl. Cxema NOTOYHOTO MHUdpa.
. 'eHepaTopbl ICEBAOCITYYaHBIX YN CEIL.
. KomOuHupyronwii u puIBTPYIOLHI reHepaTopPhI.
. Mudp AS.
. ngp RC4.
. Accumetpuunbie U Gpbl. OTHOCTOPOHHSAA QYHKIUS C Ta3eHKOH.
. udp RSA.
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24.
25.
26.
27.
28.
29.
30.
31.
32.

33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.

[Mudp Dnb-T"amans.

Hudposas noanuce RSA

Hudposas noanuce Jb-I"amans

ATtaku Ha 1M(POBBIE TOJIHUCH.

HNH}pacTpyKTypa OTKPBITHIX KIFOYEH.

NmMurtoBcraBka. beckimodeBbie U KIIFOUEBBIC XEIT-()YHKIIUH.
Koncrpykuusa Mepkna-/lamrapaa.

Koncrpyxkuus I'yoxa.

Kpunrorpaduueckas xemr-¢pyakinuu Ctpudor.

Cxema cekpeTHO# cucteMbl. [IpuMepbl CEKpETHBIX CUCTEM.

[TapamMeTpbl CEKPETHBIX CUCTEM: KOJHMUYECTBO CEKPETHOCTH, 00BEM KITFOUa.
Anredpa CEKpeTHBIX CUCTEM.

DHpoMopdHas ceKpeTHas CUCTeMa.

WnemMnoTeHTHas CEKpeTHAsE CHCTEMA.

YucTele U CMEIIaHHBIE CEKPETHBIE CHCTEMBI.

[TonoGHBIE CEKpETHBIE CUCTEMBI.

WneanbHas cekpeTHasi cUCTEMA.

ABTOMATHI KaK KOMITOHECHTBI KpHUIOTOCHUCTEM: I'CHEPATOPHBI KJIFOUCBOI'O IIOTOKA.

ABTOMAaTbI KaK KOMIIOHEHTBI KPUIITOCUCTEM: KOMOAHEpHI.
ABTOMATHI KaK KOMIIOHEHTBI KPUIITOCUCTEM: KJIIETOYHBIE aBTOMATBHI.
ABTOMATHI KaK KOMIIOHEHTBI KPUIITOCUCTEM: ITypIIypHas MaIlUHA.
udp 3akpesckoro.

PaBHOCHIBHOCTH OTOYHBIX U ABTOMATHBIX LI (PCUCTEM.
KoneuHno-aBromatHas Kpunrocucrema ¢ oTKpbIThiM KitouoM (FAPKC).
Kpunroananmus. Meron «BcTpeda mocepeivHey .

Kpunroanamms. uddepeHunaabHblii METOA.

Kpunroananus. JIuneliHbli MeTON.

Kpunroananus. KoppelsiiMoHHBIN METO.

Kpunroananms. Anredpandeckuii MeTox.

Ataky 10 M0OOYHBIM KaHaJaM.

HNudopmanus o pazpadoTunkax

TpenbkaeB Banum HukonaeBuu, KaHA. TEXH. HAayK, JOLIEHT, JOLEHT
KoMmnboTepHO# 6e3onacHoctn HU TT'Y.

Kadeapol



