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®onx omeHOUHBIX cpeacTB (POC) ABIAETCA JIEMEHTOM CHCTEMBI OIIEHHBAHHUS CPOPMHPOBAHHOCTH KOMIIETCHITHIA Y OOYYaIOITHXCS B I[E€JIOM
UJIH Ha OTIpeJie/IeHHOM 3Tale ee () OpMUPOBAHHUS.

@OC pa3zpabaThIBaeTCI B COOTBETCTBUH ¢ pabdodeil mporpammoii (PIT) DTHCITHIUIMHEI U BKIOYAeT B ceOs HAOOP OIEHOYHBIX MAaTepHaJIOB NI
MPOBEICHUS TEKYILETO KOHTPOJISA YCIIEBaeMOCTH H MPOMEKYTOYHOM aTTeCTAIHU 110 AUCIIUILIHHE.

1. KomneTeHIHH H pe3y.JIbTaThl 00y4eHHsI, JopMHPYeMble B pe3yabTaTe 0CBOeHHS JHCIHILIHHBI

Kon u HanmeHoBanme KpHTepHH olleHHBAHHS Pe3y.IbTATOB 00yYeHHs
pe3yIbTaToB

00y4eHns (TUTaHHPYEMbIE

Hagnkatop
Kommnetennus Pe3yIIbTaThl 00yYeHHS,
KOMIIeTeHIIHH HeynosneTBopH-
XapaKTePH3YIOIIHE 3Tallbl OtinHdHO Xopomo Y I0BIIETBOPHTENBEHO
dbopMHpoBaHHI TelIbHO

KOMIICTSHITHE)




OIIK-3. CmocobeH k
paszpaboTke
ANTOPHTMHYECKHX H
TIpOrpaMMHEIX PENIEHHH B
06IIACTH CHCTEMHOTO H
TIPUKTIATHOTO
TIPOrPAMMHPOBAHHA,
MaTEMATHYECKHX,
HH(OPMAITHOHHBIX H
HMHTAITHOHHBIX MoJIeTeH,
CO3/IAHHIO

HH( OPMAITHOHHBIX
PecypcoB II06aIbHbIX
ceTei, 00pa30BaTENHHOIO
KOHTEHTA, IIPHKJIATHBIX
0a3 JaHHBIX, TECTOB H
CPEJICTB TECTHPOBAHUS
CHCTEM H CPEJICTB Ha
COOTBETCTBHE CTAHJapTaM
H HCXO/THBIM TPeGOBaHHAM

HOIIK-3.1. Hcnioms3yeT
MeTOJBI IIOCTPOSHHA H
aHaNTH3a aITOPHTMOB IPH
TIPOeKTHPOBAHHH H
pa3paboTke
TIPOTPAMMHBIX CHCTEM.

OP-3.1.1. 3naeT yrpo3sl
HH(}OPMAITHOHHOH
0e30TIaCHOCTH H MEPHI
TPOTHBOACHCTBHA HM.
OP-3.1.2. BnageeT
TOHATHHHEIM allIapaToM
HH(OPMAITHOHHOH
0e301acHOCTH.

JemoHCTpaya
BBICOKOTO YPOBHA

BIIAJIEHHA
TIOHATHHHBIM
aIIapaToM
HH(bOPMAITHOHHOH
Oe30MmacHOCTH

H 3HaHHH yTpo3
HH(bOpMaITHOHHOH
OEe30MacHOCTH H MEP

HpOTHBO)IeﬁCTBHH HM.

B nenom BrICOKHH, HO
coJepiKaHi
OTJETIBHBIE TIPOGETIEL,
YPOBEHb 3HAHHH
TIOHATHHHOTO aIlapaTa
HH(OPMAITHOHHOH
Ge30macHOCTH,

yIpo3
HH(OpMAITHOHHOH
Ge30TIacHOCTH H Mep
TPOTHBO/IEHCTBHA HM.

@parMeHTapHOE,
HeTIONHOE 3HaHHe Ge3
TpYOBIX OIMHOOK
TIOHATHIHOTO armapara
HH(pOpPMAITHOHHOH
6e30IMacHOCTH,

yTpo3
HHpOPMAITHOHHOH
Ge30I1aCHOCTH H Mep
IIPOTHBOJAECHCTBHA HM.

He nMeet geTkoro
TIpeICTaBIEHHA 00
yrpo3sax
HH(pOPMAITHOHHO#
0e30I1aCHOCTH H
Mep
TPOTHBOASHCTBHA
HM, a TaKxKe
JIOTTyCKaeT TpyoObIe
OITHOKH TIPH
HCITOTh30BaHHH
TOHATHHHOTO
ammapara
HH(pOPMAITHOHHO#
0e30IacHOCTH.




HOIIK-3.2. Ucnioms3yeT | OP-3.2.1. 3Haer ocHOBHBIE | JleMOHCTpalHa B nenom BEICOKHH, HO @parMeHTapHOE, He nMeet geTkoro
dbyHTaMeHTaTbHELE Cpe[ICTBa H CIIOCOGHI BBICOKOTO YPOBHS coflepIKatHit HeTIONHOE 3HaHHe Ge3 TIpeIcTaBIeHH 06
3HAHHA J7IA pealH3alHH | oGecreueHHA 3HAHHI OTJETIBHBIE TIPOGETIEL, TpYOBIX OIMHOOK OCHOBHBIX
ANTOPHTMOB NIPHTOAHBIX | HH(pOPMAITHOHHOH OCHOBHBIX CPEJICTB H YPOBEeHb 3HAHHH OCHOBHBIX CPEJICTB H cpelicTBax H
JUTA TIPAaK THIECKOTO 0€30MacHOCTH. croco00B 00ecTIeUeHHA | OCHOBHBIX CPE/ICTB H crnoco0oB odecliedeHHA | crocofax
TIpHMEHEHHA B 061aCTH OP-3.2.2. VMmeeT HH(bOPMAITHOHHOH crioco6oB obectieuenusa | uHpOpMaIHOHHOH obecTieueHus
HH(pOPMAITHOHHBIX KOPPEKTHO HCIIONb30BaTh Oe30MmacHOCTH, HH(OpMamHOHHOH 0e30I1acHOCTH, HH(pOpPMATTHOHHOH
CHCTEM H TEXHOJIOTHEH kpHurrrorpadageckue MEXaHH3MOB H Ge30macHOCTH, MEeXaHH3MOB H 0e30IacHOCTH,
CHCTEMBI 00eCTIedeHHA 37IEMEHTOB MEXaHH3MOB H 3IEMEHTOB MeXaHH3Max H
Ge3omacHOCTH roCyJapCTBEHHOH 3TEMEHTOB TOCY/1apCTBEHHOH 3NMEMEHTaX
HH(pOpMAITHH. CHCTEMBI 00ecIledeHHA | TOCyJapCTBEHHOH CHCTEMBI OOeCTIeUeHHA | TOCYAapCTBEHHOH
OP-3.2.3. 3gaer HH(pOPMAITHOHHOH CHCTEMEI o0ecriedeHHA | HH(pOpPMAIHOHHOH CHCTEMBI
MEXaHH3MBI H 3JIeMeHTHI Be30MacHOCTH; nHpopManHOHHOH Ge30I1acHOCTH; obecredeHus
rocyJapcTBeHHOH criocoGHOCTB Ge30macHOCTH,; CIIOCOOHOCTh B HH(pOpPMATTHOHHOH
CHCTEMBI 00ecIIedeHHA KOPPEKTHO crocoOHOCTh OOJBIIHHCTBE CIIydaeB | Oe30IMacHOCTH,
HH(pOpMaITHOHHOH HCIIONB30BATh KOPPEKTHO KOPPEKTHO JIOIMyCKAEeT rpyOble
6e30TacHOCTH. KpHITorpadHIecKHe HCIIONB30BATh HCIIONB30BATh OIHOKH TIPH
CHCTeMBI oDecriedeHHA | KpHITorpadudeckue KpHIITOTpa HIeCKHE TIPHMEHEHHH
De30MacHOCTH CHCTEMEI 00eCIIeYeHHA | CHCTeMEI 00eCIIeUeHHA | KpHITOTpadHUeCKH
HH(OpPMAITHH. 0e30macHOCTH 0e30I1acHOCTH X CHCTEM
HH(}OpMAITHH. HH(OpPMAITHH. obecredeHuA
0e30IacHOCTH
HH(pOPMAITHH.
IIK-2. CrocoGeH HIIK-2.3. Mcnomb3yeT OP-2.3.1 VmeeT JemoHCTpaya B nenom ycnenHele, @parMeHTapHOE, He nMeet geTkoro
TIPOEKTHPOBATh Ga3bl cpencrea CYB]I s KJIaCCH(HITHPOBATh BBICOKOTO YPOBHA HO COJIepIKalITHe HETIONHOE 3HaHHe 0e3 TIPEICTABIEHHA O
JIaHHBIX, pa3pabaTeBaTh BBIABJIISHHA TIPoGIeM 3AINTHIAEMYIO YMeHHH TIpH OT/IENbHBIE TIPo6eThl TPYOBIX OIMHOOK TIPH BHOAX TaiHBl H
KOMITOHEHTHI TIPOH3BOJHTEITFHOCTH HH(OpMAITHIO 0 BHIAM TIPOBEICHHH 3HAHHA B XOJIE KIac cH(hHKaITHH CTETIEHAX
TIPOTrPAMMHBIX CHCTEM, TIPH BHIIOTHEHHH H TaHHBI H CTEMEHAM KI1acc HHKAITHH KJ1ac cH(hHKaITHH 3aIITHINA eMOF KOH(H/IEHITHATEHO
obecTIeHBAIONIHX PA0OTy | TOBBIIICHHEM KOH(H/IEHITHATTEHOCTH. 3alTHITAeMOH 3aIITHINA EMOFH HH(OPMAIHH 1o BHAAM | CTH HH(pOpMAIHH.
¢ 6azaMu JaHHBIX, C TIPOITYCKHOM uH(opMAITHH 110 BHIaM | HHGOPMAIHH 10 BUAAM | TaifHBI H CTEIIEHIM
TIOMOIIBI0 COBPEMEHHBIX croco0HOCTH Ga3bl TaHHBI H CTETIEHAM TaHHBI H CTETIEHAM KOH(H/TEHITHATILHOCTH.
HHCTPYMEHTAIBHBIX JTAaHHBIX KOHOH/ICHITHABHOCTH. | KOH(HICHITHATHHOCTH.

CPEIcCTB H TEXHOJIOTHH




2. 9Tansl (popMHPOBAHUS KOMIeTeHIIHI H BHIbI 0IIEHOYHBIX CPECTB

No JT1ansl (JOPpMHPOBAHHS KOMIIeTe HITHI Koa u HamMeHoOBaHHe Bug oneHouHOTO CpeacTBa
B (pasaelibl JHCIHILTHHBI) Pe3yILTATOB 00yUeHns (TecTEL, 3aaHHs, KEHCHI, BOIIPOCHI H Ip.)
L HudopMmanus Kak 0OBeKT 3aITHTHL. OP-3.1.2. OP-2.3.1 3aJJaHHs, BOIIPOCHI, KOHCTIEKT
CaMOIIOJITOTORKH, coOece/IoBaHHE
5 TToHATHITHBIIH armvapaT OP-3.1.1. OP-3.1.2 3aJJaHHs, BOIIPOCHI, KOHCTIEKT
HH(OpPMAITHOHHO} Ge30MacHOCTH. CaMOIIOATOTOBKH, coOeceI0BaHHUE.
3 TocynapcTReHHAS TIOTHTHKA 3a]JaHHS, BOIIPOCHI, KOHCIIEKT
"~ [mH)OpMANHOHHOI 6e30MacHOCTH ©OP-3.2.3 CaMOIIOJITOTORKH, coOece/IoBaHHE
4 Yrpo3sl 6e30MacHOCTH HH(OPMAITHH. OP-3.1.1, OP-3.12 3aJJaHHs, BOIIPOCHI, KOHCTIEKT
CaMOIIOJITOTORKH, coOeceI0BaHHeE.
5 MepsI IPOTHBOIEHCTBHA YTPO3aM OP-3.1.1. OP-3.12 3aJJaHHs, BOIIPOCHI, KOHCTIEKT
6e30I1acHOCTH. i o CaMOIIOTOTOBKH, cobeceloBaHHE
KpurrrorpagriecKkue MeTOIbI 3alIUTEI 3aJIaHHA, BOIIPOCHI, KOHCIIEKT
6 HH(OpMAITHH. OP-32.2 CaMOIIOJITOTORKH, coOeceI0BaHHeE.
- OCHOBHBIE MeXaHH3MEI 3aITHTEI OT OP-3.11. OP-3.2.1 3aJJaHHs, BOIIPOCHI, KOHCTIEKT
HeCaHKITHOHUPOBAHHOTO JIOCTYIA T T CaMOIIOITOTOBKH, cobeceJ0BaHHE
3 HMubopManHoHHasA 6(?‘301'[aCHOCTB OP-3.1.1.0P-3.2.1 3a]JaHHA, BOIIPOCHI, KOHCTIEKT
KOMIIBIOTEPHBIX CeTeil. CaMOIIOITOTORKH, cobOece/I0BaHHeE.

3. TunosBbie KOHTPOJ/IbHbBIC¢ 3aJlaHHH HJIH HHBIC¢ MaTepHAJ/IbI, H006X0,[[HMI:IE st
OII¢EHKH 06p330B31"e.]]beIX pe3yabTaToB Oﬁy‘leHl‘Iﬂ

3.1. TummoBele 3ajaHusd IS IIPOBENEHUS TEKYIIErO0 KOHTPOIS VCIIEBAEMOCTH IIO
JHCIIHIITHHE

Tema “TloHATHITHBIN armmapaT HH(OPMAITMOHHONW Oe3omacHOcTH . 3amaHue. Hcmonb3ys
Bamk maHHBEIX yrpo3 Oe3omacHocTH uHQopMmammu OCTDOK Poccun (www.bdu.fstec.ru),
TpeOyeTcs NIeTalbHO HU3YYHTh TPH YIPO3bl OE30MACHOCTH HH(pOPMAIMH (OMHCAHHE YTPO3BI,
HCTOYHHKH YTPO3bI, OOBEKT BO3JEHCTBHUS, IMOCIEJCTBHS pealH3allii YTPO3bI), MPUCYIIUX
HEKOTOPOMY OIHOMY BBIODAaHHOMY CTYJIEHTOM OO0BEKTy (o0lauHas cHUCTeMa, TPUA-CHCTeMa,
BIOS, BupryanbHas MamidHa, OeCIIPOBOJHASA CeTh, Web-TpHiIokeHHe, XpaHWIHIIEe OOJIbIMHX
JIAaHHBIX U T.IL.), @ TAKKe TPHU YCTPAaHEHHbIE YSI3BUMOCTH JUIS HEKOTOPOI'O OJHOI'O BRIOPAHHOI'O
crymreutom IIO (CYBJ] MySQL, 6pay3sep Google Chrome wu T.m.). CrymeHT JoJDKeH
CaMOCTOSITeTIbHO BBINIOMHUTH 3aJaHUE, BBIIOKUTH OTYeT B CHCTEMY VIIPaBIEHHS oOydeHUueM
Moodle, mpu He0OGXOJUMOCTH IPOAEMOHCTPHPOBATh NPEMOIABATEN0 MPH YCTHOH 3alluTe
BJIaJIcHHE OCHOBHBIMH IOHSATHSAMH HH(pOPMAIIMOHHOHN Ge3omacHocTH. OTYET BKIIOYAeT B cels:
Ha3BaHWE IUCIUIUIMHBI U 3agaHus, OO u HoMep T'pyIlmbl UCHOJHUTENS PadOThI, Pe3yiIbraT
BBIIOJTHEHUST paboTel: 1) CHOHCOK OmpelelieHHil TepMHHOB: YIpo3a, ySI3BHMOCTb,
KOH(HIEHIIHATBHOCTh, IEJIOCTHOCTh, JOCTYHHOCTB, 2) CIHCOK H3Y4EHHBIX VIPO3 H
YA3BUMOCTEH.
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Tema “HudopmamioHHas 06e30MacHOCTh KOMIBIOTepHBEIX ceTeif”. 3aganue. TpeOyercs
BEIOpaTh Kakoe-THOO IIPorpaMMHOe cpelcTBO 3amuThl uHHGopManuu (C3M) oT Kakoro-mudo
MIPOU3BOJAMUTEN, H3YUHTh IIpeJHa3HaUeHHe CHCTEMBl/CpeICTBA/HHCTPYMEHTA: KaKHe 3ajadu
pelaTcs H KaKue MeTO/Ibl/TIOIXO0/Ibl/aITOPHTMBI HCIIONIB3YIOTCS IS PellleHds TaHHBIX 3ajad,
apPXUTEKTYpPy (cXeMy paboThl), QYHKITHOHATbHBIE BO3MOKHOCTH H XapaKTEPHUCTHKH CpeCTBa.



WsmydeHHBIT MaTepHal H3jIaraeTcs B BHIE KpaTkoro pedepara ¢ yKa3aHHEM HCTOUYHHKOB
uHpopmarmu. [Tocie Wero Hajo ckadaTh, YCTAaHOBHTH IPOOHYIO0 Bepcuio u3ydenHoro C3U, u
HAaCTPOHUTh, aKTUBU3HPYS 0a30BblE BO3MOKHOCTH IPOAYKTAa. CTYNEHT JOJDKEH CaMOCTOSATEIbHO
BBIIIOJTHUTh 3aJlaHUE, BBUIOKUTH OTYET B CHCTeMY YyIpaBieHHs oOydeHueM Moodle, mpu
HEOOXOAUMOCTH IIPOAEMOHCTPUPOBATh IIPEIIONABATENI0 IIPH YCTHOM 3alUTe BlIajJcHUE
marepuanoM. OT4eT BKIOYAeT B ceOsd: Ha3BaHHE IUCIUIUIMHBI M 3agaHusda, OUO u HOMEp
TPYIIBI HCIIOJMHUTENS Pa0OTHI, pe3yybTaT BEIIOJTHEHHUS Pa0OTHI B BUJIE pedepara H CKPHHIIIOTOB
(cuuMKoB 3KpaHa) ¢ HacTpoiikamu C3H. IIpumepsr C3U: Kpunrollpo CSP — kpuntonposaiiziep,
Secret Net Studio - 3ammuTa KoHedHbIx Todek, Kaspersky Small OCice Security - 3amura as
Manoro OHU3Heca.

Tema “Kpunrorpaduueckue mMeroms! 3amutel HadopManun”. 3agague “IIIndper 3aMeHBI H
nepectanoBku”. TpeGyetcs 3ammdpoBars cBoe ®UO: 1) 103yHToBEIM MmHppoM; 2) ITH(poM
Bmkenepa; 3) mmgppoM BepTHKAIbHOH IMEPECTAaHOBKH; pacHIU(poBaTh MPOH3BOIBHOE CIOBO
U3 TPEUIOKEHHOrO CIIHCKa W 3amupoBaHHOoe MppoM BirkeHepa MpH H3BECTHOM KITFOUE.
CTyaeHT JOJKEH CaMOCTOATENIbHO BBIIOIHHUTH 33aJaHHE, BBUIOKHUTB OTYET B CHCTEMY
yrnpasieHus odydeHneM Moodle, mpu HEOOXOAUMOCTH HPOIEMOHCTPHPOBATh IIPEMOAABATEIIO
IIPH YCTHOM 3allluTe BiIaJieHHe MarepHanoM. OTUeT BKIIFOYaeT B ceOs: Ha3BaHHE JUCITUIIIHHBI U
zaaanust, OO 1 HoOMep TPYIIIBI HCTIOTHUTENS PA00THI, PE3YIBTAT BBIMOTHEHUS PA0OTHL.

TemMa “OcHOBHBElIe MeXaHH3MBI 3aIlHTHI OT HECAHKIIHOHHPOBAHHOTO [JOCTyma”. 3aJlaHHE
“PykoBoasmue gokymMeHTHI. Mcmonssya cait @®CTOK Poccun (DenepanpHas cioyxkda II0
TeXHHYECKOMY H SKCIIOPTHOMY KOHTpoiro) http:/fstec.ru/, Beibpare C3U B [ocynapcTBeHHOM
peecTpe cepTH(GUITUPOBAHHBIX CPEACTB 3alIUTHl HH(GOPMAITHH, KOTOpOe HMeeT cepTH(HUKAT Ha
COOTBETCTBHE ONHOMY MM HECKOJIBKHM PYKOBOOAINMM JOKYMEHTaM: JIMOO IO  YPOBHIO
KOoHTpons otcyrcTBust HJIB (HemekrTapHpOBaHHBIX — BO3MOJKHOCTEH), JTHOO IO  KJIaccy
samumeHHocTd CBT (cpelcTB BBEIYMCIHTENBRHON TEXHHKH), THOO IO KIACCY 3alUIIEHHOCTH
MDD (MeKceTeBBIX PKPaHOB), MHOO Imo Kiaccy 3anmumeHHocTH AC (aBTOMAaTH3HPOBAaHHBIX
CHUCTEM), H3YUHTh COOTBETCTBYIONIHII(HE) PYKOBOJIAIITHII(HeE) JIOKyYMeHT(BI), OITHCcaTh
TpeOOBaHUS, KOTOPEIE IPEABSBISIOTCA K BBIOPAaHHOMY CPEACTBY 3alllUTHl C TOYKH 3pPEHHUS
COOTBETCTBUA Kilaccy 3alluIleHHOCTH BbeIOpaHHOro C3M. CTymeHT IOJLKEH CaMOCTOSTEIIBHO
BBIIIOJIHUTh 33JJaHHe, BBUIOKUTH OTYeT B CHCTeMYy YyIpaBieHHS oOydeHumeM Moodle, mpu
HEOOXOAUMOCTH IIPOAEMOHCTPUPOBATh IIPEIIONABATENI0 IIPH YCTHOH 3alure BlIaJeHUe
marepuanoM. OT4eT BKIFOYAaeT B ceOf: Ha3BaHHE IHUCIHUIUIMHBI U 3amanusg, OO u HOMEp
TPYIIIEI UCTIOJHUTENS PaboThl, Pe3yIbTaT BBIIIOTHEHHS paOOTHI.

3.2. TurmoBsle 3aaHHS JUIA IIPOBEIeHHS IIPOMEKYTOYHOMN aTTecTalluy O JHCITHILTHHE

[IpuMepHBINl TIepedeHb BOIPOCOB K 3adeTy (B 3aBHCHUMOCTH OT BoOIpoca Tpedyercs
H3JI0KHTh WIH OOBSACHUTHh WIH MMOCTABHTh 3ajady WIH MEPeUYHuCIHTh WIH OIHCaTh WIH JaTh
OTIpe/ie/leH e HTH KIIaCCH(PUITHPOBATh WM OXapaKTePH30BATh HIH CPABHUTH):

YpoBHH TIpe/IcTaBIeHHS HH(POPMAITHH.

CBolicTBa 3amuIaeMoi HH(QOpPMAaIIHH.

Bune! TaitH (rocyapcTBeHHas, cIyxke0Has, mpodeccHOHATbHAY, ... ).
TepMHHBI, OTHOCSIHECS K BUIAM 3alllHThI HH(GOPMAITHH.

TepMHHBL, OTHOCAITHECS K CIToco0aM 3alHThl HHYOPMAITHH.
TepMHHBI, OTHOCSIIHECS K 3aMBICITY 3allIUThl HH()OPMAITHH.

A S e



TepMuHsL, oTHOCSITHECS K 00BEKTY 3alTHTHI HH(QOPMAITHH.
TepMuHBL, OTHOCAITHECS K YTPO3aM 06e30MacHOCTH HH(OPMAITHHL.
TepMuHBL, OTHOCSIIIHECS K TEXHHKE 3alTUTHI HH(})OpPMAITHH.

. HarmnonanpHag 0e3omacHocTs PO.

. JlokTpuHa HHpOPMAITHOHHOH 6e30macHOCTH PO.

. 3aKoHOIaTeTbHAs OCHOBA O0eceueHusI HH( OPMAITHOHHOH 6e30MacHOCTH.

. HopMaTHBHas 0CHOBa o0ecTedeHus HH(OPMAIIHOHHON 0€30IIaCHOCTH.

. Be3oImacHOCTh KPHTHYECKOH HH(GOPMAIMOHHON HH(PacTPyKTypbl PD.

. TocymapcTBeHHas cucreMa odecredeHHs HH(OPMAITHOHHONH 0€30IaCcHOCTH.
. HecaHKIIHOHHPOBAaHHBIE ONepaliiu ¢ HH(opMarmei.

. McTouHUKY U Ki1accubHUKaIm yrpo3.

. IlepedeHp THUIOBBIX HellpeIHAMEPEHHBIX HCKYCCTBEHHBIX YIPO3.

. IlepedeHp THUIOBBIX IpeHAMEPEHHBIX HCKYCCTBEHHBIX YIPO3.

. Knmaccugukaius crnoco60B HeCaHKITHOHHPOBAHHOTO JIOCTYIIA.

. TumoBsle aTaky Ha KOMMYHUKAIITHOHHEIE IIPOTOKOJIBL

. 3aKOoHOJaTEeIbHEIE MEPHI IPOTHBOIEHCTBHA YTP0o3aM 0€30I1aCHOCTH.

. OprannzanHoHHbIe MePhI IIPOTHBOAESHCTBHUS YTPo3aM 0€30IaCHOCTH.

. du3nYecKne U TeXHHYeCKHe MepPhl TIPOTHBOIEHCTBUS YTPO3aM 0€30MaCHOCTH.
. Ayrentuduxanus. HeBo3MOKHOCTh 0TKa3a OT aBTOPCTBA.

. Umuro3zammura. [{udpoBas moamucs.

. CHMMETpPHYHBIH / aCHMMETPHYIHBIH 1H)P.

. Kpunrrorpadgudeckas cTOMKOCTh mH(pa.

. MeTon kpunrorpagu4ecKkoro aHaIm3a.

. Kpunrrorpadmaeckuii mpoToKoII.

. Kpunrrorpadmaeckas xemt- yHKITHS.

. Kinaccudukarus KpHITOIMIPOTOKOJIOB.

. CBoiicTBa ITU(POBOIT MOMHUCH.

. Kpurrrorpadaeckue mpoToKosIsl ayTeHTHGHKAITHH COOOIIeHHIA.
. Kpunrrorpaduieckue mpoToKoIbl HACHTH(QUKAIIH.

. OOBEKT, CYOBEKT, IOCTYII K HH() OpMAITUH, ITPAaBHIA Pa3TPaHHYEHHUS TOCTYIIA.
. AneHTH(UKALNSA, ayTeHTH(QHKAITHS, aBTOPU3AITHL.

. IIpoTokommpoBaHue U ayIUT (aKTUBHBIN ayIIHT).

. CTaTUCTHYECKHH METO]T 0OHApYKEHHUS aTakK.

. CHTHATYPHBIH METOJT 00HAPYKEHHS aTaK.

. JIUCKpeloHHOe YIIpaBIIeHHEe JOCTYIIOM.

. MannarHoe yIpaBiieHHEe JOCTYIIOM.

. PoneBoe yIpaBieHue JOCTYIIOM.

. 3ammTa HH(QOPMAIUU IPH XPAHEHHH H IIEpeaade.

. 3ammTa OT BPeJOHOCHBIX IIPOTpaMM.

. BUIBI KOMITBIOTEPHBIX BUPYCOB H BPEIOHOCHBIX IIPOTPaMM.
. 3ammTa MeKceTeBOTO B3aUMOJIEHCTRHSL.

. IIpenoTBparienne yreuek HHGOOPMAITIH.

. Aymut 0e30I1aCHOCTH.

. YIPpO3bl KOPIIOPAaTHBHOM CETH. 3alUTa IIEpUMETPA CETHU.

. OcHOBHBIE MEXAHHU3MBI 3aLIUTHl KOPIIOPAaTUBHOMN CETH.

. CpeJicTBa 3a1uThl HHQ OPMAIIHN : MEKCETEBbIE PKPAHBI.



53. CpencTBa 3aluThl HH(OPMAITHH: BUPTYalIbHbIC YaCTHBIC CETH.

54. CpezncTBa 3alIUTH HHQOPMAIIHH: CHCTEMBI aHATI3a 3alHIIEeHHOCTH.
55. CpencTBa 3amuTh HHQOPMAITHH: CHCTEMEI OOHAPYKEHHS aTaK.

56. CucTeMsl IpeOTBpPaIleHHs YTeUKH KOH(HIeHITHATBHOH HH(OPMAIHH.
57. ITomuTiKa HHGOPMAITHOHHOH 6€30TacCHOCTH OPraHHU3aIlHH.

4. MeTogu4ecKHe  MaTepHAIbI, ONpeleisOllHe NOPOHeAYPHI  ONeHHBAHHUS
o0pa3oBaTe/IbHBIX Pe3Y/JIbTATOB 00yUeHHS

4.1. MeTouueckue MaTepHaltbl JIS ONEHKH TEeKYIIero KOHTPOJS YCIeBaeMOCTH IIO
U CIHAILIHHE.

BrimonHeHHe 3aJaHWil OIEHHBaeTCs MO OHMHAPHOH CHCTeMe (3adeT/He3adeT): 3a4eT -
CTYZICHT B IICJIOM Y/IOBJICTBOPHTEIBHO pa30HpacTCs B 3a/1a4e, XOPOIIO 3HACT MaTepHal, OTBCYACT
Ha BONPOCHI C 3aMeYaHHSIMH HIH C HerpyOBIMH OINMHOKaMH, He3adeT - CTYIeHT cjaado
pa30upaeTcs B 3ahade, ILIOXO 3HAET MaTepHal, He OTBedaeT, THOO OTBeYaeT, HO C OIIMOKAMH Ha
BOIIPOCHI IIpernoaaBareid. J[omyckoM 1o 3adera sSBisieTca BbimolHeHue 80% 3amaHuil

4.2. MeToquueckue MaTepHalbl JUIS IIPOBEEHHS IMPOMEKYTOUHOHM aTrTecTaluH IIo
U CIHAILIHHE.

3adeT IO AHCIHILIIHHE — CTYICHT OBIalcil 00s3aTeTEHEIM MarepHaloM IIO paslciiaM
JICKITHOHHOI'O0 KypcCa, BO3MOXHO C HEKOTOPBIMH HEIOCTATKAMH, a TAakKKE IIOKa3all TPEGyEMI)Ie
YMECHHA H HaBBIKH IIPH BBIIIOJTHCHHH OO0IBIIIHHCTBA TECTOBBIX BH,HaHHﬁ.

Hesader mo aucrMIuinHe — CTYICHT HMECCT CYHIECTBCHHBIC HpOﬁeJIbI II0 OTACIIBHBIM
TCOPECTHYCCKHUM pasAaciiaM JHCHHIUIHHBI HIH HE IIOKa3all TpeﬁyEMbIe YMCHHA H HaBbIKH IIPH
BBIIIOJIHEHUH TE€CTOBBIX 3aJaHHIL.



