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1. IIe.m) U INTAHUPYEMBbIC PE3yJIbTaThl 0CBOCHUSA TUCIHUIIJIMHBI

Llenbto 0cBOEHUS TUCHUIIIMHBI ABJISE€TCA ()OPMUPOBAHUE CIEAYIOIUX KOMIIETEHIINH:

OIIK-10 CnocoOeH aHaIUM3MpOBaTh TEHACHIIMM pPa3BUTHUS METOJAOB M  CPEACTB
Kpunrorpaduuecko 3amuThl HHGOPMAIMHM, HCIOJIB30BaTh CPEACTBA KPUITOrpaduuecKoit
3aIUThl HTHGOPMAIIMH MIPU PELISHUH 3a/1a4 MPoQeccu OHAIBHOM e TEeTbHOCTH.

OIIK-13 Cnocoben pa3pabaTbiBaTh KOMIIOHEHTHI MPOTPAMMHBIX M MPOTrPaMMHO-
anmapaTHbIX CPEICTB 3alIUThl MHPOPMAIUKU B KOMIBIOTEPHBIX CHCTEMax W MPOBOAMTH aHAIIU3
nX 0€30MacCHOCTH.

OIIK-2 CrnocoOeH mpuUMEHSATh MPOrpaMMHBIE CPEICTBA CHUCTEMHOI'0 M MPUKIATHOTO
Ha3HAuYeHW, B TOM UHCIE€ OTEUYECTBEHHOIO IIPOM3BOACTBA, JUIsI PpELIEHHs  3ajay
po(hecCUOHATILHON JeSTENIbHOCTH.

[IK-2 CnocobeH pa3pabareiBaTh TpeOOBaHHUS K MPOTPaMMHO-AINIAPATHBIM CPENCTBaM
3a1UThl THGOPMAIIMH KOMITBIOTEPHBIX CHCTEM U CETEH.

I[IK-3 CmocobeH mpoeKTUpoBaTh  MPOrpaMMHO-alIapaTHbIE  CPEACTB  3aIUThI
nH(OPMaIMU KOMIIBIOTEPHBIX CUCTEM U CETEH.

Pe3ynbpTataMu ocBOEHMS JUCLMILIMHBI SBJISIOTCS CIEAYIOLME UHIUKATOPbl JOCTHKEHUS
KOMIIE€TEHLIH:

HNOIIK-10.1 OcymiecTBiasieT aHaiu3 TEHICHIMH pa3BUTHUS METOJIOB W  CPEACTB
KpUnTorpadu4ecKoii 3aimThl HHGOpMauu

HNOIIK-10.2 Tlpumenser cpencrBa KpunTorpaduyecKkod 3amuThl WHOOpMAIUU TpU
peleHuy 3a1a4d NpopecCUOHATbHOMN 1eITEITbHOCTU

NOIIK-13.1 IpennpuHumaer HeoOXoqUMbIe AEUCTBUS MO COOPY M aHAJIM3y UCXOAHBIX
JaHHBIX JUJISl TPOEKTUPOBAHUS KOMIIOHEHT NMPOTrpaMMHBIX M IPOrPaMMHO-allIapaTHBIX CPEICTB
3aIUTHl THPOPMAIIMH B KOMITBIOTEPHBIX CHCTEMaxX

NOIIK-13.2 Onpenensier napameTpsl (PyHKIIMOHUPOBAHUS, aPXUTEKTYyPy U UHTephei chl
KOMIIOHEHT MPOrPaMMHBIX U TPOrpaMMHO-aNMapaTHBIX CPEACTB 3alMThl HH(QOpMAINH B
KOMIIBIOTEPHBIX CHCTEMaxX

NOIIK-13.3 IIpoBoauT aHamu3 KOMIIOHEHT IPOrPaMMHBIX M IPOrPAMMHO -alllapaTHBIX
CPEACTB 3alMThl MH(QOpPMAIMK B KOMIBIOTEPHBIX CHUCTEMAaX C IIEJIbI0 OMpPEIEIeHUsl YpOBHS
obecriedynBaeMoil MU 3aIUIIEHHOCTH U I0BEPUs

NOIIK-2.2 OnpenensieT NopsAoK HACTPOWKH M 3KCILUIyaTallUM MPOTPaMMHBIX CPEICTB
CUCTEMHOTO U MPHUKJIAJHOTO HAa3HAYEHWH, B TOM 4YHUCIE OTEUECTBEHHOI'O IPOMU3BOJICTBA,
UCIOJIb3YyEMBIX JIJIsl pelIeHus 3a/1a4 npodeccu OHAIBHOM e TeNbHOCTH

NOIIK-2.3 ®opmynupyeT NpemoKeHHs MO0 NPUMEHEHUI0 IPOIPaMMHBIX CpPEICTB
CUCTEMHOIO0 M NPHUKIAJHOIO HAa3HAYE€HUM, B TOM YHUCIIE OTEYECTBEHHOI'O0 IIPOM3BOJICTBA,
UCIOJIb3YEMBIX JIJIsl pELIeHUs 3a1a4 IpodeCcCUOHATbHON AeITeIbHOCTH

NIIK-2.1 Omnpenensier yrpo3bl 0€30MaCHOCTM U HUX BO3MOMKHBIE MCTOYHUKHU, KaHAJbI
YT€UKU UH(pOpMaLUU

NIIK-2.2 Pa3zpabaTbiBaeT MaTeMaTHYeCKHE MOJEIH, Pealu3yeMble B CPEICTBAX 3aIUThHI
uHbOopMaIu

UIIK-2.3 TIpoBOAMUT HMCCIENOBaHUS C LIETbI0 HAXOXKACHHUS Hauboliee Ie1ecoo0pa3HbIX
MPAKTUYECKUX PELIeHUH 0 00eCIeYeHHIO 3alUThl UHPOpMAaIUH

NIIK-3.2 Pa3paboTka NpPOEKTOB MNPOrpaMMHBIX U amlapaTHBIX CPEACTB 3alUThI
nH(pOpMaILMU B COOTBETCTBUH C TEXHUUECKUM 33JaHHEM

2. 33Ila"ll/l OCBOCHMSA JUCHUIIJIHHBI

— CdhopmupoBaTth y CTyIEHTOB CHOCOOHOCTh aHAIM3HPOBATh TEHACHIMH DPa3BUTHS
METOJIOB M CpeACTB KpHumTorpadguyeckoil 3ammuThl WHGOpPMANHH, B YAaCTHOCTH JaTh
MpeNICTaBICHHE O 0A30BBIX MOHATHAX U 33/1a4aX KpUNTorpaduu, MeTogax KpUnTorpadhudeckoro
aHaJM3a, 03HAKOMHUTBH C COBPEMEHHBIMH CTaHIapTaMHU B 00JIACTH KPUIITOrpaduu.



3. MecTO TUCHMILUIMHBI B CTPYKTYpe 00pa30oBaTe/ibHOii MPporpaMmsl

Jucuuniuna otHOcuTCs K bioky 1 «lucuunauasl (MOIyIN)».
JlucruriiHa OTHOCHTCS K  O0S3aTEIbHOM 4YacTH 00pa3oBaTEbHOH IPOrPaMMBbI.
JucuurummHa BXoauT B «Moayib «Crienuanu3aiusi»».

4. Cemectp(bl) 0OcBOeHMS U (popMa(bl) IPOMEKYTOUHOM aTTECTALNH MO0 AUCHHUILJINHE

CenpMol cemecTp, 3K3aMEH
BoceMmoii cemectp, s3k3aMeH

5. BXO}IHLIC TpCﬁOBaHHﬂ AJIA OCBOCHUSA JUCHUITJIMHbBI

JUis  ycHemHoro OCBOEHHS IUCLHUIUIMHBI TpeOyrTCs pe3yiabTaThl OOydeHHus IO
CIEAYIOIUM JUCHUIUIMHAM: SI3pikm  mporpammupoBanusi, HMupopmaTtuka, Bsenenue B
MareMaTuky, /luckperHas matematuka, Teopust BEpOATHOCTEH U MAaTeMaTH4ecKas CTaTUCTUKA,
Marematudeckasi JOTMKa U TEOpUsS aJIrOPUTMOB, J{uckpeTHas MateMaruka, Teopus aBTOMaros,
Teopus unpopmanuu, Teopus uucen, O6mas anredpa, Teopuss BEIUMCIUTEIBHONW CIOXKHOCTH,
ITpodeccunoHanbHbI IepeBo CrenHaIbHOM JIUTEpaTyphl.

6. SI3pIk peaan3auuu

Pyccknii

7. O0beM JUCHUILINHBI

OO6m1ast Tpy10€MKOCTb U CLIUILIMHBI cocTaBiiser 10 3.e., 360 yacoB, U3 KOTOPHIX:
-nexiuu: 64 u.
-abopartopHsie: 16 u.
B TOM YHCJIE TPAKTUYECKasi MOArOTOBKA: 16 4.
-IPaKTHYECKUE 3aHATHA: 48 d.
B TOM YHCJIe TpaKTHYecKas MOATroToBKa: 32 4.
O0beM caMOCTOATENBFHOM paOOTHI CTYIEHTA ONMPENETIeH YIeOHBIM IIJIAHOM.

8. Conepmaﬂne AUCHUIIVIMHBI, CTPYKTYPUPOBAHHOE€ 110 TEMaM

Tewma 1. Beenenue B kpunrorpaduro
OCHOBHBIE MTOHATHS U 33/1a4U KPUIITOTpaQUH.
Kpunrorpaduueckuit ananusz. Mctopus kpunrorpaduu.

Tewma 2. llludprl 3aMeHbI ¥ IEPECTAaHOBKU

udps! 3amensl. Kpunroananus mudpos 3aMeHbI.

udps! nepecranoBku. Kpunroanaius mupoB NepecTaHOBKH.
HIudps! 3aMeHb! ¥ TepecTaHOBKU. PoTOpHbIE MM (PBI.

Tema 3. AGCOJIIOTHO CTOMKHE MU PBI

BepositHoctHas monens mmdpa no K.[llennony.

Heobxoaumbie u gocTaTouHbIC YCIOBUS a0COMIOTHOM CTOMKOCTH I dpa.
ATaka Ha OCHOBE M PTEKCTA.

Tewma 4. briounbie mmhpsI

[Ipunnune! nocrpoenus. bazoseie onepanuu. Cets deticrens. SP-cers.
Mudp DES. Hludp I'OCT 28147-89 («Marmay). lllupp AES.
VYnpomennsie mmdpsl DES u AES. udp «Ky3neunx».

Tema 5. [loTounble M QpEI



Cxema notoyHoro mmdpa. I'enepatopsl nceBAOCTydYaliHbIX YHCEIT.
Kombunupyromuit u punstpyromuii reneparopsl. [lugp AS. Iudp RCA4.
Tema 6. AccumeTrpudnbie MUQPBI

Onnocroponnsist pyakius ¢ nazerikon. [ludp RSA.

Mudp Dnb-I'amans. CoiictBa mudpa Dib-I"amans.

Iudp lamupa. Ataku Ha RSA.

Tewma 7. [ludposas moanuce

Hudposas moanuce RSA, Dnp-I"amans, DSS.
ATaku Ha 1M(POBBIE MOIMHUCH.
WHbpacTpyKTypa OTKPBITBIX KIIIOYEH.

Tema 8. Kpunrorpaduueckne GyHKIUN XSIIUPOBAHHSL.
HmuroBcTaBka. beckitoueBbie U KIFOUEBbIE XA -(QYHKINH.
Koncrpykuuns Mepkna-/lamrapna. Koncrpykuus ['yoka. Ctpuoor.
SHA. MD4. HMAC. Ataku Ha X311-Q)yHKIIAH.

Tema 9. Teopus cekpernbix cuctem llleHHOHA.
Anredpa ceKpeTHbIX cucTeM. BUibl CEKPETHBIX CHCTEM.
ITpumeps! cekpeTHbIX cucTeM. CBOICTBA CEKPETHBIX CHUCTEM.

Tema 10. MeTonpl KpUnTOaHAIN3A.

00630p MeToA0B KpunTOAHANN3a. JINHEWHBIN KPUTITOAHAIIN3.
Huddepennnanbhbiil kpuntoaHanus. CrnaiiioBas aTaka.
Koppensunonnas ataka. Anredpandeckas aTaxa.

ATaku 1o TOOOYHBIM KaHaJIaM.

Tema 11. ABToMaTHas Kpunrorpadus.

ABTOMATHI KaK KOMIOHEHTBI KPUIITOCHCTEM. ABTOMAaTHBIE ITU(PPCUCTEMBI.
Koneuno-aBToMaTHas Kpunrocucrema ¢ oTKpbIThIM KitouoM (FAPKC).
[ToTouHble U aBTOMATHBIE MU (YPCUCTEMBI.

Tema 12. CpencrBa kpunTorpaduueckoil 3auTel HHGOPMALIHH.
00630p cpeacts kpuntorpaduyecKoi 3amuThl HHGOPMALIIH.
Kpunrokonrerinepsl. Kpuntonposaiiaepsl. VPN -111103561.

9. Tekymuii KOHTPOJIb MO TUCHHUTLINHE

Texymuii KOHTPOJIb TO IUCHUILUIMHE MPOBOAUTCA MYTEM KOHTPOJIS MOCEIAeMOCTH,
BBITIOJIHEHUST  J1aOOPAaTOpPHBIX PabOT/KOHTPOJBHBIX 3aJaHuil W ¢ukcupyerca B  Qopme
KOHTPOJILHOM TOUKH HE MEHEE OJTHOTO pa3a B CEMECTP.

[IpakTHueckasi MOATOTOBKA OLEHUBAETCS 1O PE3yJbTaTaM BBIIOJHEHHBIX MPAKTUYECKUX
1 1ab0pPaTOpPHBIX paboT.

BrinonHeHune mabopaTopHO pabOTHI/KOHTPOJIBHOTO 3aaHus orieHuBaercs B 100 6amios:

0-20 CtyneHT He pa30oupacTCs B 3a/1a4e, HE 3HACT METOAOB PEIICHUS, HE OTBEUYAET, JIN0O
OTBEUYAET, HO C IPyOBIMHU OLIMOKaMH Ha BOIIPOCHI NPENOiaBaTesl.

21-40 Crynent cnabo pa3bupaercs B 3ajhade, IUIOXO 3HAET METOMAbl DPELICHHs, HeE
OTBEUAET, JIN0O OTBEYAET, HO C OIMOKAaMHU Ha BOIPOCHI MpEnoaaBaress.

41-60 CtyneHT B LI€JIOM yAOBJIETBOPUTEIBHO pa3OupaeTcs B 3aj1a4e, UCMOIb3yEeT METOAbI
pelleHus: py MOJCKa3Ke MpenoaaBaTelis, OTBeYaeT Ha BOMPOCH HEYBEPEHHO, HO C HErpyObIMU
ommOkamu. [Ipencrasisier paboTy Ha 3alIUTE Y1OBIETBOPUTEIIBHO.



61-80 CTyneHT B I1€JIOM YBEpEHHO pa30upaeTcs B 3ajadye, 3HAET M HCIOJIb3YEeT METOIbI
pEUICHHS MPAKTHYECKA CaMOCTOSTEIBHO, OTBEYAET HA BOMPOCH ¢ 3aMedanusiMu. [IpencraBiser
paboTy Ha 3aIUTe B 11€JIOM XOPOLIO, C 3aMEYaHUSIMHU.

81-100 CtyneHT OTIMYHO pa30dupaeTcs B 3a/adye, 3HAET M UCIOIb3YET METOABl PEIICHUS
CaMOCTOSITENIbHO, OTBEYAeT Ha BOMPOCHI YBepeHHO. [IpeacTaBiser paboTy Ha 3aIIuTe OTIMYHO,
YBEPEHHO.

JlomyckoM 10 9Kk3aMeHa siBnsieTcs: BeinmonHeHne 80% mabopaTopHbIX pabOT/KOHTPOIBHBIX
3a/IaHui, ¢ OIICHKOM 3a KaXayto He MeHee 50 6aios.

OueHOYHbIE MaTepHanbl TEKYIIEro KOHTPOJS pa3MmelnieHsl Ha caiite TI'Y B pasgene
«Mudopmanus 06 odbpazoBateabHOI mporpammey - https://www.tsu.ru/sveden/education/eduop/.

10. Iopsaaok NpoBe/ieHNs 1 KPUTEPHH OLIEHMBAHMS N1POMEKYTOYHOM aTTecTALUM

DK3aMeH B CEIbMOM U BOCBMOM CEMECTpax MPOBOIUTCS B YCTHOM/MHCbMEHHON hopme ¢
WCIOJIb30BAaHUEM TMIEpEYHS KOHTPOJBHBIX BOMNPOCOB/OMIETOB MmO Kypcy. Cxema BOIPOCOB
9K3aME€Ha COOTBETCTBYET KOMIIETEHTHOCTHOM CTPYKType IMCUUILIMHBL Pe3ynbTarhl 3K3aMeHa
OIIpEAEISIOTCSA OLIEHKaMHU «OTJIIMYHOY, «XOpOLIO», «yJIOBJIETBOPUTEIBHOY,
«HEYAOBJIETBOPUTENbHO». [IponomkuTensHOCT 3K3aMeHa 1,5 vaca.

Kpurepruu BbicTaBICHUS OL[CHOK:

ODIMYHO - CTYAEHT B COBEPILICHCTBE OBJIAAE] BCEMU TEOPETHUYECKHMMHU BONPOCAMU
00s13aTEIPHOrO MaTepuaa o paszesiaM JIEKIIMOHHOIO Kypca, [ToKa3all Bce TpeOyeMble YMEHUs U
HaBBIKY MPH BBITOJHEHUH 33JaHUH Ha J1Ja0OpaTOPHBIX/MIPAKTUYECKUX 3aHATHUSX.

Xopomio - CTyAEHT OBIajaes 00s3aTelNbHBIM MaTepHalioM IO pa3iesaM JEeKIMOHHOTO
Kypca, BO3MOXXHO C HEKOTOPBIMH HEIOCTAaTKaMH, a TaKKe IOKa3al Bce TpeOyeMble YMEHHS U
HaBBIKH TP BBHITIOJIHEHUH 3aJIaHUI Ha J1a00paTOPHBIX/TIPAKTHYECKUX 3aHITHIX.

VYIOBIETBOPUTENIBHO - CTYAEHT MMEET HEeJOCTaTOYHO IIIyOOKHe 3HAHMUS 110
TEOPETUUYECKUM pa3ziesiaM 00s3aTeIbHOr0 Marepuana AUCHUIIINHBI, HO TTOKa3all Bce TpeOyeMble
YMEHUSI M HAaBBIKH MPH BBITTOIHEHUY 33JaHUI Ha JIA00OPATOPHBIX/MIPAKTUYECKUX 3aHATHUSX.

HeynoBieTBOpuTENbHO - CTYISHT HMMEET CyIIeCTBEHHbIE MPOOETsl MO OTIAEIbHBIM
TEOPETHUECKUM pasfieliaM CIEeIHalbHON JUCIHUIUIMHBI WM HE MOoKa3al TpedyeMble YMEHUS U
HaBBIKH IPH BBHITIOJHEHUH 3aJJaHUI Ha 1a00paTOPHBIX/TIPAKTHYECKUX 3aHITHIX.

OneHouHble MaTepuabl AJs MPOBEACHUS NMPOMEXYTOUHOM aTTeCTAllud pa3MELIEHbl Ha
caiite TI'Y B pasgene «MHbopmamus o0  oOpa3oBaTenbHOW — mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHO-MeTOAMYECKOE O0ecIeYeHue

a) DIIEKTPOHHBIM y4eOHBII Kypc MO OUCHUIUIMHE B CHCTEME 3JIEKTPOHHOTO O0y4YeHHS
«IDO» - https://Ims.tsu.ru/course/view.php?id=8568
0) OnleHOYHBIE MaTepualibl TEKYIIEr0 KOHTPOJII M MPOMEXKYTOUHOH aTTecTaluu II0
TUCITUTUIHHE.
B) [lnan npakTHYeCKuX 3aHATHH 110 TUCLUIUINHE.
Paz6op npumepoB u penieHre 3a1ad mo TeMe i dpol 3aMeHbI
Paz6op mpumMepoB U pernieHue 3a1a4 Mo TeMe MU GPbI TePECTaHOBKH.
Paz6op mpumMepoB U pemieHue 3a1a4 Mo TeMe adCOIIOTHO CTOMKHE MU (PBI.
Paz06op npuMepoB u pelieHre 3aj1ad o TeMe 0J109HbIe U dpHI.
Paz6op npumepoB u pelieHne 3a1a4d mo TeMe MOTOYHbIE MU PHI.
Paz6op npumMepoB u perieHre 3a1ad mo TeMe aCCUMETPUIHBIC MU(PHI.
Paz6op npumepoB u pemieHne 3a1ad mo TeMe nuQpoBast MoAIUCh.
Pazbop mpuMepoB © pemieHHe 3amad Mo TeMme Kpunrorpadudeckue (QpyHKIUU
XEIIMPOBAHUSI.
r) MeTroaudeckne yKazaHus MO MPOBENEHUIO T1a00paTOPHBIX padorT.
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https://lms.tsu.ru/course/view.php?id=8568

J151s1 BeIMOIHEHUS 1a00paTOpHOM paboOThl CTYAEHTY HEOOXOIUMO:
1. U3yunTh MeTOAMYECKHE YKa3aHUS 110 BHIMOIHEHHIO J1a00opaTOPHON pabOTHI.
2. Peanu3oBars TpeOyeMblil METO/ KpUIITOAHAIIH3A.
3. IIpoKOMMEHTHPOBATh MPETIOJABATEIIIO MPOLIECC BHIYMCICHHIA.

r) Meronuueckue yka3aHus 10 OPraHU3aIii CaMOCTOSTEILHON PabOThI CTY/ICHTOB.

CamocrosTenbpHas paboTa opraHu3yercs B Cleayromux ¢gopmax: pabora co claigaMu
JIEKIIMM; W3Y4YE€HHE BOIPOCOB, BBHIHOCHMMBIX 33 paMKH JIEKIIMOHHBIX 3aHATHH; BBINOJIHEHUE
KOHTPOJIbHBIX 3aJ[aHHi; MOATOTOBKAa K JIa0OpaTOPHBIM 3aHATHSAM; MOATOTOBKA K pyOeKHOMY
KOHTPOJII0O T0 TeMme/pazneny (arrectamuu). Paboty co cnmaiimamu (KOHCIIEKTOM) JICKIIUU
1[eIecOo00pa3HO MPOBOAUTH HEMOCPEACTBEHHO TMOcjie ee MpochymuBaHusi. HeoOxoaumbiM
ABJIIETCS TIIyOOKOE OCBOEHUE COJEp)KaHUs JIEKIUU U CBOOOJHOE BIAaJEHHE UM, B TOM 4YHCIIE
HCIIOJIB30BAHHOM B HEW TepMUHONOrMu. Ms3ydeHue BOIpPOCOB, BBIHOCHUMBIX 3a paMKH
JEKUMOHHBIX  3aHATUH,  NPEANOJaraeT  CaMOCTOSTENbHOE  M3Y4€HHE  CTyAEHTaMu
JIOTIOJIHUTENIBHOM nuTepaTypbl. KOoHTponbHbIe 3a1aHus U JabopaTopHble pabOThI, MPUBEIEHHBIE
B IUIaHAX 3aHATUH, BBINOJHSIOTCS CTyJEHTaAaMH B 00s3aTeNbHOM Mopsake. Meronudeckue
yKa3aHusi 00y4aronMMcsi IO OCBOEHHUIO JUCHUIUIMHBI. IIeJIeHaNpaBlIeHHO, CUCTEMAaTUYeCKU U
IJTAHOMEPHO palboTaTh CO claiaMy JIEKUUH; U3y4aThb PEKOMEHyEMYIO JINTEpaTypy, A0ObIBas
HOBBIC/00001IAs MONyYCHHbIC 3HAHUS; TPATUTh HE MEHEe Yaca B JICHb HAa CAMOCTOSTEIBHYIO
paboTy; KOHCYJIbTHPOBATbCS C IIperojaBaTesieM IpU BO3HUKHOBEHMM BOIPOCOB; AKTUBHO
UCIOJIb30BaTh Y4eOHO-METOAMYECKUN KomIuiekc Ha ©O0a3ze Moodle TI'YV; paGorate ¢
TeMaTH4ecKuMu (hopymamu B cetu MIHTepHET.

12. Tlepevyenn yueOHOI JUTEpPaTYphl U pecypcoB ceTu UHTepHeT

a) OCHOBHAs JIUTEpaTypa:

— 3aneunukos C.B., Kazapun O.B., Tapacos A.A. Kpunrorpaduueckue METOJIbI
3amuTel nHGopManuu - M.: FOpaiit, 2016, 308 c.

—Jloce A.b. Kpunrorpaduueckue meroas! 3ammrtsl nHGopmanuu - M.: KOpaiit,2018,
473 c.

— Psbko b.4., ®uonoB A.H. Kpunrorpadudeckne mMeTonbl 3amuTel nHGopMauu - M.:
lNopsuas JIlunus — Tenexkom, 2014, 229 c.

— ®omuués B.M., Mensnukos J[.A. Kpunrtorpadguueckue MeToabl 3alUThl HHpOpMauu
-M.: FOpaiit , 2017, 209 c.

—babam A.B. Kpunrorpaduueckue Merons! 3ammTsl nHpopmanuu-M.: PUOP,2019, 413 c.

0) AONOMHUTENbHAS JIUTEpaTypa:

— AndepoB  A.Il, 3y6oB A.O. Ky3smun A.C., UYepemymkun A.B. OcHOBHI
kpunrorpaduu. Yaedbnoe nocodue. - M.: I'enmmoc APB, 2002, 480 c.

— ba6enko JI.LK., MmykoBa E.A. CoBpeMeHHbIE aJI'OPUTMBI OJIOYHOTO MHU(pPOBAHUS U
MeTtoabl uxX ananusa -M.: 'ennoc APB, 2006, 376 c.

— Arub6anoB I'.Il. Koneunsie aBromatsl B kpumnrorpaduu // IlpuknaaHas QuckpeTHas
MatemaTtuka, 2009, [Tpuoxenue Ne 2, C. 43-73

— ArubanoB I'.Il. M30paHHbIle TeopeMbl HadalbHOrO Kypca Kpunrtorpaduu - Tomck:
HTIJL, 2005, 116 c.

— Ben6o Mao CoBpemenHast kpuntorpadus: Teopus u npaktuka - M.: Bumbsamc, 2005,
768 c.

— Inatiep bproc [lpuknannas kpunrorpadus. IIpoTOKONBI, alIrOpUTMBbI, UCXOAHbBIE
TeKcThl Ha si3b1ke Cu - M.: Tpuymd, 2002, 816 c.

— Ky3pmunoB T.B.  Kpunrorpadudeckue  MeTonbl  3alMThl  HHPOPMAIHH -
HoBocubupck: Hayka, 1998, 194 c.

B) pecypchl cetu MIHTepHeT:



— Kypc "OcHoBbl kpunTorpaduu" [DnekTpoHHbiit pecypc] / HarmonansHbili OTKPBITHINA
VYuusepcurtet "MHTYUT". URL: http://www.intuit.ru/studies/courses/691/547/info

— Kypc "MatemaTtuka kpunrorpaduu u Teopust LuppoBaHusy [ DIeKTpOHHBIH pecypc] //
Hanuonansusiit OTkpeiThii YHUBepeuter "MHTYUT". URL:
http://www.intuit.ru/studies/courses/552/408/info

— Kypc "Kpunrorpaduueckne ocHOBbI Oe3onacHoCTH" [DIeKTpOHHBIN pecypc] //
Haunonansueiii OtkpoiTeii Yausepcuter "MHTYUT". URL:
http://www.intuit.ru/studies/courses/28/28/info

13. Ilepeuensb nHGOPMALMOHHBIX TE€XHOJIOTHIi

a) JIMIIEH3MOHHOE M CBOOOIHO pacipoCTpaHsIeMOoe IporpaMMHOE 00ecriey eHHe:

— OC Windows/Linux, 6pay3ep Firefox/SInaexc

— my0anyHO HocTynHbIe obnaunbie TexHoaoruu (Google Docs, SIHIEKC TUCK | T.IL.).
— OecrulaTHasi HHTErpUpOBaHHAs cpena paspadorku s Python/C++

— xpunronposaiinep Kpunrollpo CSP

— USB-token JaCarta

0) uH(GOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI:

— OnexTpoHHbIN KaTanor Hayunoit 6ubmmotexu TT'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru &theme=system

— DnextponHas oubnuoreka (pernozutopuii) TT'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlansb — http://e.lanbook.com/

— OBC KoncynpTanT cryaenta — http://www.studentlibrary.ru/

— O6pa3oBarenbHas mwiardopma FOpaiit — https://urait.ru/

—9BC ZNANIUM.com — https://znanium.com/

— 9BC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuainbHO-TeXHHYECKOe o0ecrneueHue

AynuTopuu 1Jis IPOBEIEHUS NMPAKTUUECKUX U JTa0OpaTOPHBIX 3aHATUH, a TAK)KE 3aHATUN
JIEKIIMOHHOIO THUIIA, MHAWBHUAYaJIbHBIX W TPYIIIOBBIX KOHCYJbTallMi, TEKYILLEro KOHTPOJ U
MPOMEXYTOUHOW arTectanuu. [lomermieHuss A caMOCTOSITENbHOM paloThI, OCHAIllEHHBIE
KOMIIBIOTEPHON TEXHUKOM M JOCTYNOM K ceTu VHTepHeT, B 3JeKTPOHHYI0O MH()OPMAIMOHHO-
00pa3oBaTEIbHYIO Cpeay U K MH(POPMAIIMOHHBIM CIIPAaBOYHBIM CHUCTEMAaM.

15. Undopmanus o pazpadboTunkax

Tpenpkaes Banum HukosnaeBuu, KaHI. TEeXH. HayK, [JOLIEHT, JOLEHT Kadenpsl
KOMITBIOTEPHON 0€e301acHOCTH


http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/
https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/

	Методы и средства криптографической защиты информации
	1. Цель и планируемые результаты освоения дисциплины
	2. Задачи освоения дисциплины
	3. Место дисциплины в структуре образовательной программы
	4. Семестр(ы) освоения и форма(ы) промежуточной аттестации по дисциплине
	5. Входные требования для освоения дисциплины
	6. Язык реализации
	7. Объем дисциплины
	8. Содержание дисциплины, структурированное по темам
	9. Текущий контроль по дисциплине
	10. Порядок проведения и критерии оценивания промежуточной аттестации
	11. Учебно-методическое обеспечение
	12. Перечень учебной литературы и ресурсов сети Интернет
	13. Перечень информационных технологий
	14. Материально-техническое обеспечение
	15. Информация о разработчиках

