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OneHoyHble MaTepUaIbl TEKYIIEro KOHTPOJIS U MIPOMEXYTOYHOM aTTECTAIHH TI0 JUCITHILIHHE
(OnieHOYHBIE CPENCTBA IO JTUCITUATLIHHE)

3amuTa B OIEPAIMOHHBIX CHCTEMAX
10 HaNlPaBJIEHUIO IIOATOTOBKHY / CIIEITHATIFHOCTH
10.05.01 KomnbioTepHasi 6€3011aCHOCTH

HanpasnenrocTs (Tipoduiis) MOATOTOBKY / CIICITHATA3 AU
AnHanu3 6€30IIaCHOCTH KOMIBIOTEPHBIX CHCTEM

Tomck — 2023



IIpotokon ot 08 uronst 2023 r. Ne 02



Ouenounnie cpeacrBa (OC) sBISIOTCS SIEMEHTOM OLICHUBAHUS CHOPMUPOBAHHOCTH KOMIICTCHIIMH Yy OOy4YalomMXcs B IIEJIOM HIU Ha
OIIpEICIIEHHOM 3Tare ee OPMUPOBAHHUSL.
OC pa3pabaThIBarOTCS B COOTBETCTBHH ¢ paboueit mporpammoii (PIT).

1. KoMmnerennuu u pe3yabTaThbl oﬁyqennﬂ, (l)opanyeMble B pe3yJjibTaTe OCBOCHUA NTUCHUIIJIUHBI

Komnerennus

HNuaukatop
KOMIIETEHIHH

Kon u HanmenoBanue
pe3yJIbTaTOB

o0y4eHus (TUTaHUPYEMBbIe
pe3ynbTaThl 00y4YeHus,
XapaKTepU3yIOIIHe ITaIlbl
(dbopmMupoBaHUsT
KOMITCTCHITHIA)

Kpurepuu oueHnBaHus pe3y/jbTaToB 00y4eHUs

OTInYHO

Xopouio

Y,I[OBJ'IGTBOPI/ITe.TILHO

HeynosneTBopurensHO

OIIK-9. Cniocoben
pemars 3a1a9u
npodeccHoHaIBEHOM
JIeSITEIIEHOCTH C
Y4ETOM TEKYILEro
COCTOSIHUS U
TEHJEHIUI pa3BUTHA
METOJIOB 3aIIUTHI
nHpopmanum B
OTIEPaIIMOHHBIX
cUCTeMax,
KOMITBIOTEPHBIX CETAX
U CHCTEMax
ynpasieHus 6azaMu
JTAaHHBIX, a TAKKe
METOIOB ¥ CPEJICTB
3amIUTHl HHPOPMAUN
OT YTEYKH I10
TEXHUYECKUM
KaHaJlaM, CeTeld 1

HNOIIK-9.1 YuuteiBaeT

COBPCMCHHBIC TCHACHIINH
Ppa3BUTHA MCTOAOB 3alIATHL

HHPOPMAITIH B

OIMNCPAMOHHBIX CUCTEMAX,
KOMIIBIOTCPHBIX CETAX U

crcTeMax yIpaBJeHHs
6a3aMM JaHHBIX NIPH
pelIeHnn 3a/1a4y cBoeH
npodeccHoHaTbHON

nestensHocTH; MOITK-9.2

OO0J1ataeT 3HaHUEM U

JACMOHCTPUPYECT HABBIKN

NpUMEHEeHHUs 0a30BbIX
METOOB 3aIINTHI
nHpOpMAIIH B

OIICPAMOHHBIX CUCTEMAX,
KOMIIBIOTEPHBIX CETAX U

cUCTEMax yIpaBlICHHS
0a3aMH JJaHHBIX.

OP-1 3nars cpencrsa u
METOJIBI XPaHEHUS H
nepenayn
ayTeHTH(HUKAITHOHHON
UH(DOpMALHH.

OP- 2 3Hath 3alIUTHEIE
MEXAaHU3MBI U CpCI[CTBa
obOecnieueHus 0€30MaCHOCTH
OTIEPAIIMOHHBIX CHCTEM.

B coBepieHcTBe
3HAET CPEJICTBA U
METO/IbI XPAHCHHUS U
nepeadn
ayTeHTH(UKAITMOHHON
UH(DOpMALHH.

B coBepieHcTse
3HAET 3al[UTHBIE
MEXaHW3MBI U
cpescTBa
obecreueHus
0e30IMacHOCTH
OIEPAUOHHBIX
CHCTEM.

3HaeT cpencTra u
METOJIbI XpaHEeHHS 1
nepeaayn
ayTEHTU(QUKALNOHHON
uH(DOpMaLH.

3HaeT 3alIrTHHIC
MEXaHU3MBI U
cpezcTBa
obOecreueHus
0e30IacCHOCTH
OTepaIlMOHHBIX
CHCTEM.

3HaeT OCHOBHBIC
CpelcTBa U METOIbI
XpaHEeHUS ¥ epeaaqyn
AyTEHTU(HUKAIIMOHHOM
nHdopmanum.

3HaeT OCHOBHBIC
3aIIUTHBIE
MEXaHMU3MEI ¥
cpezcTBa
obecrnieueHus
0€e30IMacCHOCTH
OTIePAIMOHHBIX
CHCTEM.

He 3HaeT OCHOBHBIC
CpelcTBa U METOIbI
XpaHEeHUS ¥ epeaadn
AyTEHTU(HUKAIIMOHHOM
nHdopmanum.

He 3naet 3ammuTHBIE
MEXaHU3MBbI U
cpencTBa obecreueHus
0€e30IMacCHOCTH
OTIePaIMOHHBIX
CHCTEM.




CUCTEM Tepelaun
nHPOPMALINH.

OIIK-16 Cnocoben
HPOBOJHTH
MOHHTOPHHT
paboTococoGHOCTH U
aHanu3

3¢ EKTHBHOCTH
CPEACTB 3aLIUTHI
nHpopmanuu B
KOMITBIOTEPHBIX
CHUCTEMaX U CeTSIX.

HOIIK-16.1
OcCyIecTBIIIET OIEHKY
pabotocmocobHOCTH
NPUMEHSEMBIX CPEIICTB
3aIIUTHl HHPOPMALIUH B
KOMIIBIOTEPHBIX CHCTEMaX
" CCTAX C UCIIOJIB30BAHHUCM
IITAaTHBIX CPCACTB U
METOJIVK;

HOIIK-16.2
Ocy1ecTBIIseT OLEHKY

3¢ exTHBHOCTH
NPUMEHSEMBIX CPEIICTB
3aI0UTHl HHPOPMALHH B
KOMIIBIOTEPHBIX CHCTEMaX
U CeTSX C MCHOJIb30BaHUEM
IITAaTHBIX CPCIACTB U
METOJIHK;

NOIIK-16.3 Onpenensiet
YPOBCHDb 3allIMIICHHOCTU U
JIOBEPUSI CPECTB 3alUThI
HHPOPMAITIH B
KOMITBIOTEPHBIX CUCTEMAaX
U CeTAX.

OP-3 3Hatb TpeOoBaHMA K
MOACUCTEME AyAUTa U
MOJIUTUKE AyAUTA.

OP-4 Ymetp
(dhopMyIHpOBaTh U
HACTpauBaTh MOJUTUKY
0€30MMacHOCTH OCHOBHBIX
OTIEPAIMOHHBIX CUCTEM, a
TaKXe JIOKAJIbHBIX
KOMIIBIOTEPHBIX CETEH,
ITOCTPOCHHBIX HAa UX OCHOBE.

OP-5 YMeTh ocylecTBIsATh
MepHI IPOTUBOJICHCTBHUS
HapYIIECHUSIM O€30MaCHOCTH
C UCIIOJIb30BAHUEM
Pa3IUYHBIX TPOTPAMMHBIX U
anmapaTHBIX CPEJCTB
3aIUTHI.

B cosepiieHncTse
3HaeT TpeOOBaHUS K
MIOJICUCTEME ayIHTa U
MIOJIMTHKE ayJNTa.

B coBepuieHcTBe
yMeeT
(dbopmynupoBaTh U
HacTpauBaTth
TIOJIUTHKY
0e30macHOCTH
OCHOBHBIX
OTIePaIlMOHHBIX
CHCTEM, a TAKXKE
JIOKAJIbHBIX
KOMITBIOTEPHBIX
CeTell, IOCTPOECHHBIX
Ha UX OCHOBE.

B cosepiieHcTBe
YMEET OCYNIECTBIIAT
MepBI
MPOTUBOCUCTBUS
HApYUICHHUSIM
0€30I1aCHOCTH C
HCIIOJIb30BaHUEM
Ppas3IuYHBIX
MPOTPaMMHBIX U
anmapaTHBIX CPEICTB
3aLUTEL.

3HaeT TpeOOBaHUS K
MOJICUCTEME ayJUTa U
MOJIUTHKE ayAuTa.

Vmeer
(dbopmynupoBaTh U
HacTpauBaTh
MIOJIUTUKY
0€e30MacHOCTH
OCHOBHBIX
OHepaI_[I/IOHHI)IX
CHCTEM, a TaKXKe
JIOKAJTbHBIX
KOMITBIOTEPHBIX
cereil, TOCTPOSHHBIX
Ha UX OCHOBE.

YMeeT ocyliecTBIATh
Mepbl
MPOTUBOJICUCTBUS
HapYUICHUSM
0€30MacHOCTH C
HCIOJIb30BaHUEM
Ppa3IUYHbIX
MPOTPaMMHBIX U
anmnapaTHbIX CPEJCTB
3QIUTHI.

3HaeT OCHOBHEIE
TpeOOBaHUS K
MOJICUCTEME ayJIuTa U
MOJIUTHKE ayJIHUTa.

Vmeer
(bopMyIrpoBaTh U
HACTPauBaTh
MOJIUTHKY
6€30MacHOCTH
OCHOBHEIX
OTEPAIIMOHHBIX
CHCTEM.

YMeeT ocylecTBIATh
MephI
MPOTUBOICHCTBUSA
OCHOBHBIM
HapYIICHUSIM
0€30MacHOCTH C
HCTIOJIb30BaHUEM
Pa3IUYHBIX
MIPOrpPaMMHBIX

He 3Haer TpeboBanus
K TIOJICHCTEME ayIuTa
U NIOJIUTHKE ayINTA.

He ymeer
dbopmynHpoBaTh U
HACTPaMBaTh
MOJTUTUKY
0e30MacHOCTH
OCHOBHBIX
OTIEePaIMOHHBIX
CHCTEM.

He ymeer
OCYIIECTBIISTH MEPHI
MIPOTHBOACHUCTBUS
HapyIIEHUAM
0€30IMacCHOCTH C
HCIIOJIb30BAHUEM
Pa3IUYHBIX
NIPOTPaMMHBIX U
amnmapaTHBIX CPEACTB
3aIUTHI




OIIK-18. Crocoben
MIPOBOANTD aHAIN3
3aIIUIIEHHOCTH U
OCYIIECTBIISATH MTONUCK
YSI3BUMOCTH
KOMITBIOTEPHOU
CUCTEMBI.

TIK-3 Cnocoben
MIPOEKTHPOBATH
IIPOTPaMMHO-
amnmapaTHbIe CPECTB
3alIUTHl UHPOPMALIUU
KOMIIBIOTEPHBIX
CHCTEM U CETEil.

HOIIK-18.1 Onpenenser
YPOBEHB 3alIUIICHHOCTH H
JIOBEPHSL B KOMITBIOTEPHBIX
CUCTEeMax U MPOTHO3UPYET
BO3MOXKHBIE ITyTH Pa3BHTHUAL
JIEHCTBUI HapyLIUTENS
nH(OpMaLMOHHOI
0e30IacHOCTH;
NOIIK-18.2 OuenuBaer
COOTBETCTBHE MEXaHU3MOB
6e30macHoOCTH
KOMIIBPIOTEPHOI CHCTEMBI
TpeOOBaHUSAM
CYIIECTBYIOIIUX
HOPMATHBHBIX
JIOKYMEHTOB, a TaK)Xe HX
aJIeKBaTHOCTH
CYIIECTBYIOIIUM PHCKaM;
NOIIK-18.3 CocTapnsieT u
odopmIsieT
AHAJIMTUYECKUH OTYET MO
pe3yabTatamMm
MPOBEACHHOIO aHaJK3a,
pa3pabarbiBaeT
HPEeJIOKEHHS 1O
YCTPaHEHUIO BBISBICHHBIX
ySI3BUMOCTEH.

HIIK-3.1 Pa3paboTtka
TEeXHUYECKUX 3aIaHHH,

OP-6 Bnanets HaBBIKAMU
OLICHKH YPOBHS 3aLLUThI
ONEPALMOHHBIX CUCTEM.

OP-7 Bnanets HaBBIKAMU
pa3paboTKu MPOTrPaMMHBIX
MOJyJIEH, peanu3yrouumx
3a/1a4M, CBSI3aHHEBIE C
obecrieueHreM
0e30MacHOCTH
OHepaI_[I/IOHHLIX CUCTEM.

B cosepiieHncTse
BJIa/IeCT HaBBIKAMU
OLICHKH YPOBHS
3aITATHI
OTIePALITHOHHBIX
CHCTEM.

B coBepiuencTse
BIIaZie€T HaBBIKAMU
pa3paboTku
MIPOrPaMMHBIX
MOAYJEH,
peaT3yIOIIIX
3a[a4M, CBSI3aHHEIE C
obecrieueHreEM
0e301MacHOCTH
OTEPAUOHHBIX
CHCTEM.

Brnaneer HaBbIKamMu
OLEHKHU YPOBHI
3aIlIUThI
OnepannoOHHBIX
CHUCTCM.

Brnaneer HaBbikamu
pa3paboTku
TPOTPAMMHBIX
MOJyJIeH,
peaTU3yIONIUX
3a/1a4M, CBSI3aHHBIE C
o0OecreueHrueM
0e30IacCHOCTH
OTepaIlMOHHBIX
CHUCTEM.

Cnabo Biazgeer
HaBLIKAMH OLIEHKH
YPOBHSI 3aIUThI
OTIEPAIIMOHHBIX
CHCTEM.

Cnabo Biageer
HaBLIKaMU
pa3paboTku
MPOTrPaMMHBIX
MOJYJIEH,
peaTu3yroImx
3a/1a4M, CBI3aHHBIE C
obecrneueHuEM
0€e30IacCHOCTH
OTEPAIIMOHHBIX
CHCTEM.

He Bnaneer HaBbIKaMu
OLIEHKH yPOBHS
3aIIUTHI
OTIEPAIIMOHHBIX
CHCTEM.

He BnageeT HaBbIKaMH
pa3paboTku
MPOrPaMMHBIX
MOJyJIEH,
peanu3yoIuX 3a1a4y,
CBSI3aHHBIE C
obecrneueHHEM
0€e30IMacCHOCTH
OTIePaIMOHHBIX
CHCTEM.




JCKHM3HBIX, TEXHHYECKUX H
pabounx IpoeKTOB paboT
10 3aIuTe HHOOPMAITHH.




2. Oranbl GOpMUPOBAHMS KOMIIETEHIIUI U BUAbI OLIEHOYHBIX CPEICTB

No JTansl (l)OpMPIpOBaHI/IH KOMHeTEHHl/Iﬁ KOI[ U HAUMCHOBaHUE Bl/I}I OLCHOYHOI'0 CpeACTBa
B (pa3neJibl AMCUMIIJIMHBI) pe3yJIbTaToB 00y4eHust (TecTsl, 3amaHwsL, KEHCHI, BOTIPOCHI  JP.)
L VYmpasaenue noctymom B OC OP 1.7 JlaGopaTopHsie paboTHI,
TEOPETUUECKHUE BOIIPOCHI
) MeTto/p1 UACHTU(UKALIAN U OP 17 JlaGoparopHsie paboTHI,
" |layrentudukamun B OC TEOPETHUSCKHIE BOITPOCHI
3. Metona ayaura OC OP 1.7 JlaGopartopHble paboThI,
TEOPETUUECKHUE BOIIPOCHI

3. TunoBble KOHTPOJIbHBIC 3aJaHUsl WJIM HHbIC MaTEpHAJIbI, HCOﬁXOHHMLIe JJISA
OICHKH OﬁpaSOBaTeJILHLIX pe3y/ibTaToB oﬁyqe}mﬂ

3.1. TunoBble 3afaHusi JUIsl MPOBENCHHUS TEKYIIET0 KOHTPOJS YCIEBAEMOCTH 10
JUCIUIUINHE.
[Tpumeps! 1abopaTopHBIX PadOT:
1. Peanuzauus ynpasienus noctynom B OC Linux mpu nomouu AppArmor.
2. Peamuzanus ynpasnenus goctynom B OC Linux npu nomomu SELinux.
3. Peanusauus coOCTBEHHOro MoAyis ayTeHTU(UKaMK noib3osareneil (PAM) nis
OC Linux.
4. Hactpoiika ayqura OC Linux Ha npumepe Auditd.
3.2. Tunosble 3aaHus JUIsl IPOBEJICHUS IPOMEKYTOUHOM aTTeCcTaluy 10 JUCLUIIINHE
[IpuMepsl TeM U1l TEOPETUYECKHUX BOIIPOCOB B YCTHOM 3a4€Te:
Cuctema PAM. Apxutektypa, IpUHLIUI paOOTHI.
Cucrema AppArmor. ApXUTeKTypa, IPUHIUI pabOThI
Cucrema SELinux. ApxuTeKkTypa, IpUHIUI padOThI
[Toncucremsl ssapa LSM. ApxutexkTypa, IpUHIMI padOThl, CYIECTBYIOIINE
MOZyJIN
Cuctema xpaHeHus KiroueBoil nHpopmanun AF-merge
e [loacucrema saapa dm-crypt. LUKS

4. Metoanueckue  MaTepHaJbl, ONpeAeJsAOIIHe  NPOLEAYPbl  OLECHMBAHHUS
0o0pa3oBaTeJIbHBIX Pe3yJIbTATOB 00y4eHH

4.1. Meronuueckue marepuaibl JUIsl OLEHKH TEKYIIEro KOHTPOJS YCIIEBAEMOCTH IIO
JVCLATIIINHE.
Kputepuem BbINOIHEHUSI CTYIEHTOM J1a00paTOpHON paOOTHI SBIISIETCS:
® HAIM4YME y CTYJAEHTAa IPOrpPaMMHON pealn3alui MEXaHU3Ma 3alUThl WU ayJIuTa,
paccMaTpuBaeMoro B paMKax J1abopaTopHoil paboThI;
® CrHOCOOHOCTH CTYAEHTA OOBSICHUTH CYyThb MEXaHM3Ma 3alllUThl, €0 OTPAHUYEHUS U
MOJEIb HapylIUTENs, B paMKaX KOTOPOM NaHHBIM MEXaHU3M  SBIIAECTCS
3¢ hEeKTUBHBIM.

4.2. Metoquueckue Marepuaibl I TMPOBEACHUS IPOMEXKYTOYHOW aTTeCTaluu 10
JVCLUATIIINHE.




IIpomexxyTodHas arrecTanus MO AUCLUILIMHE NPOBOJUTCS B (OPME YCTHOTO 3a4eTa Io
TEOPETUUECKOMY MaTepuay.

K 3auery [jomyckaiooTcs  TOJNBKO  CTYJIEHTBI, YCIELIHO  BBINOJHMBILNE  BCE,
peycMaTpuBaeMbIe KypcoM J1ab0opaTopHbIe PadOTEHI.

Kaxnp1ii Omter /i yCTHOTO 3a4€Ta COCTOUT M3 ABYX TEOPETHUYECKUX BOIPOCOB IO ABYM
TeMaM JUCLUIUIMHBIL.



