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1. KOMHeTeHIII/II/I U HHAHAKATOPbLI HUX JOCTHXKCHHUSA, IPOBEpAEMbIC JTaHHBIMHA
OLCHOYHBIMH MaTepHaAIaMH

Lenbto0 OCBOSHHSI TUCIUIUIMHBEI ABJSIETCA (POPMUPOBAHUE CIICAYIOMIMX KOMIETSHIINH:

OIIK-10 CrocobeH aHamuM3WpOBaTh TEHICHIIMM PAa3BUTHS METOJOB M CPEICTB
KpUnrorpaguueckond 3amuTsl HWH(GOpPMAIMK, HCIOJB30BATH CPEICTBA KPHUMITOTpapuuecKon
3alUThl HH(GOPMALMY IIPU PEIIEHUH 3a/1a4 IPOPECCUOHATILHON AEATEIbHOCTH.

OIIK-13 Cnocoben pa3pabareiBaTh KOMIOHEHTBI MPOrPAMMHBIX M IPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3aIUUThl HH(GOPMALMK B KOMIBIOTEPHBIX CHCTEMaxX U MPOBOAUThH aHAIU3
uX 0E30MaCHOCTH.

OIIK-2 CnocobeH MpUMEHSATH MPOrPaMMHBIE CPEACTBA CHCTEMHOTO W IPHKJIAJTHOTO
Ha3HAYeHW, B TOM YHCIE OTCYECTBEHHOIO IIPOM3BOJCTBA, JUIsI pELICHHs  3a4ay
npodeCCHOHATILHOM 1eATEIbHOCTH.

IMIK-2 Crnocoben paspabareiBaTh TPEeOOBAHUS K MPOTPAMMHO-ANIAPATHBIM CPEACTBAM
3alIUThl HH(OPMALMU KOMITBIOTEPHBIX CUCTEM U CETEH.

[IK-3 CnocobGeH  mMpoeKTUpOBaTh MPOTPAMMHO-ANIApaTHBIE  CPEJACTB  3aILUTHI
UH(POPMALIUU KOMITBIOTEPHBIX CUCTEM U CEeTEH.

Pe3ynbraramMu 0CBOEHUS IHCUUIUIMHBI SBJISIOTCS CIEIYIOIINE UHAUKATOPBI TOCTHKEHUS
KOMIIETCHIINN:

HNOIIK-10.1 OcymecTBiaser aHaau3 TEHIACHIUNW pPa3BUTHUSA METOIOB U CPEACTB
KpUnTorpadguueckon 3amuThl HHGOpMaLUU

NOIIK-10.2 Ilpumensier cpeactBa Kpunrorpapuyeckoid 3amuThl HHGOpPMALUU MpU
pelIeHnH! 3a71au Npo(ecCHOHANbHOM NesTeTbHOCTH

NOIIK-13.1 IIpennpuHumaer HEOOXOAUMBIE NEHCTBUS MO COOPY M aHAIU3Y MCXOJHBIX
JAHHBIX Ul MPOEKTUPOBAHUS KOMIIOHEHT MPOTPaMMHBIX M IPOrpaMMHO-ANNapaTHbIX CPEICTB
3 Thl HHOOPMAIH B KOMITBIOTEPHBIX CUCTEMaX

NOIIK-13.2 Onpenensier mapameTpbl PYHKIMOHUPOBAHUS, ApXUTEKTYPY U HHTEpQEICHI
KOMIIOHEHT MpPOTPAaMMHBIX M TPOrPaMMHO-ANIMapaTHRIX CPEACTB 3allUThl HWH(POpMAIMU B
KOMIIBIOTEPHBIX CUCTEMAaX

NOIIK-13.3 [IpoBoauT aHaian3 KOMIIOHEHT MPOTrpaMMHBIX U IPOrpaMMHO-aIapaTHBIX
CPEACTB 3alIUThl MH(OpPMAIMM B KOMIBIOTEPHBIX CHUCTEMAaX C IIEJIbIO OIpENeIEHUs] YPOBHS
o0ecnieunBaeMON UMU 3aIIUILEHHOCTH U TIOBEPUSI

NOIIK-2.2 Omnpenenser NopsAAOK HACTPOMKH M DKCIUTyaTallMM IPOTPaMMHBIX CPEICTB
CUCTEMHOIO M MPUKIAAHOTO Ha3HAUYEHUH, B TOM YHCJIE OTEYECTBEHHOI'O IPOU3BOJICTBA,
UCTIOJIb3YEMBIX JUIS PEeLICHHs 3a1a4 IPOoPecCHOHANBHON e TeTbHOCTH

NOIIK-2.3 ®opmynupyeT NpeUIOKEHUsI MO NPUMEHEHUIO0 TMPOTrpaMMHBIX CpPEICTB
CUCTEMHOIO M MPHUKIAJAHOTO HAa3HAYEHUH, B TOM YHCJIE OTEYECTBEHHOI'O IPOM3BOJACTBA,
UCIIOJIb3YEMBIX JIJISl peUIeHUs 3aa4 NpodecCUOHAIbHON AEeSITEIbHOCTH

NIIK-2.1 Ompenenser yrpo3bl 0€30MacCHOCTH M HMX BO3MOXHbBIE MCTOYHHMKH, KaHAJIbI
yTeUKU UH(pOpMaLIUU

NIIK-2.2 Pa3zpabaTbhiBaeT MareMaTHUYeCKHE MOJIENIH, Pealu3yeMble B CPEICTBAX 3alUThI
uH(popMalun

NIIK-2.3 TIpoBoAMT HCCIEAOBaHMS C LIENbI0 HAXOXKAECHUS Hauboliee IeIecoo0pa3HbIX
MPAKTUYECKHUX PELICHUH 110 00ecrieueHuIo 3aluThl HHOpMauu

NIIK-3.2 Pa3paboTka NpPOEKTOB MPOrpaMMHBIX U AaMMapaTHBIX CpPEACTB 3allUThI
nH(pOpPMaLMU B COOTBETCTBUH C TEXHUUYECKUM 33JJaHUEM

2. OneHo4YHbIe MaTepHAJIbl TEKYIEr0 KOHTPOJISI M KPUTEPUH OLlCHUBAHMSA

OJIEMEHTEI TEKYIIETO KOHTPOJIA:
— KOHTPOJIbHBIE 3a/I1aHUS;
— J1abopaTopHOii PadoTHI.



IIpuMeps! TUIIOBBIX BAPUAHTOB KOHTPOJIBHBIX 3aJaHUN
(MOIIK-10.1, UOIIK-10.2, UOIIK-13.1, UOIIK-13.2, UOIIK-13.3):

3ammdpoBars cBoro damuinio apduHHbIM mudpom, mudpom Brkenepa, mmdpom
Xwuia, MoKa3biBasi KOPPEKTHOCTH BHIOPAHHBIX KITFOUCH.

Ucnonb3ys  kakod-nmmbo  obmauneiii  ceppuc,  Hanpumep  CrypTool-Online
(https://www.cryptool.org) moacuuTaTh YacTHBIE XapPaKTEPUCTUKH IPOU3BOJIILHOTO
OOJIBIIIOTO OTKPBHITOTO TEKCTa, 3amudpoBaTh 000 TEKCT € MOMOIIBIO CABHTOBOTO
mudpa U MOJACYMTATH YACTHBIE XapAaKTEPUCTHKH 3amIu(poBaHHOrO TekcTa. Jlanee
CPaBHUTH C TAKOBBIMH, IOJIYYEHHBIMH JIJIsI IPOU3BOJIBHOTO OTPHITOTO TEKCTA, BBIIBUHYThH
TUIOTE3y O TabjHile 3aMEeHbl, MPOBEPUTH TUIOTE3y, CPAaBHUB C HMCTUHHON TaOIUIEH
3aMEHBI.

[TocTpouts TabmuIy mudpPOBaHUS MPOU3BOJILHOTO IH(pa, KOTIa MHOKECTBO OTKPBITHIX
(mmdpoBannbix) TekctoB X=Y={0,1,2}, maoxectBo kmoueii K={0,1,2}. PeanuzoBarb
araKy Ha OCHOBE MIM(PTEKCTA, MPU YCIOBUU, YTO BCE KIIFOYH PABHOBEPOSATHBI, HO CPEIU
OTKPBITBIX TEKCTOB €CTh CHUJILHO BEPOSITHBIN TeKCT. OmpeAenuTs MpH IMepexBare KaKkoro
MIUPPOTEKCTA MOIYYASTCS HAMTYUIINI BApUAHT BOCCTAHOBICHUS OTKPBITOTO TEKCTA.
CrenepupoBaTh IPOU3BOJIbHBINA OTKPBITHIN TeKCT (8 OutT) U kitod (10 6ut). Beruncnuth
mu@poBaHHBI  TeKCT (8 OHUT), KOTOpBIM TMOJIydaeTcss TOclie TIEPBOr0 payHaa
ynpomennoro Bapuanta DES (Simplified DES). Ilpu »TomM mnpencraButh Bce
MIPOMEKYTOUHBIE PE3YAbTAThl BHIUMCICHUM KaK MPH FeHEepallii PayHIOBBIX KJIFOUEH, Tak
U TPU BBIUMCICHUM 3HAYEHUI payHI0BOM (PyHKUHMHU, T.e. mocie Kaxaoro P-Omoka, S-
omoka, XOR.

CreHepupoBaTh MPOU3BOIBHBIA OTKPBHITHIA TekcT (16 6ut) u payHaoBbId Kirou (16
6ut). Beruncnuth mudpoBanHbiii TeKCT (16 OUT), KOTOPBIN MOTy4YaeTcs MOCie MepBOTo
paynna ynpoiuieHHoro Bapuanta mudpa AES (Simplified AES). [Ipu aToM nipenctaBuTh
BCE NMPOMEXKYTOUHBIC PE3YJbTaThl BBIYMCICHHHN, T.€. IMOCIE KaXJIOro MpeoOpa3oBaHHS
SubNibbles, ShiftRows, MixColumns, AddRoundKey.

[TocTpouTs nceBaocIyyaitHyIo MOCIEJ0BATENbHOCT HEOOIIBIION IJIMHBI, BEIOpAaB MaJble
NPOM3BOJILHBIE TIApaMeTphl TeHepaTopa (MOIyNb, Ha4yalbHBIE 3HAUYEHHUE W T.IL) H
UCIIONIb3Ysl QITOPUTM CEPEIMHBI KBaJApara, JWHEHWHBIM KOHIPYIHTHBIM TIE€HepaTop,
aaMTUBHBIN reHepaTop ®uOOHAYYM, MHBEPCHBIM KOHTPY3HTHBII I'e€HepaTop, PErucTp
CIIBUTA C JINHEWHOU 0OpaTHOM CBA3BIO, TEHEPATOP C KBAIPATUYHBIM OCTATKOM.
BBIUMCIATE  HECKOJNIBKO  AIIEMEHTOB  TICEBOCTYYalHOW IOCIIEAOBATEIBHOCTH TIPH
NPOM3BOJILHO BBIOPAaHHOM KIJIFOYE, KOTJa B Ka4eCTBE TEHEpaTopa WCIONb3yeTcs
ynpoiueHHbiii BapuaiT RC4 (4 sueiixku BMecto 256). B pemieHun mnpenctaBuTh Bce
IPOMEXYTOUHBIE PE3YIbTAThl BEIYMCICHHH.

PeanuzoBare araky Ha mnoamnuch RSA mo BbeiOpaHHOMY HIMGPOTEKCTY, KOTAa MpH
NOANMUCHIBAHUU W IMM(QPOBAHUHM HCTIONB3YEeTCS OJMHAKOBBIM KITIOY, IEepPEXBavYeH
m(POTEKCT M U3BECTEH OTKPBITHIA KITFOY OTIIPABUTEINS COOOIICHUs, a TpeOyeTcsl HailTh
UCXO/IHBIM OTKPBITHIM TEKCT 03 3HaHUS 3aKPBITOTO KJItoYa: BHIOpATh MapameTpsl mudpa,
BBIYUCIUTh OTKPBITYIO M 3aKPBITYIO AKCHOHEHTHI, 3amudpoBaTh MTPOU3BOJIBHBIN
OTKPBITBI TEKCT, NMPOBECTH HEOOXOIUMBIEC BBIYMCICHHS CO CTOPOHBI aTaKYIOLIETO,
NOJNKMCAaTh 3aMacKUPOBAaHHOE COOOIIEHHE AaTaKyloIlero, NpoOBeCTH (pUHANbHBIE
BBIYUCIICHHSI CO CTOPOHBI aTaKyOIMIETO ¥ BOCCTAHOBUTH OTKPBITHIN TEKCT.



e PeamuzoBarp araky Ha mmdp Onb-I'amans Ha ocHOoBe muUPTEKCTa, Korma  TMpu
muGpOBaHUH PA3TMYHBIX COOOIIEHUN HCIIONB3YeTCs] OMHO U TOXKE 3HAYCHHE CITydallHON
BEJIMUMHBI: OMPEIENUTh, YTO HAJ0 3HAaTh aTakylolleMy, BbIOpaTh mapaMmerpsl mudpa,
BBIUMCIUTh OTKPBITHIM W 3aKpPBITHIA KJIIOUM, 3alIM(PpoOBaTh HEOOXOIUMOE KOJIUYECTBO
IMPOU3BOJIBHBIX OTKPBLITBIX TCKCTOB, INPOBCCTH BBIYHUCJICHUA CO CTOPOHBI aTAKYROULICTO,
yOeauTcs B MPaBUIIBHOCTHU PE3YJIbTaTOB aTaKH.

[TprMepbl TUTIOBBIX BapUAHTOB JIAOOPATOPHBIX PabOT
(UOIIK-2.2, UOIIK-2.3, UTIK-2.1, UTIK-2.2, UTIK-2.3, UTIK-3.2):

e BHINOJHUTH JTUHEHHBIM KpUINITOAaHAIN3 yuyeOHOro OsouHoro mudpa. YaeOHbiit mudp u
METOMKA BBINOJHEHUs JabopaTopHOM paboThl mpeacraBieHsl B kHure babdenko JILK.,
Hmrykosa E.A. CoBpeMeHHbIe anropuT™Mbl OJI0YHOTO MKU(POBAHUS U METOABI UX aHAJIHU3a.
— M: Temnoc APB, 2006. — 376c. I'maBa 9. JlaboparopHo-npakTUyeckue padoThI
(cTp.206-280).

¢ Brmonuute quddepeHnnanbabplii aHanu3 yueOnoro 6mounoro mudpa. YueOuslii mudp
¥ METO/IMKA BBITIOJHEHUsI paboThl mpencTasieHbl B kaure badenko JL.K., Mmykosa E.A.
CoBpeMeHHBIE aITOPUTMBI 0JIOUHOTO MH(POBAHUS U METOBI X aHanmu3a. — M: ['ermoc
APB, 2006. — 376c¢. I'maBa 9. JlabopaTtopHo-nipakTHaeckue padboTsl (cTp.206-280)

Brimonnenune naboparopHoi paboThI/KOHTPOIBHOTO 3ajaHus oneHuBaercs B 100 6amios:

0-20 CryneHT He pa3bupaercs B 3ajjaye, HE 3HACT METOJOB PELICHHUs, HE OTBEYaET, 100
OTBEYAET, HO C TPYOBIMH OIIMOKaMU Ha BOTIPOCHI MPETOIaBaTEesl.

21-40 Crygent cnabo paszOupaercsa B 3ajade, IJIOXO 3HAET METOAbl PEIIeHUs, He
OTBEYaeT, 100 OTBEYAELT, HO C OIIMOKAMU Ha BOIPOCHI IPEIIOAaBATESI.

41-60 CTyaeHT B 11€JIOM YIOBJIETBOPUTEILHO pa3dupaeTcs B 3a/1a4e, UCIONb3YeT METOAbI
pelieHys Npu NOJCKa3Ke MpernoaaBareisi, OTBEUaeT Ha BOIPOCHl HEYBEPEHHO, HO C HETrpyObIMHU
omnoOkamu. [Ipencrasnser paboTy Ha 3alUTe YAOBIETBOPUTEIBHO.

61-80 CtyneHT B 1I€JIOM YBEpPEHHO pa3z0upaeTcss B 3a7ade, 3HAET M HCIOJIb3yeT
METOABI PEIIEHUS TNPAKTUYECKH CAMOCTOSITENIBHO, OTBEYAET Ha BOIPOCHI C 3aMEYaHUSIMHU.
[Tpencrasnsier paboTy Ha 3aIIUTE B LIEJIOM XOPOIIO, C 3aMEYaHUSIMHU.

81-100 CryneHT OTIMYHO pazOupaeTcss B 3a7adye, 3HAET M MCIOJIB3YET METOJbI
pelIeHNs caMOCTOATENbHO, OTBEYAET HAa BONPOCHI yYBepeHHO. IIpencrasiser paboTy Ha 3amiuTe
OTJIIMYHO, YBEPEHHO.

JlomyckoMm /10 sK3aMeHa siBnsieTcs BeimoHeHne 80% naboparopHbIX paboT/KOHTPOIBHBIX
3a/IaHMi, C OIEHKOM 3a Kaxayro He MeHee S50 6aios.

3. OneHo4YHbIe MATEPHAJIbI HTOTOBOI0 KOHTPOJS (MPOMEKYTOYHOH ATTECTALMH) H
KpHUTEpPUH OLCHUBAHUA

DK3aMeH B CE€IbMOM/BOCHBMOM CEMECTPE MPOBOJIUTCS B YCTHOW/MHMCHMEHHOU (opMme ¢
WCIIOJIb30BAaHUEM TIEPEUHS KOHTPOJIBHBIX BOMPOCOB/OMIETOB MO Kypcy. Cxema BOIPOCOB
9K3aME€Ha JIOJDKHA COOTBETCTBOBAaTh KOMIIETEHTHOCTHOM CTPYKType AMCHUIUIMHBL [Ipu
OIICHUBAHUM  HEOOXOIMMO TMPOJEMOHCTPUPOBATH JIOCTHKEHHE BCEX 3aIIAHUPOBAHHBIX
WHJIUKATOPOB JOCTH)KEHHUSI KOMIIETEHLMH. Pe3ynbTaThl 3K3aMeHa ONpEeeNisioTCs OLICHKaMU
«OTJIIMYHOY, «XOPOILIOY, «yIOBIETBOPUTEIBHOY, «HEYI0BIETBOPUTEIHLHO.

[TpumepHBIif TepedeHs OMIIETOB K dK3amMeHy (7 cemecTp):

buner 1.



1. Kpunrtoananus. OCHOBHbIE KPUIITOAHAIUTUUECKUE aTaAKHU.
2. udp DES: obmas cxema, GpyHKIHS IHPPOBaHUS, TeHEPAIHS PAYHIOBBIX KIIIOUYEH.

buner 2.
1. Kpunroananus. [Ipaktudeckas u TeopeTudeckas CTOMKOCTH.
2. Iudp I'OCT 28147-89 (Marma): obmas cxema, GyHKIHs mu(ppoBaHusl, TeHEpaIus
PayHIIOBBIX KIIKOYEH.
buser 3.
1. OpraHusanus CEKpeTHOM CBSA3U C UCMOIB30BAaHUEM CHUMMETPUYHOT0, ACUMMETPHYHOTO,
ruOpuIHOTO (KOMOMHHUPOBAHHOTO) MKU(pPOBaHMUSL.
2. Iudp AES: obmas cxema, 6a3oBbie onepamnuu (Sub Bytes, Shift Rows, Mix Columns,
Add Round Key).

buier 4.

1. Ayrentudukanus coobueHuit Ha 6a3e UMUTOBCTaBKU/IU(POBON OIMUCH.
2. PexuMbl HCIIOB30BaHMS OJIOYHBIX MHU(POB (CIerIeHne, 0J109Has TaMMa, UMUTOBCTaBKa).

buner 5.

1. udpst npocroii 3amensl. [udp Lesaps. Capurossrii mmdp.
2. Cpasuenue 6mounsix mudppos 'OCT 28147-89 u DES.

buier 6.

1. YacTOTHBIN KpUIITOAHAIN3 IIU(PPOB MPOCTON 3aMEHBI.
2. BeposTHocTHasa Mozensb mudpa no K.lllenHony. Ataka Ha OCHOBE HIM(PTEKCTA.

buner 7.

1. Iudps mHOrOANpaBUTHOM 3amensl. [1Indp Bikenepa.
2. Ab6comotHo croiikue mmdpsl. Teopema IlleHHOHA.

buier 8.

1. Kpunroananu3 mm¢ppoB MHOroanpaButHoi 3amensl. Meroa Kacucku.
2. AoOcomoTHO cToiikue mu@psl. JlaTHHCKUI KBajgpar.

buner 9.

1. IIudps MHOrO3HAUHOI 3ameHbl. [1Indp nponopuroHanbHOMN 3aMEHBI.
2. Tpunuumnsl noctpoeHus 6gounbix mmdpos. Cers Deiictens. SP-ceTp.

buner 10.

1. Homurpammusie mmdpsl. [Hudp Xumna.
2. Mapupytable nepectanoBku. LlIndp BepTHKanbHON MEepecTaHOBKH.



buner 11.

1. Kpunroananus mmdpoB BEpTHKATHHON MEPECTAHOBKU HA OCHOBE 3aIPETHBIX OUTpaMM.
2. Ilotounbie mmdpsl. KoMOuHUpYOMMA 1 GUIBTPYIOITUN TeHEPATOPHI.

bumer 12.

1. Iudpse rammupoBanus. [1ludp Bepnama. OgHOpa3oBbIid 0J0KHOT.
2. Tlorounsie mmdpsl Ha 6a3e PErucTPOB CIBUTA C TMHEHHON 0OpaTHOM CBA3BIO.

buner 13.
1. Kpunroananus mmdpa raMMUPOBAHUS TIPU TTEPEKPHITHSIX.
2. TpeboBaHus, NpeabsABIsSECMbIC K KpUITOrpaQHUESCKUM TeHepaTOpaM ICeBIOCTydaliHbIX
YyHucell.

buier 14.

1. CHUHXpPOHHBIN U CAMOCHHXPOHHU3UPYIOLIUICS TOTOYHBIN MHUDPHI.
2. Hludp Dnp-I'amans.

bumer 15.

1. Tlorounsie mudpsrl. 'enepaTop ['edde.
2. Iudp RSA. KoppexrHocts RSA.

buier 16.

1. Tlorounsie mudpsl. RC4.
2. CsaoiictBa mmdpa nb-I"amans.

buner 17.

1. Torounsie mmdpsl. AS.
2. HIudp RSA. Araku Ha RSA.

buer 18.

1. OnnoctoponHss pyHkuus. Tpu kaHaUIaTa HA OAHOCTOPOHHIOK (YHKIIHIO.
2. Hudposas noanuck. OTka3 oT aBTOpCcTBa. IIpUnucsiBaHe aBTOPCTBA.

bumner 19

1. AcummerpuuHblii mu@p. ATaka MOJIMEHBI OTKPBITOrO KIIIOYa.
2. Hudposas nonmnuck RSA.

buner 20.

1. Araku Ha HU(POBYIO MOMMKUCE.
2. ®ynkuuu xemumpoanus. Koncrpykius Mepkia-Jlamrapaa.

buner 21



1. Iudposas moamuck Dab-I"amars.
2. ®ynknuu xemupoBanus. Koncrpykius ['yOka.

buner 22.

1. TpebGoBanus K KpUNTOrpahuIecKUM X3MI-() yHKIIHSM.
2. Acummerpuunsiii mudp. udp [Hlamupa.

bumer 23.

1. Artaka Ha OCHOBE «IapajoKca JTHEU pOKICHUI»
2. HudpactpyKTypa OTKPBITBIX KIIOUEH.

buner 24.

1. PerucrpoBoe npezacrasnenue pynkuuu cxatust MD4 (5) u SHA-1(2)
2. CpaBHeHMEe HU(PPOBON NOAMUCH C PYKOIIMCHOM MOJMHUCHIO.

bumer 25.

1. JIuHelHbI KOHTPY>HTHBIA F€HEPATOP, AIAUTUBHBIN reHepaTtop. CBONCTBA FEHEPATOPOB.
2. Xenr-pynkuus Ctpubdor: oo1mas cxema, QyHKIUS CKATHS.

buier 26.

1. Torounsie mmpsl. ['eHEpaTop ¢ KBaAPaTHYHBIM OCTATKOM.
2. Kurouesble xouI-QyHkuuu Ha ocHoBe OeckitoueBbix. HMAC.

ITpuMepHBIii IepeyeHb BOIIPOCOB K 9K3aMeHy (8 cemecTp):

1. Cxema cekpeTHOU cuctemsl. [IpuMepsl CEKPETHBIX CUCTEM.

2. [TapameTphl CEKPETHBIX CUCTEM: KOJIMYECTBO CEKPETHOCTH, 00bEM KJIto4a U Ap.
3. AnreOpa CeKpeTHBIX CUCTEM.

4. DHaoMOp(HAas CeKpeTHasi CUCTEMA.

5. WNnemnoTeHTHas CEKpEeTHAsE CUCTEMA.

6. YucThle U CMENIAHHBIE CEKPETHBIE CUCTEMBI.

7. CBoCTBa YHUCTBIX CEKPETHBIX CUCTEM.

8. [TonoGHBIE CEKPETHBIE CUCTEMBI.

9. HenanexxHocTb (yclioBHAsI JHTPONHMSI) KaK TEOPETUUECKAsI Mepa CEKPETHOCTH.
10. NneanbHas cexkpeTHas cucTeMa.

11.  ABTOMarhl Kak KOMIOHEHTBI KPUIITOCUCTEM: T€HEPATOPHI KIKOUYEBOTO IOTOKA.
12.  ABTOMAaThI KaK KOMIIOHEHTHI KPUIITOCUCTEM: KOMOAWHEPHI.

13.  ABTOMaThl Kak KOMIOHEHTBI KPUIITOCUCTEM: KJIETOYHBIE aBTOMATHI.

14.  ABTOMarhl Kak KOMIOHEHTBI KPUIITOCUCTEM: ITypITypHasl MalllMHa.

15.  Hludp 3akpesckoro.

16. PaBHOCHIBHOCTD MOTOYHBIX M ABTOMATHBIX IIH(PCUCTEM.

17. KoneuHo-aBromarHas kpunrtocucrema ¢ oTKpbIThIM KitouoM (FAPKC).

18. Kpunroananus. MeTton «BcTpeda mocepeanuHe.

19. Kpunroananus. uddepeHmanbHblil MeTO.



20. Kpunroananus. JIuneitneiii MeTos.

21.  Kpunroanamms. KoppensunoHHbIN METOA.

22.  Kpunroananus. AareOpanyeckuii METo/I.

23.  Araku 1o mOOOYHBIM KaHAJIAM.

24.  CpenctBa kpunrtorpadudeckoi 3amuTsl nHpopmauu. KpunrokoHTeiHeps.
25. CpenctBa kpunrorpaduaeckoit 3amuTsl nHGopmaruu. Kpunronpoaiiaepsr.
26. CpenctBa kpunrorpaduaeckoit 3amuTsl nHGopMmanuu. VPN-ILTI036I.

Kputepuu onieHnBanusi IpOMEXyTOYHOM aTTeCTALlUU:

OTIMYHO - CTYIEHT B COBEPILICHCTBE OBJIAJE] BCEMU TEOPETHUYECKUMH BOMPOCAMU
00s13aTeIbHOr0 MarepHalia 1o pasjesam JIEKIIMOHHOTO Kypca, ToKa3al Bce TpeOyemMble YMEHHS U
HABBIKY TPY BHITIOJTHCHUHN 33/IaHUH Ha Ta00PATOPHBIX/IPAKTUIECKUX 3aHSTUSIX.

Xopouio - CTYIEHT OBIajesl 00s3aTeIbHBIM MaTepUajoM IO pasjeiaM JIEKIIMOHHOTO
Kypca, BO3MOXKHO ¢ HEKOTOPBIMHU HEIOCTaTKaMH, a TAaKXKe ToKa3al TpeOyeMble YMEHUSI U HABBIKU
IIPY BBITIOTHEHUH OOJIBIIMHCTBA 3a/IaHUH Ha Ta00PaTOPHBIX/MIPAKTUYECKUX 3aHATHUSX.

VYIOBNETBOPUTENBHO - CTYACHT HWMEET HEJOCTAaTOYHO TNIyOOKHE 3HAHHUS 10
TEOPETUUECKUM pazjieraM 00s13aTeIbHOr0 MaTeprana JUCUUILIINHBI, TT0Ka3all TpeOyeMble YMEHUs
Y HaBBIKY MPU BBIMTOJIHCHUU YaCTH 33JaHUI HA J1a00paTOPHBIX/IPAKTHUSCKUX 3aHATHSIX.

HeynoBnerBoputenbHO - CTYOEHT HMEET CYIIECTBEHHbIE MPOOENbl MO OTAEIbHBIM
TEOPETUYCCKUM pa3JieiaM CIIeUalIbHONW IUCIMILIMHBI WIM HE TMOKa3ajd TpeOyeMble YMEHUsS U
HABBIKYU TP BBIMOJIHEHUHN JJa’Ke YaCTH 3aJjaHuil Ha 1a00paTOPHBIX/MIPAKTHUECKUX 3aHATHUSX.

4. OueHo4yHbIe MaTepuaJibl NI NMPOBEPKH 0CTATOYHBIX 3HAHMH
(chopMUPOBAHHOCTH KOMIIETEHIIHIA)

[IpumepHBIif epedeHb KOHTPOJIBHBIX BOIIPOCOB JJIsl IPOBEPKU OCTATOUYHBIX 3HAHUH (IIpH
OLICHUBAHUU HE00X0UMO MPOAEMOHCTPUPOBATh JIOCTHKEHHE BCeX 3allyIaHMPOBAHHBIX
MHAUKATOPOB JIOCTUKEHUSI KOMIIETEHLIUN):

OcHOBHBbIE MIOHATHUSA U 334U KpUOTOrpaduu.
Kpunrorpaduueckuii ananus.

[udpse! 3ameHsI.

Kpunroananus mugppoB 3aMeHBI.

[udpe! nepecTaHOBKH.

Kpunroananus mugpoB nepecTaHOBKH.

PoTophbie mmdpsl.

BepositHocTHast Mosiens mudpa no K.1llenHony.

9. Heobxoaumsbie U JOCTATOYHBIE YCIOBHS aOCOTIOTHON CTOMKOCTH Imudpa.
10. briounsle mmdpsl. [TpuHIUIBI TOCTPOECHUS U 0A30BBIE ONEPALUH.
11. bnounsie mugpsl. Cers Deiicrens.

12. briounsie mudpsl. SP-ceTh.

13. ludp DES.

14. llIudp «Marmay.

15. Hludp AES.

16. ludp «Ky3neuuk».

17. Ilorounsle mudpsl. Cxema noToyHoro mudpa.

18. I'eneparopsbl ceBIOCITyYalHbIX YU CEI.

19. KomOuHupyromuit 1 QUIbTPYIOLUUI TeHepaToOpHhI.

20. IIudp AS.

21. Hugp RC4.

22. AccumerpuuHsbie WUGpbl. OTHOCTOPOHHSSA PYHKIUS C JTa3eHKOH.
23. HIudp RSA.
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24.
25.
26.
27.
28.
29.
30.

31

42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.

Mudp Dnp-Iamans.

Hudposas moanmuce RSA

Hudposas noanucey Dnb-I"amans

ATtaku Ha qU(PPOBBIE MOANNCH.

HNudpacTpyKTypa OTKPHITBIX KIHOUEH.

HmutoBcTaBka. beckitoueBble U KIH0UEBbIe XelI-(YHKIUH.
Koncrpykuusa Mepkia-/lamrapaa.

. Koncrpyknus ['yOka.
32.

33.
34.
35.
36.
37.
38.
39.
40.
41.

Kpunrorpaduueckas xem-pynkiun Ctpudor.

Cxema cexkpeTHOM cuctemsl. [IpuMepsl CEKPETHBIX CUCTEM.

[TapameTphl CEKPETHBIX CHCTEM: KOJIMYECTBO CEKPETHOCTH, 00bEM KITFOYA.
Anrebpa CeKpeTHBIX CHCTEM.

DHpoMopdHAas CeKpeTHasi CUCTEMA.

WnemnoTeHTHas ceKpeTHasi CUCTEMA.

YucThble U CMEIIaHHbBIE CEKPETHBIE CUCTEMBI.

[TomoOHbIE ceKpeTHBIE CUCTEMBI.

WneanbHas cekpeTHas cucTemMa.

ABTOMATHI KaK KOMIIOHEHTBHI KPHUIITOCUCTEM: TCHEPATOPHI KIIFOUYCBOT'O ITIOTOKA.

ABTOMATBHI KaK KOMIIOHEHTbI KPUIITOCUCTEM: KOMOAWHEPBHI.
ABTOMATBHI KaK KOMIIOHEHTBI KPUIITOCUCTEM: KIETOUHbIE aBTOMATHI.
ABTOMATBI KaK KOMIIOHEHTBI KpUIITOCUCTEM: IIypIypHasi MalllMHa.
Iudp 3akpeBckoro.

PaBHOCHIBHOCTD MOTOYHBIX ¥ AaBTOMATHBIX MIHU(PCUCTEM.
Koneuno-aBromarHas kpuntocucrema ¢ OTKpbIThIM KiitouoM (FAPKC).
Kpunroananus. Merton «BcTpeya nNocepeuHe.

Kpunroananus. luddepenunanbHbIil METOA.

Kpunroananus. JInHeiHbI METO/.

Kpunroananus. KoppensaiuoHHslid METO.

Kpunroananus. AnreOpanueckuii METO/I.

Ataku 1o moOOYHBIM KaHaJIaM.

HNudopmanus o paspadoTunkax

TpenbkaeB Banum HwukomaeBud, KaHA. TEXH. HAyK, [OUEHT, JIOLEHT
KoMmbroTepHON 6e3omacHoct HU TT'Y.

Kadenpsl



