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1. KOMHeTeHIII/II/I U HHAHAKATOPbLI HUX JOCTHXKCHHUSA, IPOBEpAEMbIC JTaHHBIMHA
OLCHOYHBIMH MaTepHaAIaMH

Lenbt0 OCBOSHHMSI JUCIUIUIMHEI SBISIETCS (POPMHUPOBAHKE CIEAYIOMINX KOMIETECHIIUI:

OIIK-8 Cnoco0eH MNpUMEHATh METOJbl HAyYHBIX HCCICAOBAHMN TIPH TPOBEICHUU
pa3paboTok B 00s1acTH oOecreueHus: 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM U CETEH.

YK-4 Cnocoben npuMeHsITh COBPEMEHHbIE KOMMYHUKATUBHBIE TEXHOJIOTHH, B TOM YUCIIE
Ha MHOCTPAHHBIX S3BIKAX, /I aKaJAEMUYECKOTO B MPO(ECCHOHATLHOTO B3aUMOICHCTBHSI.

Pe3ynbraramMu 0CBOEHUS IHMCUUIUIMHBI SBISIOTCS CIENYIOIINE MHAUKATOPBI TOCTHKEHUS
KOMIIETCHIIUMN:

HOIIK-8.1 OcymectBiasier moadop, M3y4eHHE W O00OOIICHHE HAyYHO-TEXHUYCCKOM
uHpOpMAaLIK, METOIUYEeCKON HH(OpPMAIMK OTEUECTBEHHOT0 M 3apyOeKHOTO OmbITa 110
npo06iieMaM KOMIIBIOTEPHON 06€301MacHOCTH

NOIIK-8.2 CocraBisieT HAy9HO-TEXHUYECKHE OTYEThI, TOTOBUT 0030PbI U ITyOJIHKAIIMH TIO
pe3yinbTaTaM  BBINOJIHEHHBIX  HCCIEAOBaHUW B  oOiactu  oOecrieueHus 0€30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEH

NVYK-4.1 JleMOHCTpUpPYET HAaBBIKM YCTHOM M IMCBbMEHHOMW J1€J0BOM KOMMYHMKAlMU Ha
PYCCKOM M MHOCTPAHHOM $I3bIKaX B Pa3HbIX (pOpMax B COOTBETCTBUHU C [TOCTABJIEHHBIMU 33aJja4aMu

NYK-4.2 BpiOupaer Ha rocyaapCTBEHHOM U HMHOCTPAHHBIX S3bIKaX KOMMYHHKATHUBHO
npueMJIeMble  CTHJIb  JIEJIOBOTO  OOILIeHHs, BepOaJbHbIE W  HeBepOadbHBIE  CPEICTBA
B3aMMOJICHCTBUS C MapTHEpaAMU

NYK-4.3 Hcnonb3yer uHGOPMAITMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTHH TIPU TOUCKE
HeoOXoauMoi MHGOpMalMK B MPOIECCe PEIICHUs Pa3IWYHbIX KOMMYHHKATUBHBIX 3ajad Ha
roCy/1apCTBEHHOM U MHOCTPAHHOM (BbIX) S3bIKAX

2. OneHo4Hble MaTepHaJibl TCKYLIECT0 KOHTPOJA U KPUTCPUH OLICHUBAHUSA

Test: Cryptography in Business Applications (MYK-4.1; UYK-4.2; NOIIK-8.1)

1. What is the primary benefit of using encryption for business data?
a) Faster data processing
b) Reduced storage space requirements
c¢) Confidentiality and data protection
d) Improved network performance
2. How does a company use digital signatures to enhance trust in electronic transactions?
a) By verifying the sender's identity and preventing message tampering
b) By encrypting data for faster transmission
c) By protecting against DDoS attacks
d) By ensuring data availability
3. What is the main difference between using symmetric and asymmetric encryption in a
business context?
a) Symmetric encryption is faster, while asymmetric encryption is more secure
b) Asymmetric encryption is used for data storage, while symmetric encryption is used
for data transmission
¢) Symmetric encryption uses one key for both encryption and decryption, while
asymmetric encryption uses separate keys
d) Symmetric encryption is only used for internal communication, while asymmetric
encryption is used for external communication
4. What is the purpose of implementing a Public Key Infrastructure (PKI) in a business
environment?
a) To manage and distribute digital certificates for secure communication
b) To improve internet connectivity
c) To track employee performance



d) To automate tasks
5. What is a significant challenge businesses face when implementing cryptography?
a) The cost of encryption software
b) The complexity of managing keys
c) The potential for vulnerabilities in encryption algorithms
d) All of the above

Answer Key: 1.¢)2.a)3.¢c)4.a)5.d)

KpI/ITepI/II/I OLICHWBAaHUA: 3aaHUC CUHUTACTCsA BBIIIOJIHEHHBIM, €CIIH O6y‘laIOIHI/II7[ OTBETUI
IMpaBUJIbHO KaK MUHUMYM Ha ITIOJIOBHUHY BOITPOCOB.

3. OueHoyHble MaTepHAaJIbl HTOTOBOIr0 KOHTPOJIS (IPOMEKYTOUHON aTTeCTALMU) H
KPUTEPHUHU OLleHUBAHUS

3aueT B MATOM CEMECTpe MPOBOIUTCS B YCTHOM Qopme B dopmare AOKIAIOB Ha
MHOCTPAaHHOM (aHTJIMICKOM) SI3BIKE TI0 M3YYEHHBIM TeMaM C UCcToib3oBanneM Power Point.
Jannslit popMat koHTpoIs ipoBepsieT Bee ykazanuoie UYK: (MYK-4.1; UYK-4.2; UYK-4.3;
NOIIK-8.1; NOIIK-8.2)

IIpe3enTanms oneHUBaeTCs 10 4 OCHOBHBIM KPUTEPHUSM, KaKIbIH U3 KOTOPHIX MOXKET
OBITh OLICHEH 110 4 OaIUTbHOM 1Kase (5-2). FiTorosas oieHKa — CyMMa OLIEHOK [0 BCEM KPUTEPHSIM.
Maxkcumym — 20 6auios.
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HEUTPAIBHOTO
CTHUJISA)

MTOBTOPSIFOIIHECS
rpaMMaTuidCCKueC
OIITMOKN)

Opranm3an | BbICKa3bIBaHUE BBICKa3bIBAHHE B | B BHICKA3bIBAHUU | B BBHICKA3bIBAHUU
sl TEKCTa JIOTUYHO; OCHOBHOM nmeercs 3—4 nMeeTcs S U
CpencTBa JIOTUYHO (MMEETCs | JIOTUYECKUe 6oJee JTOruuecKux
JIOTHYECKOH cBA3U | 1-2 normueckue omnoku, U/MJIN | omubox U/NJIN
HCIIOJIH30BaHBI omm6bku), W/NJIN | umeercs 3—4 uMeeTcs 5 u
MPAaBUIIBHO, umeercs 1-2 OIIMOKH B 6osiee oMOOK B
CTPYKTypa TeKCTa | HeJocTaTKa Mpu MCIIOJIb30BaHUH UCIIOJIb30BaHUH
COOTBETCTBYET MCII0JIb30BaHUU CPEICTB CPEICTB
MPEJIOKEHHOMY | CPE/ICTB JIOTUYECKOI JIOTUYECKOM
IJIaHy JIOTHYECKOM ces3u, W/NJIN ces3u, /NI
cBszu, U/UJIN OTCYTCTBYIOT 3-4 | OTCYTCTBYIOT 5 U
OTCYTCTBYIOT 1-2 | HEOOXOIUMBIX Ooiee
HE0OXOTUMBIX AIIEMEHTOB HE0OXOTUMBIX
AJIEMEHTOB [IpEe3eHTaluU 3JIEMEHTOB
Mpe3eHTaIuN MIpe3eHTaIuN
Jlekcu4ecKkH | MCIOIb3YEMbIN HCIIOJIb3yEMBbI HCIIOJIb3yEMBbII HCIIOJIb3yEeMBIN
i pecypc CIIOBapHBIH 3amac | CJIOBApHBIN 3arac | CIOBapHBIN 3amac | CJIOBAapHBII 3amac
COOTBETCTBYET COOTBETCTBYET HE BIIOJIHE HE COOTBETCTBYET
BBICOKOMY BBICOKOMY COOTBETCTBYET BBICOKOMY
YPOBHIO YPOBHIO BBICOKOMY YPOBHIO
CIIO)KHOCTH CIIO)KHOCTH YPOBHIO CIIO’KHOCTH
3a/laHus, 3aJlaHusl, OIHAKO | CJIOKHOCTH 3aJlaHus, B TEKCTE
MPaKTHUYECKH HET | uMmeercs 2—3 3aJlaHusl, B TEKCTE | UMEETCs S5 U
HapyIIeHU B JIEKCUYECKHE umeercs 4 Ooiee
HCIOJIb30BAaHUH ommnbku, NJIN JIEKCUYECKHe JIEKCUYECKUX
JIEKCUKH CJIOBApHBIN 3arac | OMIMOKHU OIHOO0K
(momyckaercs 1 OTpaHUYEH, HO
JIeKCUYecKast JIEKCHKa
omuoKa) HCIIOJIb30BaHa
MPaBUIILHO
I'pammaTuy | UCHIOJIB3yEMBIE UCIIOJIb3yEMBIE UCIIOJIb3yEMBIE HCIIOJIb3yEMbIE
eCKHi rpaMMaTHyYecKHe | rpaMMaTH4YecKue | rpaMMaTHyYecKHe | rpaMMarudecKue
pecypc CpeacTBa CpencTBa CpEICTBA HE CpeICTBa HE
COOTBETCTBYIOT COOTBETCTBYIOT BIIOJIHE COOTBETCTBYIOT
BBICOKOMY BBICOKOMY COOTBETCTBYIOT BBICOKOMY
YPOBHIO YPOBHIO BBICOKOMY YPOBHIO
CIIO)KHOCTH CII0KHOCTHU YPOBHIO CIIO)KHOCTH
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MpakTU4YeCcKu HeT | 3—4 nmeercs 5—7 rpaMMaTUYeCcKUuX
(momyckaercs 1-2 | rpaMMaTHYeCKUE | TPaMMaTUYeCKUX | OIIHOOK
HE OIIMOKHU ommboK

3ayer ¢ OIIEHKOH B IIIECTOM CEMECTpPE MPOBOJUTCS B MMCbMEHHOI (hopMe B BUE KPaTKOTro
U3JI0’KEHUS KypCOBOM pabOThl HAa MHOCTPAHHOM (QHIJIMICKOM) SI3bIKE.




Hanucanme KpaTkoro H3II0KEHUS KYpPCOBOM pabOTHI OILIEHMBAETCS MO 2 OCHOBHBIM
KPUTEPUSIM, 32 KaKIbIA CTABUTCS OLEHKA «5», «4», «3».

Kputepuii «CTpyKTYpa U COAEPKaHUE)

«5» - TekcT KpaTKOrO W3J0KEHUS KypCOBOM pabOThl HamucaH TPaMOTHO, COJACPIKAHUC
CTPYKTYPUPOBAHO, COOTBETCTBYET 3aJIaHHOW TeMe, ab3allbl CBs3aHbI MEXKAY co00i. TpeOyemslii 00beM
BBIZICPIKAH.

«4» - TekcT KPAaTKOTO M3JI0XKEHHUS KypCOBOM pabOThI HAaMKMCaH TPAMOTHO M COOTBETCTBYET 3a/IaHHOM
TeMe, HO COIepyKaHNe MOKET OBITh HE MOJTHOCTBIO CTPYKTYPHPOBAHO, a03aIIbl MOTYT OBITH CBS3aHBI MEXKLY
€000l HeOCTaTOYHO JIOTHYHO. TpeOyeMblil 00beM BBIACPKaH.

«3» - TekcT KpaTKOTo M3JI0KEHHS KypCOBOW PabOThI COOTBETCTBYET 33JJaHHOM TeMe, HO HallMCaH
HEJIOCTaTOYHO TPAMOTHO, COAEp)KaHWE HE CTPYKTYpHpPOBaHO, a03albl MOTYT OBITH CBSI3aHBI
MEXIy COOOH HEIOCTATOYHO JIOTUYHO. Tpedyemblit 00beM He BbIIEpIKaH.

Kpurepuii «[ ' paMOTHOCTE M310KCHUSI

«5» — WuCHnonb3yeMblil CIOBapHbI 3amac, IpaMMaTU4YecKHe CTPYKTYpbl B OCHOBHOM
COOTBETCTBYIOT IOCTaBJICHHOW 3ajaye, Jomyckaercsa He Oosee 1-2 JIeKCHKO-IrpaMMaTH4ECKHX
OIIINOKH;

«4» — WUCHONB3yeMbIH CIOBAapHBIN 3amac, TIpaMMaTUYeCKHE CTPYKTYpPbl B OCHOBHOM
COOTBETCTBYIOT ~TIOCTAaBIIEHHOW 3ajade (JomyckaeTrcss He Oojiee YeThIpEX JIEKCHKO-
rpaMMaTHYECKUX OIINOOK);

«3» — ucnonb3yeMblii CIOBApHBIN 3amac, rpaMMaTHYeCKUe CTPYKTYpbl OOJbIIEH 4YacTbio He
COOTBETCTBYET IIOCTABICHHOM 3ajjaue; IPUCYTCTBYIOT MHOIOYHUCIIEHHbIE I'pyOble OMHUOKU (TISITh U
6oJ1ee JIEKCUKO-TPaMMaTHYECKUX OLIHOO0K).

4. OneHOYHbIEe MATEPHUAJIBI /IJISI IPOBEPKH OCTATOYHBIX 3HAHMIi (cPOPMUPOBAHHOCTH
KOMIIeTeHIM i)

Tecrt: lannsiii popmat koHTpOIs ipoBepsieT Bee ykazanubie UYK: (MYK-4.1; UYK-4.2; UYK-
4.3; UOIIK-8.1; MOIIK-8.2)
1. What is the purpose of a cybersecurity risk assessment report?

a) To identify and assess potential cyber threats

b) All of the above

¢) To communicate risks to stakeholders

d) To recommend security measures to mitigate risks

2. What is the role of cybersecurity awareness training for employees?
a) All of the above
b) To equip employees with the knowledge and skills to identify and prevent cyber threats
¢) To promote a culture of security awareness within the organization
d) To inform employees about the company's security policies

3. Choose the reliable source of information from the listed below:

a) Unverified websites

b) Websites with biased information

c¢) Research publications from universities and cybersecurity organizations
4. ...

5....



Answer key 1.b) 2.a) 3.c)

KpI/ITepI/II/I OLCHUBAaHMA: 3aaHUC CUUTACTCA BBIIIOJIHCHHBIM, CCIH 06yan0m1/H71 OTBCTUI
MMpaBUJIbHO KaK MUHUMYM Ha IIOJIOBHUHY BOIIPOCOB.

HNudopmanus o paspadoTunkax

byry3zoBa Taresina BnamumupoBHa, crapmmii mpemnogaBarenb Kadeapbl aHTIHHCKOro
s3bIKa B c(hepe HaydHOH KoMMyHUKaruu OUS.

Hemunosa Onbra MuxaiinoBHa, cTapiivii mpenoaBaresb Kadeapbl aHTITHICKOTO SI3bIKa B
chepe HayuHol KoMMyHUKaruu O,

BonkoBa Anesruna bopucoBHa, crapmuii npemnoaaBatens Kageapsl aHTTTUICKOTO SI3bIKa B
chepe HayuHol KoMMyHUKaruu O,



