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@07;8G=K<8 ACL, AB>;1F0<8 <0B@8FK 4>ABC?>2 8 4@.) 

3) %8AB5<0 0CB5=B8D8:0F88 

� E>45 @50;870F88 ?@0:B8G5A:>3> 7040=85 4>?CA:05BAO 8A?>;L7>20=85 ;N1KE 
A@54AB2, =0E>4OI8EAO 2 >B:@KB>< 4>ABC?5. 

�>?CA:0NBAO 3@C??K >B >4=>3> 4> B@ёE G5;>25: 

 

 

�>:;48 

�@5<O =0 4>:;04: 10 <8=CB. 

#@8 1>;LH>< >1Jё<5 <0B5@80;0 4>?CA:05BAO =0;8G85 =5A:>;L:8E 
=5?5@5A5:0NI8EAO 4>:;04>2 ?> >4=>9 B5<5. 

�@8<9@=O9 A?8A>: B9< 

1.  >45;L )$' (B5>@5<K > 0;3>@8B<8G5A:>9 =5@07@5H8<>AB8 ?@>25@:8 
157>?0A=>AB8 A 4>:070B5;LAB2><) 

2.  >45;L B8?878@>20==>9 <0B@8FK 4>ABC?>2 

3. !5>1E>48<K5 8 4>AB0B>G=>AB8 8AB8==>AB8 ?@548:0B>2 can_write_memory 8 
can_write_time 4;O 107>2>9 �# <>45;8 

4. �#-<>45;L 4;O ?>;8B8:8 157>?0A=>AB8 04<8=8AB@8@>20=8O. $0745;5=85 
04<8=8AB@0B82=KE 8 ?>;L7>20B5;LA:8E ?>;=><>G89 

5.  >45;L A8AB5<K 2>5==KE A>>1I5=89 %�% 

6. �5@>OB=>AB=0O 8 ?@>3@0<<=0O <>45;8 :>=B@>;O ?>B>:>2 

7.  >45;L 04<8=8AB@8@>20=8O @>;52>3> C?@02;5=8O 4>ABC?>< 

8. $>;520O �#-<>45;L 

9. &5<0B8G5A:>5 @073@0=8G5=8O 4>ABC?0 (TBAC) 

10. "3@0=8G5=85 4>ABC?0 =0 >A=>25 0B@81CB>2 (B5>@5B8G5A:85 >A=>2K) 

11. �8A:@5F8>==K9 :>=B@>;L 4>ABC?0 2 >?5@0F8>==KE A8AB5<0E, UNIX ACL, 

Windows ACL. 

12. SELinux 

13. XACML 8 53> @50;870F88 

14. $50;870F8O ?>;8B8:8 157>?0A=>AB8 2 >1;0G=KE E@0=8;8I0E 



15. $50;870F88 :>=B@>;O 4>ABC?0 2 %'�� 

16. AppArmor 

17. %8AB5<0 :>=B@>;O 4>ABC?0 =0 :>=:@5B=>< ?@8<5@5 

 

�@8<9@O 6>?@>A>6 87 B9AB4 

 

#CABL 4>ABC? (s, o, r) >1;0405B *-A2>9AB2>< 2 A8AB5<5, MB>B 4>ABC? <>65B =5 >1;040BL 
simple security A2>9AB2>< 

"B25B: =525@=> 
�K45;8B5 M;5<5=BK <>45;8 �5;;0-;0-#04C;K 

 

�K15@8B5 >48= 8;8 =5A:>;L:> >B25B>2: 
a.  =>65AB2> 2>7<>6=KE <=>65AB2 B5:CI8E 8=D>@<0F8>==KE ?>B>:>2 
b.  =>65AB2> 2>7<>6=KE <=>65AB2 B5:CI8E 4>ABC?>2 (40) 
c. $5HёB:0 C@>2=59 :>=D845=F80;L=>AB8 (40) 
d.  =>65AB2> 2>7<>6=KE <0B@8F 4>ABC?>2 (40) 
e.  =>65AB2> AC1J5:B>2 8 >1J5:B>2 (40) 
f. (C=:F88 C@>2=59 4>ABC?0 8 :>=D845=F80;L=>AB8 (40) 

':068B5 <>ABK tg-<>45;8 
 

�K15@8B5 >48= 8;8 =5A:>;L:> >B25B>2: 
a. (t->)(g->)(t<-)(t<-) (40) 
b. (t<-)(t<-) (40) 
c. (t->) (40) 
d. (t->)(g->)(t->) 
e. (t->)(t->)(t->)(g<-) (40) 
f. (t->)(t<-) 

�0=0 B5>@5<0. %8AB5<0 S(Q, D, W, z0) >1;0405B & 4;O ;N1>3> =0G0;L=>3> A>AB>O=8O z0, 
>1;040NI53>  &, B>340 8 B>;L:> B>340, :>340 4;O :064>3> 459AB28O (q, d, (b*, m*, f*), 
(b, m, f)) 87 W 2K?>;=ONBAO CA;>28O 1, 2. 
УE?Bв85 1. �064K9 4>ABC? (s, o, r) 87 b* \ b >1;0405B & >B=>A8B5;L=> f*. 
УE?Bв85 2. �A;8 (s, o, r) 87 b 8 =5 >1;0405B & >B=>A8B5;L=> f*, B> (s, o, r) =5 
?@8=04;568B b*. 
+B> =5>1E>48<> 4>1028BL =0 <5AB> &, GB>1K ?>;CG8;0AL >4=0 87 B5>@5< 157>?0A=>AB8 
<>45;8 BLP 

�K15@8B5 >48= 8;8 =5A:>;L:> >B25B>2:  
a. simple security A2>9AB2> (40) 
b. **-A2>9AB2> 
c. *-A2>9AB2> (40) 
d. ds-A2>9AB2> (40) 
 

�0= 3@0D 4>ABC?0 G = (S, O, E), 345 O = {s1, s2, s3, s4, s5, s6} S = {s1, s2, s3, s4, s5}, E = 
{(s1, s2, g), (s2, s3, t), (s3, s6, t), (s5, s6, t), (s4, s6, g)}. �0?8H8B5 :>;8G5AB2> >AB@>2>2 tg-
<>45;8 

"B25B: 3 
 

�484G8 8;O ?@4:B8G9A:8E 74=OB89 

1. #>AB@>8BL 2A5 2>7<>6=K5 ?CB8 4;8=K 2 2 3@0D5 4>ABC?>2 TG <>45;8, 
>?@545;8BL, ?> :0:8< 87 =8E 2>7<>6=0 ?5@540G0 ?@02 



2. %?@>5:B8@>20BL @>;52CN ?>;8B8:C :>=B@>;O 4>ABC?>< 4;O 2518=0@0. �040BL 
<5E0=87<K >3@0=8G5=89. 

3. �0=0 A8AB5<0 S = {s1, s2}, O = {o1, o2}, R = {read, write}, (L, ≤) = (Low, High) 
fs(s1) = fo(o1) = Low, fs(s2) = fo(o2) = High 

• "?8A0BL 5ё <=>65AB2> A>AB>O=89 

• #>4AG8B0BL :>;8G5AB2> A>AB>O=89 4;O A;54CNI8E A;CG052: 
1. =5 B@51C5BAO 2K?>;=5=85 A2>9AB2 157>?0A=>AB8 

2. 2K?>;=O5BAO simple security A2>9AB2> (�0:85 70?@5Iё==K5 ?>B>:8 <>3CB 
1KBL @50;87>20=K 2 40==>< A;CG05?) 

3. 2K?>;=O5BAO simple security A2>9AB2> 8 * A2>9AB2> ("AB0;8AL ;8 
70?@5Iё==K5 ?>B>:8 A ?@56=53> ?C=:B0?) 

4. !09B8 2 ?@8;>65=88 4;O >@30=870F88 2518=0@0 AC1J5:BK, >1J5:BK, 4>ABC?K, 
8=D>@<0F8>==K5 ?>B>:8 

 

3.2. &8?>2K5 7040=8O 4;O ?@>2545=8O ?@><56CB>G=>9 0BB5AB0F88 ?> 48AF8?;8=5 
 

%?8A>: 58;9B>6 : 74GёBC A >F9=:>9 

�8;5B 1 

�07>20O B5@<8=>;>38O (ACI=>ABL, >1J5:B, AC1J5:B, :>=B59=5@), 4>ABC?K, 8=D>@<0F8>==K5 ?>B>:8 
?> ?0<OB8 8 2@5<5=8.  

%2>9AB20 157>?0A=>AB8 <>45;8 BLP (simple security-A2>9AB2>, *-A2>9AB2>, ds-A2>9AB2>). &5>@5<K 
157>?0A=>AB8 8 8E 4>:070B5;LAB20. 

�8;5B 2 

&@8 0:A8><K :><?LNB5@=>9 157>?0A=>AB8. 

�0<K:0=85 @0AH8@5==>9 take-grant <>45;8. 

�8;5B 3 

�8A:@5F8>==0O 8 <0=40B=0O ?>;8B8:8. "A=>2=K5 ?@87=0:8, ?@58<CI5AB20 8 =54>AB0B:8. 

�#%:  �" 8  �%, �07>20O B5>@5<0 �#%, /4@> 157>?0A=>AB8 8 A>740=85 30@0=B8@>20==> 
70I8I5==>9 �%. 

�8;5B 4 

"A>15==>AB8 8 ?@8=F8?K @>;52>9 <>45;8 C?@02;5=8O 4>ABC?><, 85@0@E8O @>;59 8 :@8B5@88 
157>?0A=>AB8. 

(>@<0;L=>5 >?@545;5=85 8 >A=>2=K5 M;5<5=BK 107>2>9 �# <>45;8, CA;>28O ?5@540G8 ?@02 
4>ABC?0. 

�8;5B 5 

'A;>28O ?5@540G8 ?@02 4>ABC?0 4;O ?@>872>;L=>3> 3@0D0 4>ABC?>2 2 107>2>9 <>45;8 take-grant 

(<>ABK 8 >AB@>20), CA;>28O ?>E8I5=8O ?@02 4>ABC?0. 

"A=>2=K5 M;5<5=BK <>45;8 BLP, 284K 70?@>A>2. 



�8;5B 6 

"?8A0=85 take-grant <>45;8, 45-N@5 ?@028;0, CA;>28O ?5@540G8 ?@02 4>ABC?0 4;O 3@0D0 4>ABC?>2, 
2:;NG0NI53> B>;L:> AC1J5:BK. 

 5E0=87<K >3@0=8G5=89 2 @>;52>9 <>45;8 C?@02;5=8O 4>ABC?><. 

�8;5B 7 

"A=>2=K5 M;5<5=BK <>45;8 �#%,  �" 8  �%, �>@@5:B=>ABL AC1J5:B>2. 

"?8A0=85 @0AH8@5==>9 take-grant <>45;8, 45-D0:B> ?@028;0. 

�8;5B 8 

#>;8B8:0 low-watermark. 

%:@KBK5 (=5O2=K5) 8=D>@<0F8>==K5 ?>B>:8. 'A;>28O 8=D>@<0F8>==>3> ?>B>:0 2 @0AH8@5==>9 
take-grant <>45;8. 

�8;5B 9 

 0=40B=0O �#-<>45;L 8 02B><0B=K5 <>45;8. 

#>;8B8:0, <>45;L, ?@028;0 8 <5E0=87< C?@02;5=8O 4>ABC?><. 

�8;5B 10 

 >45;L F5;>AB=>AB8 �810. 

 >45;L :>=B@>;O 4>ABC?0 =0 >A=>25 0B@81CB>2 (ABAC). 

�8;5B 11 

IBAC 8 5ё @50;870F88, LBAC 8 MLS, TBAC. 

�@0D 4>ABC?>2 4;O tg-<>45;8, <>45;8 BLP. %>AB>O=8O 40==KE <>45;59 8 ?5@5E>4K <564C =8<8.  

 

4. М9B>88G9A:89 <4B9@84;O, >?@989;ONщ89 ?@>F98C@O >F9=864=8O 
>5@47>64B9;P=OE @97C;PB4B>6 >5CG9=8O  
 

4.1.  5B>48G5A:85 <0B5@80;K 4;O >F5=:8 B5:CI53> :>=B@>;O CA?5205<>AB8 ?> 
48AF8?;8=5. 

�;O 4>?CA:0 : CAB=><C 70GёBC A >F5=:>9 =5>1E>48<> ?@>E>645=85 B5:CI59 
0BB5AB0F88, :>B>@0O 2:;NG05B A;54CNI85 ?C=:BK. 

1. �K?>;=5=85 3@C??>2>3> ?@>5:B0 
2. #@>E>645=85 8B>3>2>3> B5AB0 2 A8AB5<5 moodle. &5AB AG8B05BAO ?@>945==K<, 5A;8 

>1CG0NI89AO 25@=> >B25B8; =0 70% 2>?@>A>2 8;8 1>;55. � A;CG05 =5C40G8 – 
?@54>AB02;O5BAO 4>?>;=8B5;L=0O ?>?KB:0. 

3. �KABC?;5=85 A 4>:;04>< 

 

4.2.  5B>48G5A:85 <0B5@80;K 4;O ?@>2545=8O ?@><56CB>G=>9 0BB5AB0F88 ?> 
48AF8?;8=5. 



#@><56CB>G=0O 0BB5AB0F8O ?> 48AF8?;8=5 ?@>2>48BAO 2 D>@<5 CAB=>3> 70GёB0 A 
>F5=:>9 ?> B5>@5B8G5A:><C <0B5@80;C. � 70GёBC 4>?CA:0NBAO B>;L:> ABC45=BK, CA?5H=> 
?@>H54H85 B5:CI85 0BB5AB0F88. 

�064K9 18;5B 4;O CAB=>3> 70GёB0 A>AB>8B 87 42CE B5>@5B8G5A:8E 2>?@>A>2 ?> 42C< 
B5<0< 48AF8?;8=K. 

 


