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Ouenounble cpeacrBa (OC) SBISIOTCS 3J€MEHTOM OLEHUBAHHUS CPOPMHPOBAHHOCTH KOMIIETEHIMM y OOydalomuxcs B LEJIOM HIM Ha

OIIpEICIIEHHOM 3Tare ee (OPMUPOBAHHUSL.
OC pa3pabaThIBarOTCS B COOTBETCTBHH ¢ paboueit mporpammoii (PIT).

1. KoMmnerennuu u pe3yabTaThbl oﬁyqennﬂ, (l)opanyeMLIe B pe3yJjibTaTe OCBOCHUA NTUCHUIIJIUHBI

Komnerenuus

NHaukaTop KoMIeTeHUMu

Kon u nanumenoBanue
pe3yJbTaToB

00y4eHus (TUIaHUPYEMbIE
pe3yabTaThl 00yUCHHUS,
XapaKTepU3yIOIIUe dTallbl
(hopMupOBaHUS KOMITCTCHIINH )

Kpurepuu oueHnBaHus pe3yjbTaToB 00y4eHUs

OTan4HO

Xopouio

Y 10BIETBOPUTEIBHO

HeynosnerBopuresbHo

OIIK-13 Cnocoben
pa3pabaTbIBaTh
KOMITOHEHTEI
MPOTPaMMHBIX U
MPOrpPaMMHO-
amnmapaTHbIX CPECTB
3aIIUThl HHPOPMAIIKH B
KOMIIBFOTEPHBIX
CHUCTEMaXx U MPOBOIUTH
aHaJIM3 UX
0e30I1aCHOCTH.

HOIIK-13.1 [Ipeanpuaumaer
HEoOX0nuMbIe AEHCTBHUS 110
cOopy M aHaIHU3y HCXOTHBIX
JAHHBIX AT IPOCKTUPOBAHMA
KOMITOHEHT IPOTPaMMHBIX
MPOTPaMMHO-aIIapaTHBIX
CPEJCTB 3aIUTHI
uHpOpPMAIIH B
KOMITBIOTEPHBIX CHCTEMaX;
NOIIK-13.2 Onpexnensiet
napameTpsl
(yHKIIMOHMPOBaHUS,
aApXUTEKTYpy U HHTEpdEiich
KOMIIOHEHT IPOTPaMMHBIX U
MpOTrpaMMHO-aINapaTHbIX
CPEICTB 3aIUTHI
nHQOPMAIIH B
KOMITBIOTEPHBIX CHCTEMaX;
MOIIK-13.3 IIpoBoaut
aHaITN3 KOMIIOHEHT
MPOrpaMMHBIX U

OP-1 3HaTh OCHOBHBIE CPEACTBA U
METOBI aHAIH3a POTPAMMHBIX
peanu3anmii Ha mpeaMeT
YSA3BUMOCTEH.

OP-5 Branets npuemMaMu aHan3a
IIPOrPaMMHBIX peanu3aluil Ha
HaJIMYUE YA3BUMOCTEH.

OP-3 YMeTh BBIABIIATE U
YCTPaHSITh YA3BUMOCTH
MPOTPAaMMHBIX PeaU3aluil u
JIOKAJIM30BaTh UX MOCIIEACTBU.

B coBepiieHcTBe
3HAET OCHOBHBIE
CpencTBa U
METO/IBI aHAIN3a
MPOTPaMMHBIX
peanuzanuii Ha
peaMer
YSA3BUMOCTEM.

B coBepiieHcTBe
BJIaJieeT
preMaMHu
aHanmm3a
MPOrpaMMHBIX
peanuzanuii Ha
HaJTMIue
YA3BUMOCTEM.

B coBepiienctse
YMECT BBIABIIATH U
YCTpaHsITh

3HaeT OCHOBHEIC
CpeIcTBa H
METO/IbI aHAIIH3a
MIPOTPaMMHBIX
peanuzanuii Ha
npeaMeT
ySI3BUMOCTEN.

Brnaneer
prUeMaMu
aHajau3a
MIPOTPaMMHBIX
peanuzanuii Ha
HaJlnyue
ySI3BUMOCTEH.

YMeeT BBISBISATH
U yCTPaHATh
YSI3BUMOCTH
MPOTPAMMHBIX

3HaeT OCHOBHBIE
CpeICTBa aHAJII3a
TIPOTPAaMMHBIX
peanuzanuii Ha
peaMeT
YA3BUMOCTEM.

Cnabo BnazaeeT
MpUeMaMH aHaJIn3a
MIPOrPaMMHBIX
peanuzanuii Ha
HaJIn4Yue
YSA3BUMOCTEH.

YMeeT BBIABISATH
YA3BUMOCTH
MPOTrpaMMHBIX
peanuzanuii u
JIOKaJIM30BaTh X
HIOCJIEACTBUSL.

He 3HaeT ocHOBHBIE
CpEeICTBa U METOJBI
aHan3a MPOrPaMMHBIX
peanuzanuii Ha
MpPEeaMET yS3BUMOCTEH.

He Bnaneer npuemamu
aHaJIM3a MpOorpaMMHBIX
peanuzanuii Ha

HaJIM4YUe yA3BUMOCTEH.

He ymeet BBIABIATH
YS3BUMOCTH
[IPOrpPaMMHBIX
peanuzanuii u
JIOKAJIM30BaTh UX
MOCTIEICTBHS.




MPOrpaMMHO-aMMaAPaTHBIX
CPEICTB 3aIHUTHI

YSI3BUMOCTH
MPOTPaMMHBIX

peanuzanuii u
JIOKaJIU30BaTh UX

undopmanuu B peanuzauii u MTOCIIEACTBHS.
KOMITBIOTEPHBIX CUCTEMAX C JTOKAJIM30BaTh UX
LEIbIO OTPE/ICTICHUS YPOBHS MTOCIIEACTBHSL.
obecrneurBaeMOoi UMU
3aIUIICHHOCTH U TOBEPUSL.
OIIK-20 Crnocoben MOIIK-20.1 I[Tonumaer OP-2 3HaTh CTaTHYECKUE U B cosepmienctse 3HaeT 3HaeT OCHOBHBIC He 3naeT craTtuueckue

TPOBOJHTb
TECTUPOBaHHUE U
UCIIONB30BaTh CPEACTBA
BepupHUKanum
MEXaHHU3MOB 3aIUTHI
nHdopmanum.

TIPUHITAITEl OpTaHU3aIUH,
COCTaB M QITOPUTMBI PaOOTHI
MEXaHU3MOB 3aIUThI
HH(POPMALIUH, CTAHIAPTHI
OLICHMBAHHMS 3AIUICHHOCTH
KOMIIBIOTEPHBIX CHCTEM;
HOIIK-20.2 ITpoBoaut
HCCIICIOBaHUE MEXaHU3MOB
3amUTh HHPOPMAIIHHY, B TOM
YHCIIe C UCTIOE30BaHIEM
CpencTB BepuHuKanuu, u
JieNiaeT BBIBOJIBI MO OL[CHKE
3aLIMIIEHHOCTH U IOBEPHS;

JMHAMHYIECKHE METO/IbI aHAIN3EI
IIPOrPaMMHBIX pealu3aLuil.

OP-4 YMeTs NIpOBOAUTH
9KCIIEPTHU3Y KayecTBa U
HaJIe)KHOCTH IIPOrPaMMHBIX U
IPOrPaMMHO-aNIIAPATHBIX CPEACTB
obecnieueHnss HHPOPMAITHOHHON
6e3omacHocTH.

3HAET
CTaTHYCCKUEC U
ITUHAMHUYECKUE
METOAbI aHAJINU3bI
MPOrpaMMHBIX
peanu3anuii.

B coBepieHcTBe
yMeeT NPOBOAUTH
IKCTIEPTHU3Y
KavecTBa
HaJIe)KHOCTH
MPOTPAaMMHBIX U
POrpaMMHO-
annapaTHbIX
CpeacTB
obecrieyeHUs
HHPOPMAITMOHHOM
6e3omacHocTH.

CTaTHUYECKUE U
OUHAMHYECKUE
METOAbI aHAJIU3bI
MPOrpaMMHBIX
peanuzanuii.

YMeeT npoBoAUTh
IKCIEPTHUZY
KauecTBa U
HaJEKHOCTH
MPOTPAMMHBIX U
pOTPaMMHO-
ammapaTHbIX
CPEICTB
obOecricueHUs
UH(OPMALMOHHOH
0e30I1aCHOCTH.

CTaTUYECKUE U
JTUHAMHUYECKHUE
METOAbI aHAJINU3bI
NPOrpaMMHBIX
peanu3anuii.

YMeeT npoBOAUTH
IKCIIEPTHU3Y
KadecTBa
MPOTrPaMMHBIX
CpeicTB
obecrnieueHus
nHpopManoHHOH
0€30I1acCHOCTH.

U AMHAMUYECKUE
METOAbI aHAJINU3bI
MPOrpaMMHBIX
peanuzanuit

He ymeer npoBoauts
AKCHEPTH3Y KauecTBa
MIPOTPaAMMHBIX CPEIICTB
obecrnieueHus
HHPOPMATMOHHOM
06€e30I1aCHOCTH.

[1K-3. Criocoben
IIPOEKTUPOBATH
IPOTrPaMMHO-
anmnapaTHbIE CPEJICTB
3anIuThl HHPOPMALIUH
KOMITBIOTEPHBIX CUCTEM

HIIK-3.3 OcymecTiasier
pa3paboTKy TpeOOBaHMI,
HIPOEKTHPYET U
pa3pabaTbIBaeT CpeacTBa
3aIUTHl HHQOPMAIUY B
COOTBETCTBHUH C

OP-6 3HaTh cI0COOBI, METOILI K
KPHUTEPUH OLEHKH 3P PeKTHBHOCTH
peain3alyy CUCTEM 3allUThl
nHpopManuH.

B cosepmiencTse
3HaeT CHOCOOBI,
METOJIBI U
KPUTEPHH OLICHKU
3(hHEeKTUBHOCTH
peanuzanuu

3HaeT crmocoobl,
METO/IbI U
KPUTEPUH OLEHKH
3¢ EeKTHBHOCTH
peanu3auu
CHCTEM 3aIUThI

3HaeT OCHOBHbIE
CITOCOOBI, METOJIBI U
KPUTEPUH OLICHKH
3¢ EKTHBHOCTH
peau3alyy CHCTEM
3aIIUThI

He 3HaeT criocoObl,
METO/IbI U KPUTEPUH
OIICHKH

3¢ EKTHBHOCTH
peanu3au CHCTEM
3amuThl HHPOPMAIIHH.




M CEeTeM.

TCXHUYCCKHUM 3aJaHUCM

CHCTEM 3aIUTHI
nHPOPMALINH.

nHpopManuu.

nHpopmanum.




2. Oranbl GOpMUPOBAHMUS KOMIIETEHIUI U BUbI OLIEHOYHBIX CPEIACTB

Buj oueHo4HOro cpeacTea

Jranbl GOPMUPOBAHUSA KOMIIETEHIUH Koa n HaumeHnoBanue N
Ne (TecTsl, 3aaHUSL, KEHCHI, BOTIPOCH 1
(pa3aenbl AMCHUTIMHBI) pe3yJ1bTaTOB 00y4eHHs )
ap.
AKTyallbHBIE YSI3BUMOCTH
1. |cOBpeMEHHOTO MPOTrPaMMHOTO OP 1-6 TeopeTnueckue BOpochl
oOecrniedeHus
) AHann3 OWHAPHBIX yA3BUMOCTEH OP 1.6 JlaGopaTopHsie paboTHI,
" |mporpammMHOro obecneyeHus TEOPETUUECKHUE BOIIPOCHI
IIpenoTBpailieHue ysa3BUMOCTEN Ha
3. y OP 1-6 TeopeTnueckue BOpockl

oTale peaiu3anun

3. TunoBbie KOHTPOJbHBIE 3aJaHUsl WM WHbIe MaTepHalibl, HeOOXOAMMBbIE JIsl
OLIEHKH 00pa30BaTeJbHBIX Pe3yJbTATOB 00y4eHHUSs

3.1. TunoBble 3amaHusl I TNPOBEACHUS TEKYILEro KOHTPOJIS YCIEBAaeMOCTH IO
JUCLUIUIMHE.
[Tpumepsl 1abopaTOpHBIX PadoT:

1. BrrzanHoe mpuioKeHHE yA3BUMO K arake tuma off-by-one. IlpousBectu araky u
MOJYYUTh TpaBa aIMHUHHCTPATOpPa B TECTOBOM NPUIOKEHHH, JOCTYIHOM II0
aapecy host:port.

2. BrlmaHHOE TPWIOKEHHE YSI3BUMO K aTake IEpErOoNHEHHUs CTeKOBoro Oydepa.
ITpousBecTu araky M MOJyYUTh BO3MOXHOCTb BBIIIOJIHEHUS MPOU3BOJIBHOTO KO/A
B TECTOBOM MPHIJIOKEHHH, JOCTYITHOM 110 aapecy host:port.

3. BbranHoe npusioxeHue ya3BUMO K arake Tumna Return Oriented Programming.
[TpousBecTH ataky M MOJYyYUTh BO3MOXHOCTH BBIIIOJIHEHUS MPOU3BOJILHOTO KO/Ia
B TECTOBOM MPHJIOKEHUH, JOCTYITHOM 110 ajipecy host:port.

4. BelnanHoe IpUJIOKEHHE YSI3BUMO K arake Tuna Return to libc. IlpousBectu araky
U TIONYyYUTHh BO3MOXKHOCTH BBITIOJTHEHHUSI TPOU3BOJIBHOTO KOAA B TECTOBOM
MIPUIIOKEHUH, TOCTYITHOM 10 ajipecy host:port.

3.2. TumoBsIe 3a1aHuUs TSI TPOBEICHUS TIPOMEKYTOUHOM aTTECTAIMH IO JUCIUTUINHE
ITpumepsl TeM 17151 TEOPETUUECKUX BOIPOCOB B YCTHOM 3auéTe:

e Ataku Ha OWHapHBIC TPWIOKEHHUS THIMA TEPENOJHEHHUS JIOKaIbHOTO Oydepa.
MeTtoapl 06HapyxkeHusi. CriocoObl MpeJOTBpPAIICHHUS.

e Artaku Ha OMHaApHbIE MPUIOKEHUS THIA MepenosHeHus Oydepa Ha Kyye. MeToabl
oOHapyxeHust. CriocoObl pe0TBpaIleHuUsI.

e Ataku Ha OuHapHble npuiokeHus Tuna Return Oriented Programming. Meto/s!
oOHapyxeHust. CriocoObl Mpe0TBpaIleHusI.

e Ataku Ha OuHapHble npuiokeHus Tuna Return to libc. MeTtoasl oOHapyxeHUs.
CriocoObl pe1oTBpaIleHusl.

e ATtaku Ha OMHapHbIE MPUIOKEHUS MPH MOMOIIU KOHTPOJS (POPMATHOM CTPOKH.
Mertoabl o6HapyxeHus. CocoObl MPeJOTBPAICHHUS.

e Artaku Ha OWHapHBIE TPUIIOKEHHS Thma arbitrary read. MeToapl oOHapyKeHHSI.
CriocoObl pe1oTBpaIleHus..




e Ataku Ha OMHapHBIC TPWIOKEHUs THMa arbitrary write. MeToabl 0OHapyKEeHHUS.
Crioco0b!I TpeI0TBpaIICHUS.

e Ataku Ha OuHapHble npuiokeHHs Tumna off-by-one. Meronbl oOHapykeHUs.
Cnoco0b! Tpe0TBpaIIECHHS.

e ATtaku Ha OMHapHbIe NMPUIIOKEHUS TUMA type confusion. MeToasl 0OHApYKEHHS.
CriocoOpl Ipe1oTBpaLLEHUS.

4. Metoauueckue MaTepuaJibl, ONpeleJsOlIMe NPOLEAYPbl  OLEeHUBAHUS
00pa30BaTeJIbHBIX Pe3yJbTAaTOB 00y4eHM s

4.1. Meronuueckue marepuaibl JUisl OLEHKH TEKYIIEro KOHTPOJS YCIIEBAEMOCTH I10
JUCIUIINHE.
Kputeprem BBIOIHEHHS CTYICHTOM J1a00paTOpHON pabOTHI SBISETCS:
® HajgU4Me y CTYJEHTa IPOrpaMMHOM peajau3aluy aTaku Ha paccMarpuBaeMoc B
paMKax J1abopaTopHOil pabOTHI MPHIIOKEHHUE;
® CIOCOOHOCTb CTYAEHTa OOBSACHUTH CYTh aTakW, YSI3BUMOCTb, MPHUBOASALIYIO K
BO3MOYKHOCTH OCYILECTBJICHMS aTaKW, U MPUYMHBI €€ BO3SHUKHOBEHHS, & TAKXKE
MeEpBbI, KOTOPBIE HEOOXOMMO PEANPUHSTE YTOOBI CAETATh MPOU3BEACHHYIO aTaKy
HEBO3MOKHOM ISl BOCIIPOU3BEIEHUS 37I0yMBIIIJICHHUKOM.

4.2. Meronuueckue Marepuainbl I8 IPOBEACHUS IMPOMEXKYTOYHOM arrecTaluu 10
JVCIIATUTHHE.

[IpomesxxyTouyHasi arTecTanus MO TUCIUILUIMHE MPOBOAUTCA B (hOopMe YCTHOTO 3a4yeTa Mo
TEOPETUUECKOMY MaTepHUay.

K 3auery [fomyckaiooTcs TONBKO  CTYIEHTBI, YCIEIIHO  BBIMOJHUBIIKAE  BCE,
npeaycMaTpuBaeMbie KypcoM J1abopaTopHbIE pabOoTHI.

Kaxxapiit Ouner 711 yCTHOTO 3a4€Ta COCTOUT U3 ABYX TEOPETHUECKHUX BOIIPOCOB IO ABYM
TeMaM AUCLUIIJINHBI.



