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1. IIe.m) U INTAHUPYEMBbIC PE3yJIbTaThl 0CBOCHUSA TUCIHUIIJIMHBI

Llenbto 0cBOEHUS TUCHUIIIMHBI ABJISE€TCA ()OPMUPOBAHUE CIEAYIOIUX KOMIIETEHIINH:

OIIK-9 Cnocoben pemaTh 3a7auu  HPOPECCHOHATBHON JEATEIBHOCTH C YYETOM
TEKYyIIEro COCTOSHUS U TEHACHLUN Pa3BUTHS METOIOB 3aIUTHl HHPOPMAIIUU B ONEPALIMOHHBIX
cUCTeMaX, KOMIIBIOTEPHBIX CETSX M CUCTEMax YIpaBJieHUs 0a3aMu JIaHHbBIX, @ TAK)XKE METOO0B U
CPEACTB 3alUThl UHPOPMALIUU OT YTEUKH MO0 TEXHUYECKUM KaHajaM, CeTel M CHCTEM Mepeaayun
uHpopManuu.

OIIK-16 CnocobeH mNpPOBOAWTH, MOHHUTOPHUHT  PaOOTOCMOCOOHOCTHM W aHaIU3
3G GEKTUBHOCTH CPEICTB 3aIUTHI HHPOPMAIIUU B KOMITBIOTEPHBIX CHCTEMAaX M CETAX.

OIIK-18 CrocobeH mNpOBOAWTH aHAIM3 3AIIUIIEHHOCTH M OCYIIECTBIATH MOUCK
YSI3BUMOCTH KOMIIBIOTEPHON CHCTEMBI.

[IK-3 CmocobGeH mpoeKTUpoBaTh  MPOrpaMMHO-alIapaTHbIE  CPEACTB  3aIUThI
nH(OPMAIIMU KOMITBIOTEPHBIX CHCTEM U CETEH.

Pe3ynprataMu OCBOEHMS TUCUUILIMHBI SBJISIFOTCS CIENYIOIIUE UHANKATOPHI JOCTUKEHUS
KOMIIE€TEHLIH:

HNOIIK-9.1 VYuutbiBaeT COBpEMEHHbIE TEHACHIIMU PA3BUTUS METOJOB  3aIIUTHI
nH(pOpMAIIUU B ONEPAIMOHHBIX CHCTEMaX, KOMIBIOTEPHBIX CETAX M CHUCTEMaXxX YIpaBJIEHUS
0a3aMu TaHHBIX MIPU PELICHUH 33a]1a4 CBOeH MpoecCHOHaIbHON ASSITEIbHOCTH

HNOIIK-9.2 Ob6nagaer 3HAHWEM | JEMOHCTPUPYET HABBIKM TPUMEHCHHS 0a30BBIX
METO/OB 3alUTHl MHPOPMAIIMH B OMEPAIIMOHHBIX CHCTEMaX, KOMIbIOTEPHBIX CETIX M CUCTEMax
yrIpaBiieHHs 0a3aMu TaHHBIX

HNOIIK-16.1 OcymiecTBisieT OIEHKY pabdoTOCIIOCOOHOCTH TMPUMEHSIEMBIX CPE/ICTB
3alUThl MTHPOPMAllMM B KOMIBIOTEPHBIX CHUCTEMAaX M CETSAX C HCHOJIb30BAHHWEM IITATHBIX
CPEICTB U METOAUK

NOIIK-16.2 OcymectBasier oneHKy 3(p(eKTHBHOCTH MPUMEHSEMBIX CPEJICTB 3aIUThI
nH(OpMAIIM B KOMITBIOTEPHBIX CHCTEMaX M CETAX C HCIOJIb30BAaHUEM INTATHBIX CPEICTB H
METOJIUK

HNOIIK-16.3 OmnpenensieT ypoBEeHb 3alMIIEHHOCTH M JOBEPUS CPEACTB 3aLIUThI
nH(pOpMAINU B KOMITBIOTEPHBIX CHCTEMAaX U CETAX

HNOIIK-18.1 Omnpenensier ypoBeHb 3alIUIIEHHOCTH M JIOBEpUS B KOMIBIOTEPHBIX
cCUCTeMax W TPOTHO3UPYET BO3MOXKHBIE MYTH  pa3BUTHS  JCUCTBUH  HapyLIUTEINA
MH(POPMALMOHHON 0€30MaCHOCTH

NOIIK-18.2 OueHuBaeT COOTBETCTBUE MEXAaHU3MOB O€30MACHOCTH KOMIBIOTEPHOMN
CHCTEeMbI TpeOOBAaHUSAM CYIIECTBYIOIIUX HOPMAaTUBHBIX IOKYMEHTOB, a TAaK)Ke MX a/IeKBaTHOCTHU
CYLLECTBYIOILIUM PUCKAM

NOIIK-18.3 CocraBnsier u o(popMIseT aHAIMTHYECKUH OTYET IO pe3ysbTaTaM
MPOBEICHHOI'0 aHalu3a, pa3pabaThiBae€T NPENJIOKEHHUs TI0 YCTPAHEHUIO BBISBICHHBIX
YSA3BUMOCTEU

UIIK-3.1 Pa3paboTka TEXHUYECKUX 3aJaHUN, ICKU3HBIX, TEXHHYECKHMX U paboumx
IPOEKTOB paboT Mo 3a1mTe uHpopManuu

2. 3aga4u ocBOCHUSA TUCHHUILIHHBI

— M3y4YUTh TOHATUUHBIN anmapat u ooume moaxoasl k odbecneuenuro b onepanmoHHbIx
CUCTEM;

— M3YYUTbh CPENICTBA U METOBI YIIPABIEHUSA JOCTYNOM B 3ammuieHHbx OC;

—W3Y4YUTh CPEJCTBA U METO/bl MHTErpalny 3amuineHHbIXx OC B 3a1IUIIEHHYIO CETh.

3. MecTo TUCHMIUIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOI MPOrpaMMbl

Jucuunnuna oTHOcuTCs K bioky 1 «lucuunauas! (MOLyIn)».
JlucuunianHa OTHOCHTCA K 00s3aTedbHOW YacTH 00pa3oBaTENbHOM IMPOrpaMMBI.
JucuumimHa BXoauT B «Moayinb «Crienuanu3anus».



4. Cemectp(bl) ocBOeHMsA M popMa(bl) MPOMEKYTOYHOM aTTeCTALMHU 10 JMCUMILIMHE

Hecarbiii cemecTp, 3a4€T ¢ OIL[EHKOM

5. BxoaHble TpeGoOBaHUSA 1JIsI OCBOEHHUS TUCIHUILINHBI

JUI  yCHEemIHOro OCBOGHUS JUCHUIUIMHBI TpeOyroTcs pe3yibTaThl OOy4YeHHs IO
CIEAYIOIUM  JIUCHUIUIMHAM:  SI3blkM  mporpammupoBaHus, OIepallMOHHBIE  CHCTEMBI,
Kpunrorpaduueckue MeToas! 3alUThl HH(GOPMAIUH.

6. SI3bIK peanu3anuu

Pycckun

7. O0bem AUCHUIIIINHBI

OO6m1ast Tpy10€MKOCTb JUCHUILIUHBI cOocTaBisieT 4 3.e., 144 yacoB, U3 KOTOPBIX:
-naboparopHbie: 16 u.
-IpaKTHUYECKUE 3aHATUA: 32 Y.
B TOM YHCJIE€ IPaKTUYecKas MOAr0oToBKa: 16 u.
O06beM caMOCTOATENBHOM pabOThI CTYIEHTA ONPENETIeH YUeOHBIM MIJIAHOM.

8. Couepma}me AUCHUIIVIMHBI, CTPYKTYPUPOBAHHOE€ 110 TEMaM

Tema 1. [loHsATHE 3aIIMIIEHHON ONIEPALIMOHHON CHUCTEMBI

[Ipeamer  3ammThI uH(pOpMaLUH. OcHoBHBIE IIOJIOKECHUSA 6e3omacHoCTU
nHGOPMAaLMOHHBIX  cucTeM. OCHOBHbIE NPUHIMNBI  oOecneyeHus  HWH(POPMALMOHHOM
0e30MacHOCTH B MH(POPMAIIMOHHBIX CHCTEMAX.

Tewma 2. YnpaBieHue 10CTyIoM

CyObekThl, 00BEKThI, METOIbI M MpaBa JocTymna. [IpuBuieruu cyOBEKTOB JOCTyHa.
N36upaTenbHOe U MOJHOMOYHOE pa3rpaHUYEHHE JOCTYIA, U30JIMPOBaHHAs IPOrPaMMHas cpefa.
[Ipumeps! peann3anny pasrpaHUueHus A0CTyna B coBpeMeHHbIX OC.

Tema 3. Unentudukarus, ayTeHTHPUKAIIS U aBTOPU3AIUS

[ToHsTHS WACHTHPUKANNN W ayTEHTH(HUKAINUU IOJIb30BaTele. AyTeHTU(HUKAIM Ha
OCHOBE TTapoJIei, METO/BI oa00pa MapoJiei, CPEeACTBAa U METO/BI MOBBIIICHHS 3AIINIIEHHOCTH
OC or moxmbopa maponedl. AyTeHTH(HKALUS HAa OCHOBE BHEIIHWX HOCHUTENICH Kioya,
OMOMETPUYECKHX XapaKTePUCTUK Moib3oBarens. [lpumepbl peamusanuu HASHTU(OUKAUH U
ayreHTHuKaluu B coBpemeHHbIx OC.

Tema 4. Aynut B OC
HeobOxomumocts aynuta. TpeboBanust Kk mojcucTeme ayauTa. [Ipumepsl peanuzanuu
ayauta B coBpeMeHHbIXx OC.

Tema 5. UnTerpanus 3alMIIeHHbIX ONEPaMOHHBIX CUCTEM B 3aIUIIEHHYIO CETh
Knaccudukanus METOA0B ¥ UX CPAaBHUTEIbHAS CTATHCTHKA.

9. Tekymnii KOHTPOJIb MO IUCHHUILIHHE

Tekymuii KOHTpOJNb MO JUCHUIUIMHE TPOBOAUTCA IIyTEM KOHTPOJISI KadecTBa
BBITIOJIHEHHS JIAOOPATOPHBIX paboT, U (ukcupyercs B ¢opMe KOHTPOJIBHOH TOYKHM HE MEHee
OJTHOTO pa3a B CEMECTp.

[TpakTHyeckast MOJArOTOBKA OI[EHUBACTCS IO PE3YJIbTaTaM BBIITOJHEHHBIX J1A00PATOPHBIX
pabor.



OleHOYHbIC MaTepUajibl TEKYLIEr0 KOHTPOJs pa3MelleHbl Ha caiite TLIY B pasmene
«Mudopmanms 00 odpazoBaresbHOM mporpammey - hitps://www.tsu.ru/sveden/education/eduop/.

10. ITopsinok npoBeeHNsI 1 KPUTEPHH OLleHUBAHMS M POMEKYTOYHOM aTTeCTAllUH

3aueT ¢ OL[EHKOM B JIECSITOM CEMECTpe MPOBOAUTCS B MMCbMEHHON MM YCTHOU Gopme 1o
Ouneram. buieT comepXUT ABa TEOPETHUYECKHX BONpOca MO JBYM TeMaM JHUCIUILIHHEI.
[TponomKUTENBHOCTH 3aU€Ta ¢ OIeHKOoM 1 Jac.

OOyuaromuiics JOMKEH 3HAaTh METOABI 3alMThl HH(DOpPMAMA B COBPEMEHHBIX
OIEpallMOHHBIX CHUCTeMaX. YMETh MPOAEMOHCTPUPOBATh Ha MPAKTHKE CIOCOOBI 0OecredeHus
pa3nuuHBIX acnekToB Oe3zomacHoctd OC Ha mpuMepe BBIMOJHEHHBIX 32 BpeMs CceMecTpa
nmabopatopHbix paboT. Ilpu »>TOM moONOXKHUTEIbHAS OLEHKA («OTIMYHO», «XOPOIIO»,
«yIOBIIETBOPUTEILHO») CTABUTCS, €CIIM CTYASHT BBHINOIHHI Bce JabopaTopHbIE pabOTH Ha
OLICHKY HE HIXKE «YJIOBJICTBOPUTEIHHO» U BIAJEeT OOJNbIIEH YacThi0O TEOPETHUECKOTO
Marepuana. OIeHKa «HEYTOBJIETBOPUTEIIbHO» CTABUTCS, €CIU CTYACHT HE BBINOJIHUI BCE
nabopaTopHble pabOThI U HE OCBOMJI OOJBIIYIO YaCTh TEOPETHUECKOI0 MaTepraa.

OueHouHble MaTepuasbl sl IPOBEACHUS NMPOMEXYTOUHOM aTTecTallud pa3MELIeHbl Ha
caite TI'Y B pasmene «MHpopmamms 00  oOpa3oBaTenpHOH  mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHo-MeTOAMYECKOE O0ecIeyeHue

a) DIEKTPOHHBIN Y4eOHBIH KypC MO AMCIUIUIMHE B CHCTEME JJIEKTPOHHOTO OOyUCHHS
IDO - https://Ims.tsu.ru/course/view.php?id=6907

0) OnieHOYHBIE MaTepualibl TEKYIIEro KOHTPOJII M MPOMEXKYTOUHOH aTTecTallid II0
JTUCLHILIIHE.

12. Ilepeyens yueOHoI JuTEepaTypbl H pecypcoB cetu HTepHeT

a) OCHOBHAs JIUTEpaTypa:

— Bant JIpBua. 3ammra u 6e3omacHocTh B ceTsix Linux. ITurep, 2002.

—IIpockypun B.I'. 3ammrta B omepanmuoHHBIX cHcTeMa. YdeOHoe mocobme. I'opsuast
ymaus Tenexkom, 2016

0) IOTOTHUTENBHAS JIUTEPATYpa:

— JleBstaun [1.H. Moaenu 6€30macHOCTH KOMITBIOTEPHBIX CUCTEM. YTIPaBJICHUE TOCTYIIOM
¥ MH(OPMAIIMOHHBIMHU TTOTOKaMH. YueOHoe nocobue. ['opsiaast uuaus Tenekom, 2016

—Furgel, 1., & Saftig, V. (2016). Common Criteria Protection Profile “Multiple
Independent Levels of Security: Operating System” [V2.03].
https://doi.org/10.5281/zenod0.51582

13. Ilepevyennb HHPOPMATMOHHBIX TEXHOJIOTHIH

a) JIMIIEH3MOHHOE U CBOOOHO paclpoCTpaHsIeMOe IIPOorpaMMHOE o0ecIiey eHuUe:
— Oracle VM VirtualBox / VMware Workstation Player win ananoruunas cucrema
BUPTyaIU3allAu.

0) nHpOPMAIMOHHBIC CITPABOYHBIC CHCTEMBI:

— DJEeKTPOHHBIN KaTajor Hayunon 6ubnuorexn Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DJeKTpoHHAas 6ubmroTexa (peno3uTopHii) Ty -

http://vital.lib.tsu.ru/vital/access/manager/Index
— 3BC Jlans — http://e.lanbook.com/
— OBC KoncynbTanT cryaenta — http://www.studentlibrary.ru/



https://lms.tsu.ru/course/view.php?id=6907
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/

— Oo0pasoBarensHas miardopma KOpait — https://urait.ru/
—3BbC ZNANIUM.com — https://znanium.com/
— OBbC IPRbooks — http://www.iprbookshop.ru/

14. MarepuajbHO-TEXHUYECKOE o0ecriedeHue

Aynutopuu UL MPOBEACHUS 3aHATUN JIEKIIMOHHOT O TUIIA.

Aynuropuu A7 TPOBEIEHUs 3aHATHM CEMMHApPCKOTrO THUIA, WHIMBUAYaJbHBIX U
IPYIIOBBIX KOHCYJIbTALMHI, TEKYIETO KOHTPOJISI U IPOMEXKYTOYHONW aTTECTALIMH.

[TomeneHust 17151 CaMOCTOSITENIBHON pabOThl, OCHAIIEHHBIE KOMITBIOTEPHOW TEXHUKOH U
JOCTYNOM K ceTd VHTepHeT, B 3JEKTPOHHYI0O HMH(POPMAIMOHHO-00pa30BaTEbHYIO Cpeay U K
MH(GOPMALIMOHHBIM CIIPAaBOYHBIM CHCTEMAaM.

15. Undopmanus o pazpadboTunkax

Ocranun Cepreil AnekcaHIpoBHY, KaHJ. TEXH. HAyK, JOLEHT Kadeapbl KOMIBIOTEPHON
0e30MacHOCTH.
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