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Ouenounble cpeacrBa (OC) SBISIOTCS 3J€MEHTOM OLEHUBAHHUS CPOPMHPOBAHHOCTH KOMIIETEHIMM y OOydalomuxcs B LEJIOM HIM Ha

OIIpEICIIEHHOM 3Tane ee OPMUPOBAHHUSL.

OC pa3pabaThIBarOTCS B COOTBETCTBHH ¢ paboueit mporpammoii (PIT).

1. KoMmnerennuu u pe3yabTaThbl oﬁyqennﬂ, (l)opanyeMLIe B pe3yJjibTaTe OCBOCHUA NTUCHUIIJIUHBI

Koa n HauMeHOBaHUe Pe3yJIbTATOB
00y4eHus (TIaHUPyEMbIE

KpuTtepuu oneHuBaHus pe3ybTaTOB 00yueHUs

HNuaukatop
Kommnerenuus pe3yJbTaThl 00yUeHHUS,

KOMIIeTeHI[UU XapAKTEPH3YION[HE STAITHI OTanyHO Xoporiio VY nosnerBoputensHo | HeynonersopurensHO

(OPMUPOBAHIS KOMITETEHIIHI) (3auTeHo) (3auTeHo) (3auTeHo) (He 3auTeHO)

OIIK-2. Cnocoben NOIIK-2.2 Onpenenser OP-1. Bnageer HaBbIKaMH B cosepmiencTse Brnaneer CnaGo Biageet He Brnaneer
MIPUMEHATH IPOTPaMMHBIE | MOPSIIOK HACTPOUKHU U WCTIONIb30BAHMS PA3IINIHBIX BIazeeT HaBBIKAMH HaBBIKAMHA HaBBIKAMHA
CPEACTBa CHCTEMHOTO H 9KCIUTyaTalIH MPOTPAaMMHBIX CPEACTB OOecTedeHns] | HaBBIKAMU WCTIONIb30BaHUS HCTIONIb30BAHUSA HCTIONIb30BAHUSA
MIPUKIIaTHOTO MPOTPAaMMHBIX CPEACTB nH(popManoHHOH Oe30macHOCTH WCTIONIb30BaHMS MPOTPaMMHBIX TIPOTPaMMHBIX TIPOTPaMMHBIX
Ha3HA4YCHHUH, B TOM YHCJIE | CHCTEMHOTO H MPOTPaMMHBIX CpencTB CpeACTB CpeACTB
OTEYECTBEHHOTO MPUKJIQTHOTO Ha3HAYCHHUH, CpencTs

MPOM3BOJICTBA, IS
pemeHust 3aaa4y
poeCCHOHATBHOMI
JIESITENLHOCTH

B TOM 4HCJIE
OTEYECTBEHHOTO
MIPOM3BO/JICTBA,
HCTIONIB3YEMBIX IS
penieHus 3agay
npodeccroHabHOM
JIeSITeIIbHOCTH.

OIIK-9. Criocoben
pemaTh 3a1a4u
poeCCHOHATBHOM
JIeSITEJIbHOCTHU C y4ETOM
TEKYIIEro COCTOSIHUS 1
TEH/ICHINIA Pa3BUTHUSA
METO/IOB 3aIUTHI
nHPOPMALIH B

HOIIK-9.2 Obnanaet
3HaHHEM U JIEMOHCTPUPYET
HaBBIKH PUMEHEHHS
6a30BBIX METOJIOB 3alUTHI
nHpopmanuu B
OIIEPAIIMOHHBIX CHCTEMAX,
KOMITBIOTEPHBIX CETSX U
cHcTeMax yIpaBJeHHs

OP-2. 3HaeT OCHOBHBIE BUABI U
WCTOYHMKH Ys3BUMOCTEH BeO-
HNPUI0KEHUN

OP-3. 3Haer MeTOnbI aHANTU3a
6e301acHOCTH BEO-TTPHUIIOKEHUH.
OP-4. YMeeT npoBOIUTH aHAIIU3
6e301macHOCTH BeO-TIPUII0KEHHUI.

B coBepiienctse
3HAeT OCHOBHBIE
BUJIBI U
WUCTOYHHUKH
ySI3BUMOCTEH BeO-
MPUI0KEHUH,
METOIBI aHAIHM3a
Oe30macHOCTH

3HaeT OCHOBHBIE
BUJIBI U
HUCTOYHHUKH
ySI3BUMOCTEH
BeO-
MPUI0KEHUH,
METO/Ibl aHAJIN3a
Oe30macHOCTH

3HaeT OCHOBHBIE
BU/IBI U ICTOYHHUKH
ysSI3BUMOCTEH BeO-
MIPUII0KEHNUN;
3HAET METO/IbI
aHaIM3a
6e3omacHOCTH BEO-
IIPUJIOKEHUI.

He 3naer ocHOBHBIE
BU/IBI U HICTOYHHUKH
ysSI3BUMOCTEH BeO-
MIPUIIOKEHUH; HE
3HAET METO/bI
aHaIM3a
6e3omacHOCTH BeO-
npunoxeHuii. He




OIIEPAIIMOHHBIX CHCTEMaX,
KOMIBIOTEPHBIX CETSIX U
CHCTEMax yIpaBJICHU
0azaMu JaHHBIX, a TAKIKE
METOJIOB U CPE/ICTB
3amIATHl UHPOPMALIUU OT
YTEUKH 110 TEXHUYECKUM
KaHallaM, CeTel M CHCTEM
nepenauy HHGoOpMauu

0a3aMHu JaHHBIX.

BEO-TIPHIIOKEHHH.
‘YMeer npoBOANUTh
aHaIH3
Oe3omacHOCTH
BEO-TIPHUIIOKESHUT.

BeO-
MIPUIIOKEHUH.
Ywmeer
TIPOBOIUTH
aHam3
Oe3omacHOCTH
BEO-TIPHIOKCHUN

yMeeT NIPOBOAUTh

aHaM3 0€30MacHOCTH

BEO-TIPIIIOKCHHH.

OIIK-20. Criocoben
MPOBO/INTH TECTHPOBAHHE
W MCHOJIb30BATh CPEICTBA
BepupHUKanum
MEXaHHU3MOB 3aIUTHI
nHpOpPMALUH

NOIIK-20.1 ITonnmaer
NPUHLUITBI OpraHU3aLUH,
COCTaB ¥ AJITOPUTMBI
pabOThI MEXaHU3MOB
3alIUTHl HHOPMAIHH,
CTaH/APTHI OLICHUBaHUS
3aMIMUIIEHHOCTH
KOMITBIOTEPHBIX CHCTEM;
HOIIK-20.2 [IpoBoaut
Hccie0BaHne
MEXaHU3MOB 3aIUThI
nHGOPMALIH, B TOM YHCIIE
C MCIIOJIb30BaHUEM
CpeACTB BepupHUKaLum, 1
JieNiaeT BBIBOJIBI MO OL[CHKE

3aIUIICHHOCTHU U 1OBEPpUs.

OP-5. 3HaeT OCHOBHBIE METO/BI
HCCIICJ0BaHNA KOMIIBIOTEPHBIX
CHCTEM C LICJIBIO BBISABJICHUSA
YSI3BUMOCTEH BEO-TIPHII0KESHHH.
OP-6. YMeeT npoBoUTh pabOTHI O
OLICHKE 3alllUIICHHOCTH BeO-
NPHIOKSHUH U COCTABISTh OTYETHI
0 pe3yiabTaTaM NPOBEICHHBIX PadoT.

3HaeT OCHOBHBIE
METOJIBI
UCCIIeOBaHUS
KOMITBIOTEPHBIX
CHCTEM C LIEJIBIO
BBISIBIICHUS
yS3BUMOCTEH BeO-
MIPUIOKEHUH.
ITpoBoauT paboTHI
TIO OLICHKE
3alIMIIEHHOCTH
BEO-TIPUIIOKEHUI
1 COCTaBIISIET
OTYETHI 110
pe3ynbTatam
MIPOBEJICHHBIX
pabot

3HaeT OCHOBHBIE
METO/IbI
HCCIICI0BaHUSA
KOMITBIOTEPHBIX
CHCTEM C LIEJIbIO
BEISIBIICHUS
ySA3BUMOCTEHN
BeO-
MPUIOKEHUH.
[IpoBogut
paboTsI MO
OIIEHKE
3aIUIEHHOCTH
BEO-TIPUIIOKEHUI

3HaeT OCHOBHBIE
METO/IBI
UCCIIEIOBaHUS
KOMITBIOTEPHBIX
CHCTEM C LIEJIBIO
BBISBIICHUS
yS3BUMOCTEH BeO-
TIPUJIOKEHUH.

He 3naer ocHOBHBIE
METO/IBI
HCCIIeI0BaHUS
KOMITBIOTEPHBIX
CHCTEM C LIENIBIO
BBISBIICHUS
ySA3BUMOCTEH BeO-
TIPUJIOKEHUH.

TIK-3. Cocoben
TIPOCKTHPOBATH MPOTPAMMHO-
anmapaTHble CPEICTBA
3aI1UTHl HH)OPMAIAH
KOMITHEOTEPHBIX CHCTEM U
cereit

HUIIK-3.3 [IpoBenenue
aTTecTalliy IpOrpaMM U
JITOPUTMOB Ha MPeIMET
COOTBETCTBUS
TpeOOBaHUSIM 3aIUTHI
nHpOpPMALTIT

OP-7. 3HaeT NOpsIOK NPOBEAECHUS
aTTECTAIMH 110 TPEOOBAHUSIM 3aIIUTHI
nHdopManu.

B cosepmiencTse
3HAET COCTaB U
coJIiepyKaHne
pabor o
aTTeCTALNN
nporpamMmm 1
AITOPUTMOB Ha

3HaeT cocTaB K
coJliepKaHue
pabor o
aTTeCTallUH
porpamMm 1
aJITOPUTMOB Ha
COOTBETCTBHE

3HaeT NopsAAoK
MIPOBEICHNUS
aTTeCTalluu 10
TpeOOBaHUIM
3aIINTHI
uHpOpPMAITIT

He 3naer nopsigok
MIPOBEICHNUS
aTTeCTal|H 110
TpeOOBaHUIM
3aIINTHI
uHpOpPMAITIT




COOTBETCTBHE
TpeOOBaHUAM O
3aIuTe
nHPOPMALTNH

TpeOOBaHUSIM O
3aIIuTe
nHPOpPMALNH




2. Oranbl GOpMUPOBAHMS KOMIIETEHIIUI U BUAbI OLIEHOYHBIX CPEICTB

N STansl q)OpMPIpOBaHI/IH KOMHeTeHHl/Iﬁ KOI[ U HAUMCHOBaHUE Bl/lll OLCHOYHOI'0 CpeACTBa
o o
(pasgenbl AMCHHUILIMHBI) pe3yJIbTaToB 00y4eHust (TecTsl, 3a1aHMsA, KEHCBI, BOPOCHI H JIp.)
1. |ApxuTeKTypa BeO-TIPIITOKCHIH. OP 1-7 3amgaHmus, BOIPOCH K 3aUeTy
2. |Ilouck ya3BuMocTeit OP1-7 3amgafHus, BOIPOCH K 3aUeTy
MeTo b1 aBTOMATH3aIIUHU TIOUCKA
3 . OP 1-7 3amgaHmus, BOIPOCH K 3aUeTy
YS3BUMOCTEH

3. TunoBble KOHTPOJIbHbIE 3aJaHHSl WJIH HHble MAaTepHAaJibl, He0OX0AUMbIe JIfl
OLIEHKH 00pa30BaTe/IbHbIX Pe3yJbTATOB 00y4YeHu s

3.1. TuroBble 3amaHuisl Uil TPOBEACHUS TEKYIIEro KOHTPOJS YCIEBAGMOCTH IIO
JTVCIUTUTAHE

[IpuMepsl KOHTPOJIBHBIX 3aaHUI

1. B BeO-nipunokeHuu, JOCTYITHOM TI0 ajpecy https://example.com, BEIIBUTH YSI3BUMOCTH
k atrakam Reflected XSS.

2. B BeO-mpuiiockeHNH, TOCTYITHOM 10 afapecy https://example.com, BBISIBUTH YA3BUMOCTH
k arakam CSRF.

ITpumepsl 3amau

1. CreHepupoBaTb LENOYKY CEpTU(UKATOB (KOPHEBOM, MPOMEXKYTOUHBIH, KIIHMEHTa,
cepBepa u T.1.). HactpouTs ayreHTH(UKAIINIO KITHEHTa Meper] BeO-CepBEpOM IO CepTU(HUKATY.

2. Ha 3amumaemMoM cepBepe YCTaHOBUTb M HACTPOUTh CHCTEMY OOHApYXKEHMs U
npenoTBpalieHus arak Suricata win Snort. Hanmucars crieayroriye npaBuiia, peain3yrolime:

oOHapyKeHHE B3aUMOEHCTBHS 3apakeHHbIX Opay3epoB ¢ cepBepoM BeEF obnapyxeHnue
araku Heartbleed o6Hapyxenue araku SSRF

3. B recroBom okpyxeHun peanuzoBars araku SSL Strip u HTTP Injection.

4. Nmeetcs BeO-npuiiokeHue, B kKoTopoM 3amura ot arak CSRF peanuzoBana meronom
Double Submit Cookies. PeanuzoBars araky, Mo3BOJSIONIYI0 000MTH MEXaHU3M 3alIUThI OT aTak
CSRF mnpunoxenus https://example.com eciau H3BECTHO, 4YTO Jpyrue€ KOMIIOHEHTHI BeO-
NPUIIOKEHUS IOCTYITHBI 0 aJjpecam:

https://test.example.com

https://aum.example.com

http://blog.example.com

3.2. TunoBnic 3alaHuA Jid IIPOBCACHUS HpOMC)KyTO‘IHOﬁ arTeCTallvuu 110 AUCHUIIIINHE
BOHpOCI)I K 3a4€Ty

1. ITporoxon HTTP.

. [Tonmutuka n mexanusm Same Origin Policy.
. Mexanu3m ceccuil.

. Mexaam3m Cookie.

. Mexanm3m Content-Security Policy.

. IIpotoxoner SSL/TLS.

. Ataxu Ha porokois SSL/TLS.
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. TectupoBanue 3amumieHHocT koHdurypanuu SSL/TLS.



9. YnpaBneHue JOCTYIIOM B BEO-TPHIIOKEHHSX.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

ATaKy THUIIA «KUHBEKIHSIY.

Artaku nonbopa mapoJieit Ha BeO-IPUITOKESHHS.

Araku XSS.

Araku CSRF.

Ataku SQLIL

Araxa ClickJacking.

Ataku [IIOK.

[TpuHIATIEI paObOTHI CKAHEPOB YSI3BUMOCTEH BEO-TIPHITOKCHHIA.
ABTOMAaTU3UPOBAHHBIN TTOUCK ySI3BUMOCTEH.

OCHOBHBIE MEXaHU3MBI 3aILUThI BEO-MPUITOKEHUH.

ITpuniunel paboThl MEXKCETEBBIX SKPAHOB YPOBHSI BEO-NIPHIIOKEHUH.



