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OC sBnAIOTCA 3IEMEHTOM CHCTEMBI OIICHHBaHUS CHOPMUPOBAHHOCTH KOMITETEHIMI y 00y4aromuXcs B 1IEJIOM WM Ha ONPEIEICHHOM JTare ee

dhopmupoBaHus.

OC pa3pabatbIBatoTcs B COOTBETCTBUM C paboueit mporpammoit (PII) mucuuruivbel ¥ BKIOYaeT B ceOs HaOOp OLEHOYHBIX MATEpUANIOB IS
IIPOBEJIEHUS TEKYILEro KOHTPOJI yCIIEBAEMOCTH U IIPOMEKYTOYHON aTTECTallUU 110 JUCLUILINHE.

1. KommnereHuuM u pe3yabTaThbl 00yyeHus1, popMupyeMblie B pe3y/ibTaTe 0CBOCHHUS IMCIUIIIHHbI

Koa n HaumeHOBaHUe pe3yJIbTATOB

Kputepuu oueHnBanus pe3yibTaToB 00y4eHUs

Kommerenmus HWuauxarop 00yueHus (TUTAaHUPYEMBIE Pe3yIbTaThl 00yUeHUs,

KOMIIETEeHIIMU | XapaKTepH3yIOIIne dTabl JOPMUPOBAHHS

KOMTeTeHHiH) 3auTeHo He 3aureno

OIIK- HOIIK- OP-4.2.1. O0y4aronuiicss CMOXKET YIUTHIBATH OO0yuaroniuiicst IEMOHCTPUPYET OO0yuaronuiicst He 3HAKOM C
4. Cniocoben 4.2. VunuTeiBaTh | OCHOBHBIE TpeOOBaHMS HH(POPMAIIIOHHON CIOCOOHOCTH MPUMEHSATH NPUHIMIIAMH pa3pabOTKU CUCTEM
OIITUMAJIBHBIM OCHOBHBIC 6630HaCHOCTI/I K IMOJIMTUKAM KOHTPOJIA JOCTyIla U CYIECTBYIOIIUEC TPUMHUTHUBBL KOHTPOJIA JOCTYyIla U MEXaHU3MaMH1 UX
obpazomM TpeOoBaHUs KpHUITOrpagu4ecKuM MPOTOKOJIAM 3aIlUTHl JAaHHBIX. | pa3pabOTKW CUCTEM KOHTPOJIS IOCTYIa U | peayu3anuy it 00ecredeH st
koMOuHupoBats | mHpopManuonH | OP-4.2.2. OOyuaromuiicsi CMOXKET YUHUTHIBATh MEXaHU3MBbI UX peal3auy 1 0€3011acCHOCTH KOMIIBIOTEPHBIX
CYIIECTBYIOIIE | O OCHOBHBIE HaIlpaBJICHNs aTaK Ha pacrpocTpaHEHHbIE | pa3pabOTKU Oe30MacHbIX CHCTEM;
MHPOPMAIIMOHHO- | O€30MTaCHOCTH. TEJICKOMMYHHUKAIIMOHHBIH POTOKOJIBI JIJISI KOMITBIOTEPHBIX CHUCTEM; HE CIIOCOOEH CIIPOEKTHPOBATH U
KOMMYHHKAIHOH OpTaHM3aLIH MEp 10 NPOTUBOACHCTBUIO TAKUM B COCTOSIHUH CIIPOEKTHPOBATH U BHE/IPUTH NTPOTPAMMHYIO PEATN3aINI0
HBIE TEXHOJIOTHH aTakam. BHEZIPUTH NTPOTPAMMHYIO PEATN3AIHIO KPHUNTOrpauIecKoro alropurMa B
JUISL pEILICHUS KPHUNTOrpa(puIecKoro aaropurMa B KOMITBIOTEPHYIO CUCTEMY; HE
3a7a4 B 00J1acTH KOMITBIOTEPHYIO CHCTEMY; CIIOCOOEH TTOHUMAET OCHOB OPTaHM3aINN
npodeccronanbH OpraHu3oBaTth Oe30MacHoe 6e3omacHoro yHKIIMOHUPOBAHHUS
on ACATCIbHOCTHU (byHKI_H/IOHI/IpOBaHI/Ie TCIICKOMMYHHUKAITUOHHBIX ITPOTOKOJIOB.
C YU€TOM TCICKOMMYHHUKAIUOHHBIX ITPOTOKOJIOB.
TpeOoBaHuUit
uH(popMaLMOHHO
1 6€30M1aCHOCTH.
[K-1. Criocoben | UTIK- OP-1.1.1. Ob6yqatomimiicsi CMOXET IPUMEHSTH OOyJaronIuiicsi 3HaCT U UCIIONB3YET OOy4arontuiicss He 3HACT U HE
paspabateBate 1 | 1.1. Micnonbe3yer | cymiecTByroIIHe IPUMUTHBEI Pa3padOTKH CHCTEM CYIIECTBYIOII}E THIIOBBIE PEIICHUS 1 HCTIONIB3YET CYIIECTBYIOIINE THIIOBBIE
TIPUMEHSATH CYLIECTBYIOIIME | KOHTPOJIS IOCTYIA M MEXaHU3MBI UX peallM3alliy A1l | 1a0JIOHBI TPOEKTHPOBAHHMS peneHns 1 mabIoHbI TPOEKTHPOBAHUS
MaTeMaTU4ecKHe | TUIOBBIE pa3paboTKy O0€30MaCHBIX KOMIIBIOTEPHBIX CUCTEM. MIPOrPaMMHOTO 00ECIIEUEHHUS MPOrpaMMHOT0 00eCeUeHUs
METOIbI, petieHus u OP-1.1.2. O0y4arouiicsi CMOXKeT MPUMEHSTh
aITOPUTMBI, mabI0HBI HaBBIKK o0ecrevyeHns 0e30macHOTo
pOrpaMMHOE MIPOEKTUPOBAHU




obecrieueHne s
penieHus 3a1a4
Hay4HO-
HCCIIEI0BATEIIBCK
O} U MPOEKTHOU
JeSITETbHOCTH.

i
NIPOrpaMMHOTO
obecrieyeHus.

(YHKIMOHUPOBAHHS TEJIEKOMMYHHKAIIHOHHBIX
IPOTOKOJIOB.

OP-1.1.3. O0yyarouiuiicsi CMOXKET MPUMEHSTh 3HAHHS
MaTeMaTH4eCKHX OCHOB KpHUIITOTrpaduiaeckux
AITOPUTMOB JUISl UX ITPOTPaMMHON peasln3anuy 1
BHEJIPEHUSI B KOMIIIOTEPHBIE CUCTEMBI.




2. dranbl GOpMHUPOBAHUS KOMIIETEHIMII 1 BH/IbI OLIEHOYHBIX CPe/ICTB

DTanbl GopMUPOBAHHUA KOMIIETeHIHIA

Koa m HammMeHoBaHue

Bua oueHo4Horo cpeacraa

Ne
(pa3aesnbl AMCUUILTHHbI) pe3yabTaToB o0yueHusi | (TECTbI, 3a1aHus1, KEWChI, BOIIPOCHI H JIp.)
N 3auéT (OUIIET U TOTIOJIHUTEIbHBIE
1. |O6umue nonsTHA KOMMBIOTEPHOI 0OP-4.2.1 ( 5
56301ACHOCTH BOTIPOCHI), TECT B cucTeMe moodle
3a4éT (OWJIET U AOTIOTHUTEIbHbIE
2. |OcHoBeI ceTeBOH 6€30MaCHOCTH OP-4.2.2 BOIPOCHI), OTYET I10 TPOEKTY, TECT B
cucreme moodle
3a4éT (OMJIET U AOTIOTHUTEIbHBIE
3 |Kpunrorpapmyeckas sammra OP-4.2.3 BOIIPOCHI), OTYET O MPOCKTY, TECT B
uHdOpMAIHI cucteme moodle
3a4€T (OMJICT U TOTIOJTHUTEITHHBIC
OP-1.1.1, OP-1.1.2, OP-
4 |YnpaBieHHe JOCTYIIOM ’ ’ BOIPOCHI), OTYET 110 TIPOEKTY, TECT B

113

cucteMe moodle

3. TunoBble KOHTPOJIbHBIE 3aJJaHUA WJIH HHBIC MaTepHaJibl, H606X0)II/IMLIG IJIs

OICHKH 06pa30BaTeJ’IBHLIX pe3yJabTaToB oﬁyqennﬂ

3.1. TumnoBsie 3alaHusa Ui [OPOBCACHUA TCKYHICIO KOHTPOJIA YCICBAEMOCTU 110
JUCIHUITIIINHEC

IIpoexTHOE 3ananue:

[IpoexT mpenHasHaueH AJsl TPYIIIBI OT OJHOTO A0 TPEX YEJOBEK U 3aKIIOYACTCS B peaau3aluu
cepBHca M0 XPaHEHHUIO KII0Ue MOoJb30BaTeNeil M OANMUCHIBAHUIO UMHU AJIEKTPOHHOM JTOKYMEHTALIUHU.

CepBuc nomkeH OBITh peaju30BaH Kak KIMEHT-CEPBEPHOE MPHIOKEHHE M TOJIECP)KHUBATh
cieayromue QyHKINH.

a)
b)
KJIIOYEH.

c)

3arpy’KacMoro mnoJb30BaTCJICM NJOKYMCHTA.

Cucrema ayTeHTH(QHKALUHN U aBTOPU3AIMH TI0JIb30BaTEIICH.
Ienepanust, mpuéM OT KIIMEHTA U XpaHEHHUE Taphl U3 OTKPHITOro (public) u 3akpuiToro (private)

Ienepanus 1IUPPOBOI TOIMKUCH, PU TOMOIIM XPAaHUMOT'O CEPBEPOM 3aKPBITOTO KIltoua, JJIs

Jst peanuzanum UG POBON MOAMHCH MOTYT OBITH MCIIONB30BaHBI KpunTocucTeMbl RSA, DSA,
ECDSA, u np. lns reHepannu Xen-3HaueHusl peKOMEHIYI0TCs alnropuTMsl cemerictsa SHA.

Pe3yabpTaToM BBITIONHEHUS POEKTA SIBJISETCA MMCbMEHHBIA OTYET.

3.2. TumoBbIe 3aIaHuUs JIJIS IPOBEACHHSI POMEKYTOYHON aTTECTAUU IO JTUCIIUILTHHE

Criucok 611eToB K 3a4€Ty:

Buer 1

buner 2

Ys13BUMOCTB, yrpo3a, aTaka. Kimaccudukanus atak/yrpo3
MAC (message authentication code).

Nudopmanmonnas 6ezonacHocTs. CBoiicTBa 0€30MaCHOCTH WH(DOPMAITUH.
AES (Advanced Encryption Standard). Pexwumsr mmndpoBasus.




©oN>U W E

buner 3

MexceTeBbIe 3KpaHsbI (LIIUTI03BI CETEBOTO M MPUKJIAJHOTO YPOBHEH).
Ilepenada ceancoBoro kmoua (RSA u anropurm duddu-Xenmana). Perfect forward secrecy.

buner 4

Kananeusrit ypoeas. MAC flooding u spoofing.
Kpunrorpaduueckas cucrema. [lludpoBanue u pacumppoBaHue.

buier 5

MexxceTeBble KpaHbl (TaKeTHBIC (QUITBTPHI).
CummMmeTpuyHble U acuMMeTpudHble N@pbI. [[pUHIUTEI KpUNTOrpadUIecKOr 3aIuThI
Keprixxoddca

buner 6

DDoS araku (DNS, HTTP, TCP, MAC-flooding).
Data Encryption Standard (DES)

buner 7

IIpotoxon DNS u araku Ha Hero.
Iudpel N0ACTAHOBKU M MTEPECTAHOBKH.

Buner &

Ormmuns TLS 1.3 n 1.2
ITotounsie u 6mounsre mmdper. RC4 u Salsa20

buner 9

JIucKpelmoHHAas U MaHJIaTHAsl TOJIMTHKU KOHTPOJIS TOCTyNa (OCHOBHBIC IPU3HAKK U OTIHYHS )
Hudposas nmoxmuck

Buner 10

TepmuHONIOTHS B 00JIACTH YIIPABICHUS JOCTYIIOM
TLS Handshake 1.2

Buner 11

Metomp! peanuzanuu noduTHK KoHTpost noctyna (IBAC, LBAC, RBAC, ABAC)
TLS Records, Alerts, Uctopust TLS

JonoiHuTenbHbIE BOIPOCH K 3a4ETY:

KoHduneHnnanbHOCTh, IENTOCTHOCTD U IOCTYTTHOCTh HH(POPMAIIUH.
VY S3BUMOCTb, yTpO3a, aTaxa.

AxTuBHas aTaka (Ipumep)

[TaccuBHas ataka (pumep)

[NakeTHbIE HUITBTPHI

[I1mr0386I ceTeBOrO YPOBHS

KananpHbI# ypoBeHb

Kommyrartop u Mmapmpytuzatop. OTimyus.

CereBoii yposer» TCP/IP

10. Tpancnoptabii yposens TCP/IP



11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34,
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.

[Ipuknagroit ypoBens TCP/IP
Crex TCP/IP nHKanCyAINS U ASKATICYIISAINAS JaHHBIX
MAC-spoofing

IP-spoofing

DDoS-araka

Zero window stress
SYN-ataka

HTTP Slow GET/POST
1ITr03BI TPUKIAAHOTO YPOBHS
Ortpasnenue kama DNS

DNS Amplification
Kpunrorpadugeckas cuctema

Moxer nu cymma 1o Mmoaymto 2 (XOR) kitroua ¢ OTKPBITEIM TECTOM OBITH CTORKUM IIH(PPOM

Iudper noacTaHOBKK

udpe nepecTaHOBKH
CummeTpuyHbIi mmdp
AccuMeTpUIHBIN TP
[ToToKOBBIH TIIHID

brounsit mmdp

PaynnoBas ¢pynkuusa B DES

Cetp Deiicrens

Triple DES

State B AES

OcHoBHble peoOpazoBanus B AES
MAC (message authentication code)
RSA

Perfect forward secrecy

IIporoxon Anddu-Xenamana
Lndposas noanuce

Cepruduxarsl

Tuns! 3anuceii B TLS

Client/Server Hello B TLS

TLS Records

Ormmunst TLS 1.2 u 1.3 (He MeHee ABYX)
[Monutrka, MEXaHU3M B MOJIENTb KOHTPOJIS IOCTYTIA
I'pad moctymos

HNHdopManroHHbIH TOTOK
JuckpenuonHas NoJIUTHKA
MasnnaTHas OJIUTHKA

Crnucku gocrtyna

PoneBas monenn

ATpubyTHas MOZEIb

4. MeToauyeckue MaTepHuaJbl, onpejaeasonue

o0pa3oBaTe/IbHbIX Pe3yJbTATOB 00y4eHUs

npoueaypbl

OICHUBaAHUA

4.1. MeTonuueckre Martepuaabl JUIsl OINEHKH TEKYIIEer0 KOHTPOJISI YCIEBAEMOCTH TIO

nuctuInHe «BBeieHne B KOMIBIOTEPHYIO O€30MaCHOCThY.



Texkymmuii KOHTPOJIb OCYIIECTBIISETCS TIPU TOMOIIM TeCcTOB B cucreme Moodle
(moodle.tsu.ru). s yCnenrHOro MPOXOXKACHHs TEKYIEro KOHTPOJIsI HEoOX0oauMo HaOpaTh He
MeHee 70% oT MakcUMaJIbHOUM OLICHKH.

4.2. Metoauyeckre MaTepualbl Uil IPOBEICHHUs MPOMEXYTOYHON aTTECTallMy 10 TUCIHILIHMHE
«BBeneHre B KOMITBIOTEPHYIO 0€3011aCHOCTEY.
,HJ'ISI HOJ'Iy‘-ICHI/ISI 3auéTa HGO6XOJII/IMO BBIITIOJIHUTH BCC annenepeqncneHHHe yCJ'IOBI/IH.
1. HaGpate He menee 70% OT MaKCUMAaJIbHON OIICHKU IO KaKIOMY M3 TECTOB B CHCTEME
Moodle.
2. llpemoctaBUTh OTYET O BBIMOJHEHWM TMPOEKTHOTO 3aJaHUs, pean3alus KOTOPOro
COOTBETCTBYET TEXHUUYECKOMY 3aJaHUIO U3 paszaena 3.3.
3. HaOparp He MeHee 7 OasioB Ha YCTHOM 3a4€Te, B COOTBETCTBUU CO CIEAYIOUIUMU
KPUTEPUSIMU.

YceaoBus basnel

Koppekrhslii otBeT Ha 1 Bonpoc u3 Ounera | 4

Henonselii otBet Ha 1 Bompoc u3 6uiera 2

Koppexkthsiit oTBeT Ha om. Bompoc (Bcero | 1
He 6onee TpEX)




