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1. llesb U MUIaHUpYeMble Pe3yJbTAThI 0CBOCHHS THCIUTLIUHBI

Ienbto 0CBOEHMSI JUCIUIUIMHBI ABJsIETCS (POPMUPOBAHUE CIEAYIOIINX KOMIIETCHIUI:

OIIK-3 CnocoOeH pemarh CTaHIApTHBIC 3a/1a4d MPOPECCHOHATHHON NEATETLHOCTH Ha
OCHOBe MH(OpMaIMOHHON U OMOIHOTrpadMuecKoi KyabTyphbl C IPUMEHEHUEM HH(POPMALMOHHO-
KOMMYHHKAIIUOHHBIX TEXHOJIOTMM M C Yy4YeTOM OCHOBHBIX TpeOoBaHUN HHGOPMALMOHHON
0€30MacHOCTH.

[IK-2 CnocobeH miaHupOBaTh, OPraHUW30BbIBATH HCIIOJIHEHUE, KOHTPOJIb U aHalu3
OTKJIOHEHUH U1 3((PEeKTUBHOrO0 MOCTMXKEHUS IieNiell NMpoeKTa B paMKaxX YTBEP)KICHHBIX
3aKa3uYMKOM TpeOOBaHUH, OFOKETa U CPOKOB.

VYK-12 CrniocobeH miaaHUpOBaTh U OPraHU30BBIBAThH CBOIO JIEATENBHOCTH B ILIHM(PPOBOM
IIPOCTPAHCTBE C YYETOM TMPABOBBIX M OJTUYECKUX HOPM B3aWMOJEWUCTBUSA YEJIOBEKa U
HCKYCCTBEHHOT'O MHTEJIJIEKTa U TpeOOBaHUH HHPOPMALIMOHHOM O€30MaCHOCTH.

Pe3ynbpraramMu 0cBOEHUS TUCUUIUIMHBI ABJISIOTCS CIIEIYIOIIME UHAUKATOPBI TOCTHKEHUS
KOMIIETCHIIM:

NOIIK-3.1 Amnanu3upyer u peliaeT CcTaHAapTHble 3aJaud  Hpo¢eCcCUOHATBLHOM
JeSITeIbHOCTH CPECTBAMU MHPOPMALIMOHHON U Oubauorpaduieckoil KyiabTyp

NOIIK-3.2 VuutbiBaeT OCHOBHBbIE TpeOOBaHUS WH(OPMALMOHHONW O€30IacHOCTH IpU
peleHnHt 3a7a4 Npo(ecCHOHANBHOMN NesTeTbHOCTH

NIIK-2.3 TotoB cocCTaBiATh W KOHTPOJMPOBATH IUIAH BBIIOJHAEMON paboThL,
IUTAHUPOBATh HEOOXOAUMBIE AJIsl paOOTHI PECYpPCHI M OLICHUBATh PE3yJIbTaThl

NVYK-12.1 BbiOupaer coBpeMEHHbIE TEXHOJOTMHM M CHUCTEMbl HCKYCCTBEHHOI'O
MHTEJUICKTA JUISl peIlieH s 3a/1a4 B IPOeCCHOHATIBHOM 1eATebHOCTH

2. 3agauy ocBOCHHSA IUCHUILINHDI

— OcBOUTH MOHATUHHBIN anmnapat HHGOPMaMOHHON 6E30MaCHOCTH.

— IomyuuTh npeacTaBieHre 0 6a30BBIX MOHATUAX U 3a/layax Kpunrtorpaduu.

— [Tony4nTh IPEACTABIEHUE O CPEACTBAX M METOJaX HH(POPMALMOHHOW 0€30MaCHOCTH.

— O3HaKOMUTBCA C TocyaapcTBeHHON mnonutukoii P® B cdepe unbpopmanmoHHOM
0e301acHOCTH, OCHOBHBIMU MEXaHM3MaMHU 3aIIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA
1 0a30BBIMU CPECTBAMH 3aIUTHI KOMITbIOTEPHBIX CETEH.

3. MecTo AMCUMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOI MPOrpaMMbl

JuctumninmHa otHOCUTCS K brioky 1 «/lucumminabl (MOTyIm)».

JlucuuniauHa OTHOCUTCS K 4YacTh O0Opa3oBaTeNbHON MPOrpaMMbl, (OPMUPYEMOi
YYaCTHHUKaMHU 0Opa30BaTENIbHBIX OTHOIICHHM, TpeJiaraeTcs oOydJaronuMcs Ha BBIOOD.
Hucuunnuza BXoaut B MoayJib Moaynbs «CaMoopraHu3aius 1 caMoOpa3BUTHE.

4. CemecTp(bl) ocBOeHHs M (opMa(bl) MPOMEKYTOUHOM ATTECTALMM 10 JUCHUIINHE

Bropoii cemectp, 3auer

5. Bxoanble TpeGoBaHus 1)1 OCBOEHUS! AUCHUILIMHBI

JUis  yCHemHOro OCBOSHHUS JUCHUIUIMHBI TPeOYIOTCS pe3yNbTaThl OO0y4YeHHS 10
CJICAYIOUIMM JUCIUIUIMHAM: HH()OPMATHKA, TUCKPETHAS MaTeMaTHKa.

6. SI3bIK peaau3anuu

Pycckuii

7. O0beM IUCUHMILIHHBI

OO6mmast TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 2 3.€., 72 4acoB, U3 KOTOPHIX:
-JIEKIMU: 32 4.



B TOM YHCJIE€ TPAKTHUYECKAsl MOAroToBKa: 0 4.
O0BeM caMocTOSITENbHON pabOThI CTYIEHTA ONpPEEIeH YyUeOHbBIM IIIIAHOM.

8. Conep:xkaHue TUCHUILINHBI, CTPYKTYPHPOBAHHOE 110 TEMaM

Tewma 1. Undopmanus kak 0ObEKT 3alTUTHI.

Ilonatue 006 wuHpopmanuu. VYpoBHH mnpeacraBieHuss uHpopmauuu. CBoiicTBa
3anuinaeMoit uuopmanuu. Bunel taiin. [IpaBoBoii pexum nHYOPMALIMOHHBIX PECYpPCOB.

Tema 2. [TonsTuiinblil annapaT nHGOPMAIIMOHHON 0€30MaCHOCTH.

Buapl, ciocoOsl1, 3ambicell, 00bEKT, TEXHUKA 3alIUThl HHQOopManuu. Bunbl HapymuTens u
KJIacCU(pUKAIUS yTPpo3.

Tema 3. 'ocynapcTBeHHas NOIUTHKA HHPOPMALIMOHHOM 0€301MacHOCTH.

l'ocynapctBenHass ~ cucremMa  oOecrnedeHus — WH(GOPMAIMOHHONM  0€30HMacHOCTH.
3akoHOmaTeNbHAss OCHOBAa obecrieueHus HHPOPMAIMOHHONW Oe30macHOCTH. be3omnacHocTh
KpUTH4Yeckoi HuH(popManuoHHONH uHppacTpykTypel P®. JloktpuHa wuHpOpMaIIMOHHON
6e3onacHoctu PO. ®CTOK.

Tema 4. Yrpossl 6e3onacHocT HHGOPMAIUH.

HecankunonupoBannsle omnepauuu ¢ uHpopmauued. [lepedyeHb THMOBBIX YTrpo3.
Knaccugukanus yszsumocteit u yrpo3. Knaccudukauusa crnoco6os HC/I. Tunosble ataku Ha
KOMMYHHKAIIMIOHHBIE MPOTOKOJIbI. MexayHapoaHble 0a3bl JaHHBIX U PEECTPbl YA3BUMOCTEM.
bank nanubIx yrpo3 6ezonacHoctu nadopmarmn @CTIK Poccun.

Tema 5. Mepsl NpOTUBOACHCTBUS yrpo3aM 0€30MaCHOCTH.

IIpaBoBoe  obOecrieuenue UHPOpPMALMOHHOW  OezomacHocTH.  OpraHu3alMOHHEBIE,
busndeckue, TeXHnueckre Mepbl. [lonmutrka nHGOPMAIIMOHHON O€301aCHOCTH OpPTaHHU3aIUH.

Tema 6. Kpuntorpadudeckue MeToabl 3aUThl HHOOPMAITUH.

OcHogHble 3a1aun kpuntorpadun. Kpunrorpaduaeckue cucremsl. Kpunrorpaduueckue
npotokoisl. Ludposas noanuck. Xemr-gynkuus. CtanaapTsl B 001aCTH KpUNTOTpapuuecKont
3amuThl HHGOPMAIIIH.

Tema 7. OcHOBHBIE MEXaHU3MBI 3aILUThl OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA.

Kontpons nenocrnoctu. Unentudukanus. [IporokonupoBanue u ayauT. YpaBieHUE
JOCTYIIOM. 3aluTa OT BPEIOHOCHBIX IPOrpaMM. 3aluTa MEKCETEBOIO B3aUMOACUCTBHUS.
3amuTa uadopmanuu npu nepepaye. [Ipenorspaiienue yreuek nuHbopMauu.

Tema 8. Mudopmarmonnas 6€30macHOCTh KOMIIBIOTEPHBIX CETEH.

Yrpo3bl KoprnopaTuBHON ceTd. 3ammra nepuMeTpa. OCHOBHBIE MEXaHM3Mbl 3aIIUTHI.
ba3oBble cpejicTBa 3alIMTHl KOMIIBIOTEPHBIX CeTeil (MEXCeTeBble SKpaHbl, CUCTEMbI aHall3a
3alMICHHOCTH, CHCTEMBI OOHapy)keHusi arak). Bupryanbubie wactHbie cetd (VPN). Ayaur
0e3omacHoOCTH.

9. Tekyuiuii KOHTPOJIb MO AUCHHUIINHE

Texkymui KOHTPOJb IO JUCLUIUIMHE IIPOBOJUTCS IIyTEM KOHTPOJIA IOCEIAaeMOCTH,
BBINOJIHEHHSI KOHTPOJIBHBIX 3a/laHUil, TECTOB IO JIEKLIMOHHOMY MaTepualy U (UKCHUpPYeTCs B
(opMe KOHTPOIBHON TOUKH HE MEHEE OJJTHOTO pa3a B CEMECTP.

OrleHOUHBIE MaTepHUalibl TEKYIIEro KOHTPOJA pa3MenieHsl Ha caiite TI'Y B pasnene
«Mudopmarmst 06 o6pazoBaTenpHOM Iporpamme - https://www.tsu.ru/sveden/education/eduop/.

10. Iopsiok MpoBeAeHUsI U KPUTEPUH OLlEHUBAHUS MPOMEKYTOUYHON aTTeCTALUH

[Topsamok mnpoBeneHUsT NPOMEXKYTOUHOW arrectanuu. IIpomexyrouHas arrecTauus
OCYIIECTRIICTCS HA OCHOBE MPOBEPKU BBIMOJIHEHHS CTYACHTAMH KOHTPOJBHBIX 3aJaHUi W/



TECTOB 10 JICKIIMOHHOMY MaTepuaiy H/WiH 10 pe3ysibTaraM coOeCce0BaHUs C HCIOIb30BaHHEM
IIEpPEYHsI KOHTPOJIBHBIX BOIPOCOB IO Kypcy. Cxema KOHTPOJBHBIX BOIPOCOB COOTBETCTBYET
KOMIIETEHTHOCTHOM CTPYKTYp€ JUCHUIUIMHBL. [lpu oOlleHMBaHMM CTYAEHTY HEOO0XOAUMO
IIPOJEMOHCTPUPOBATh TOCTHKEHUE BCEX 3aIlJIaHMPOBAaHHBIX MHINKATOPOB.

KpI/ITepI/II/I OLCHUBAHUA HpOMe)I(YTO"IHOI\/'I aTTeCTaluu. 3ageT 110 JAUCHHUITIIINHE
MMPOCTABJIAACTCA, KOTIa CTYACHT OBJIAJCII 00s13aTeILHBIM MarepuaioM 110 pasaciiaM JICKIIHOHHOTO
KypcCa, BO3MOKHO ¢ HCKOTOPbIMU HEAOCTATKAMHU, a4 TAKIKC IT0OKa3aJl Tpe6yeMHe YMCHHA U HAaBbIKU
I[Py BBITTIOJIHCHUU OOJILIIIMHCTBA KOHTPOJIBHBIX 3amannii. He3auer mo OuCHMINIMHE — CTYACHT
HMECT CYIICCTBCHHBIC HpO6CJIBI 110 OTACIIbHBIM TCOPCTUYCCKHUM pa3gcjiaM AUCHUIIIMHBI WA HE
IIoKasall Tpe6yeMI)I€ YMCHHA U HABBIKU IIPU BBIIIOJIHCHHUHN KOHTPOJIBbHBIX 3anaHm?1.

OneHouyHble MaTepuanbl sl TPOBEACHUS IPOMEXYTOUHOM aTTECTallMd pa3MeIleHbl Ha
caire TI'Y B pasgene «MHdpopmauus 00  oOpa3oBarenbHOM — mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YyeOHO-MeTOANYECKOE O0ecIeUeHne

a) DIIEKTPOHHBIN YYeOHBIA KypC IO TUCIUIUIMHE B AJICKTPOHHOM yHUBepcutere «LMS
IDO» - https://Ims.tsu.ru/course/view.php?id=31483
0) OueHOYHBIE MaTepHalibl TEKYLIEro KOHTPOJIE M IMPOMEKYTOYHOM aTTECTAllUU I10
JTUCLUIUINHE.
B) CeMuHapCKUX / MPaKTUYECKUX 3aHATUHN MO AUCLUILIMHE HET.
r) JIabopaTtopHbIX paboT M0 JUCLUIUIMHE HET.
1) Metoauyeckue yKkazaHus 10 OpraHu3alii CaMOCTOSATEIbHON pabOThI CTYICHTOB.
CamocrodrenbHas paboTa OpraHu3yeTcs B ClIeIyomux popmax:
e paboTa co ciailamMu JICKIUH;
® 13y4YEHHE BOIIPOCOB, BBIHOCUMBIX 3@ PAMKH JIEKIIMOHHBIX 3aHSITUH;
e  BBINIOJIHEHUE JIOMAIIIHUX 33/1aHUM;
® TIOJITOTOBKA K PyOEKHOMY KOHTPOJIIO TIO TeMe/pa3aenny
Pabory co cmaiimamum  (KOHCIIEKTOM)  JIGKIIMHM  II€JIeCOOOpa3HO  MPOBOIUTH
HETIOCPEACTBEHHO TOCJe ee MpociaymmBaHus. HeoOXoauMbIM 37€eMEHTOM OOYy4YEeHHs SIBISIETCS
ry0OKOe OCBOGHHE COAepX aHHUs JEeKIUH U CBOOOJHOE BJIaJ€HWE WM, B TOM YHCIE
UCIIOJIb30BAHHOM B HEW TEpMHMHOJOrMU. V3ydeHHe BONPOCOB, BBIHOCHUMBIX 3a pPaAMKHU
JEKIMOHHBIX  3aHATHH,  TpENnojiaraeéT  CaMOCTOSITENIbHOE  HM3yYeHHE  CTyACHTaMU
JIOTIONIHUTENBHON JuTeparypbl. KOHTpOsbHBIE 3aJaHMs, NPHUBEICHHBIE B IUIAHAX 3aHITHUH,
BBITIOJHSIOTCS CTYZACHTaMU B 003aTEILHOM TOPSIJIKE.

12. Tlepeyenb yueOHOIi IUTEPaTYpHI U pecypcoB ceTd HTepHeT

a) OCHOBHasl TUTepaTypa:

— Hecrepos C.A. OcHOBBI HHPOPMAITMOHHON 0€30macHOCTH: yueOHOe mocodue. — Jlaub,
2019. -324 c.

— bapanosa E.K., ba6am A.B. OcHOBB MH()OPMALMOHHON 0€30mMacHOCTH: y4EOHUK. —
NH®PA-M, 2019. — 202 c.

— E.B. BoctpeioBa OcHOBBI HH()OpPMAIIMOHHOW O€30MaCHOCTH: y4eOHOE T0CcOoOue

W3parensctBo Ypan.yn-ta 2019r., 204 c.

0) JOTMOIHUTENbHAS TUTEpaTypa:
—T'anarenko B.A. OcHoBbl HH(pOpMalMOHHON Oe30macHOCTU: ydeOHoe mocolue. —
Wutepuer-YuusepcuteT Mudopmanuonnsix Texnonoruit, 2010. — 205 c.


https://lms.tsu.ru/course/view.php?id=31483

—E. b. benos, B. II. Jlocb, P. B. MemepsikoB, A. A. IlenymanoB OCHOBBI
UHPOPMALIMOHHOW Oe3omacHOCTH: ydeOHoe mocobue. — [opsiuas muams — Tenekom,2006. —
544 c.

— B. B. bounapes Bpenenne B mHGOpMAIMOHHYI0 0€30MMaCHOCTh aBTOMATH3UPOBAHHBIX
cucreM: yueOHnoe nocodue. — M3gatensctBo MITY um. H. O. baymana, 2016. — 250 c.

B) pecypcbl cetu HTepHeT:

— O6mepoccuiickas Cerb Koncynprantllmoc CropaBouHass mpaBoBasi —CHUCTEMA.
http://www.consultant.ru

— OcHoBBI MH(OPMAIIMOHHON Oe30macHOCTH [DneKTpoHHbIA pecypc] / HanuoHanbHbIH
Otkpeithiii YauBepcuretr "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBUpYCHas 3alllUTa KOMIBIOTEPHBIX CHUCTEM [DIeKTpoHHbIM pecypc] //
Hanmonanbsubiit OTkpeiTeit YHuBepcuter "MHTYUT". URL:

http://www.intuit.ru/studies/courses/2259/155/info

— be3zonacHocte cereil  [OnexkTpoHHbI pecypc] // HaumonanbHbli  OTKPBITHIM

VYuusepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Ilepeyenb nHGOPMAITMOHHBIX TEXHOJIOTHii

a) TUIIEH3UOHHOE M CBOOOTHO PacIpOCTpaHsIeMOe MPOrpaMMHOE O0eCTIeUeHuE:
— Microsoft Office Standart/LibreOffice , 6payzep Firefox/Sumexc
— yOJaMYHO AOCTYIHBIE o0saunble TexHonoruu (Google Docs, SInaekc auck u T.11.).

0) nHbOpPMaIIMOHHBIE CIIPABOYHBIE CHCTEMBI:

— DIEKTPOHHBIN KaTajor Hayunou OnbIMoTEKH Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DIeKTpoHHAas OoubmoTeKa (pemozuTopuin) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC KoncynbsranT crynenta — http://www.studentlibrary.ru/
— O6pasoBatenbHast miardopma FOpaiit — https://urait.ru/
— OBC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

B) npodeCCuOHANIbHBIC 0a3bl TaHHBIX (NPU HATUYUU):
bank mannbix yrpos 6ezomacHoctu uadopmarmu @CTIK Poccun- https://bdu.fstec.ru/
National Vulnerability Database (NVD) - https://nvd.nist.gov/

14. MaTepuanbHO-TeXHH4YECKOe o0ecreyeHue

Aynuropun A NpOBEACHUS 3aHATHH JEKIMOHHOIO TUIIA.

Aynuropun Uid TNPOBENEHUS 3aHATUH CEMUHApPCKOro THWIA, WHAMBUAYAJIbHBIX H
I'PYNIIOBBIX KOHCYJIbTAlMM, TEKYILEr0 KOHTPOJISA U IPOMEKYTOYHOM aTTeCTallUH.

[TomermeHust i caMOCTOSITENILHON pabOThI, OCHAIEHHBIE KOMIBIOTEPHONH TEXHHUKOW U
JOCTYNOM K cetu MHTepHeT, B 3JIEKTPOHHYI0 MH(POPMALMOHHO-00pa30BaTEIbHYIO CPELy U K
MH(POPMALIMOHHBIM CIIPABOYHBIM CUCTEMaM.

Aynuropun Uil TPOBEACHMsA 3aHATUM JIEKIUOHHOTO MW CEMHHApCKOro THIIA
WHAVBUAYAJIBHBIX M TPYNIOBBIX KOHCYJIbTallMd, TEKYILErOo KOHTPOJS U IPOMEKYTOYHOU
aTTeCTalluy B CMEUICHHOM (hopmaTe («AKTPY»).

15. Uudopmanus o pa3padoTunkax

TpenbkaeB Bamgum HukonaeBud, kaHA. TeXH. HayK, JOLEHT, kKadeapa KOMIBIOTEPHON
0e301acHOCTH, AOLEHT
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