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1. leab ¥ nIaHUpYyeMble Pe3yJabTAThl 0CBOEHUS THCIUILIMHbI

Iesbro 0CBOEHMSI JUCLUIUIMHEI ABIsETCA (POPMUPOBAHUE CIECAYIOIMIMX KOMIIETEHIINI:

OIIK-3 CmocobeH mOHMMaThb H TNPUMEHATH COBPEMEHHBIE HWH(MOPMAIMOHHBIE
TEXHOJIOTUM, B TOM 4YHCJIE OTEYECTBEHHbIE, IPU CO3JaHUM IPOIPAaMMHBIX IPOAYKTOB U
IIPOrPaMMHBIX KOMIUIEKCOB Pa3JIMUYHOI0 Ha3HAUYEHUSI.

IIK-2 CnocobeH mpoekTHpoBaTh 0a3bl JaHHBIX, pa3pabaTbiBaTh KOMIIOHEHTbI
IPOTPAMMHBIX CHCTEM, 00EeCTIeYHBAIOIIUX paboTy ¢ 6a3aMu JaHHBIX, C IOMOIIBIO COBPEMEHHBIX
UHCTPYMEHTAJIBHBIX CPEJCTB U TEXHOJIOTHH.

Pe3ynbraramMu 0cBOEHUS NHMCLUUIUIMHBI SBJISIOTCS CIAEAYIOLINE MHAMKATOPBI JOCTHKEHHUS
KOMIIETECHIINH:

NOIIK-3.1 OGmnagaer HEOOXOAMMBIMH 3HAHUSMH B 00JacTH HMH(POPMALMOHHBIX
TEXHOJIOTUI U IPOrPaMMHBIX CPE/ICTB

NOIIK-3.2 IlpumeHseT 3HaHUSA, MTOJIyYCHHBIE B 00JIACTH WH(POPMALMOHHBIX TEXHOJIOTUI
U IPOTrPaMMHBIX CPEJICTB, IPU PELICHUH 3ajay NPO(eCcCHOHANBHOMN AesTeIbHOCTH

NIIK-2.3 Ucnonb3yer cpeacrsa CYBJl ans BeisABIeHUs MPOOIEM MPOU3BOAUTEIHLHOCTH
IIPY BBIIOJIHEHUH U MOBBILIEHUEM MPOIYCKHON CIIOCOOHOCTH 0a3bl JaHHBIX

2. 33}13‘11/1 OCBOCHHUA THUCHHUIIIMHBI

— OcBoOUTb MOHATUHHBIN annapat HHPOPMALUOHHONW OE30MACHOCTH.

— IlomyunTs mpeacTaBienue 0 6a30BBIX MOHATUAX U 337a4aX KPUITOTpaduu.

— IlonyunTts IpEeACTaBICHUE O CPeACTBaX U METOAaX HH()OPMAMOHHOH 0€301aCHOCTH.

— O3HaKOMHUTBCSI C TOCYNAapCTBEHHOW moONUTHKOH P® B cdepe uHPOpMALMOHHOM
0€30I1aCHOCTH, OCHOBHBIMHM MEXaHU3MaMHM 3alllUThl OT HECAHKLIMOHUPOBAHHOI'O JI0CTYIIa
1 0230BBIMHU CpPE/ICTBAMH 3aIIUTHl KOMITBIOTEPHBIX CETEH.

3. MecTo AMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Jucuunnuza otHocutes K broky 1 «Jlucuuminael (Moysin)».

JlucuuIuinHa OTHOCUTCA K 4acTh oOpa3oBaTelIbHOW Mporpammsl, (GopMmupyemoi
y4aCTHUKaMU 0O0pa30BaTeIbHBIX OTHOLIEHWH, mpesuiaraercd oOydalolmuMcs Ha BbIOOP.
JucuummHa BXoauT B Moayinb Moaynb «CaMoOpraHu3anysi U CaMOpa3BUTHEY.

4. Cemectp(bl) ocBOeHMS U (popMa(bl) MPOMEKYTOYHONH ATTECTALMM 110 AUCHHUIINHE

Bropoii cemectp, 3auer

5. Bxoaublie Tpe0oOBaHus 1JIs1 0CBOEHHUS THCIUTIIMHBI

JUis  yCHEeIIHOrO0 OCBOCHMsI JUCHUIUIMHBI TpPeOYIOTCS pe3yiabTaTbl OOydeHHUs 10
CICOYIOMUM OVCHUIITIMHAM! I/IH(bOpMaTI/IKa, JAUCKPETHAA MaTCMaTuKa.

6. SI3bIK peanuzanun

Pyccknit

7. O0beM TUCUUILINHBI

OO6m1ast TpyI0€MKOCTh TUCIHUIUIMHBI COCTABIISET 2 3.€., 72 9acOB, U3 KOTOPHIX:
-JeKuun: 32 u.

B TOM YHCJIE MPAaKTU4YeCcKas nmoaroroska: 0 4.
O0BbeM caMOCTOSTENEHON padOThI CTY/ICHTA ONpeaeNieH YIeOHBIM IIaHOM.

8. Conep:xkaHue TMCHUILUIMHBI, CTPYKTYPHPOBAHHOE 0 TeMaM

Tewma 1. Undopmanus kak 00bEKT 3alTUTHI.



[lonatue o006 wuHPOpManmuu. YpoBHU mHpeAcTaBieHuss uHpopmauuu. CBoiicTBa
3amuiaeMoi nHdopmaru. Buaer TaitH. [IpaBoBo# pexxnM HHGOPMAIIMOHHBIX PECYPCOB.

Tewma 2. [TonsTuiinplii anmapaTt HHGOPMAIIMOHHON 0€30TIaCHOCTH.
Bunei, crioco0Obl, 3aMbIcell, 00BEKT, TEXHUKA 3alIUTHl HHPOpMAIui. Buabl HApymuTens u
KJIacCU(pUKaLUs yrpo3.

Tewma 3. ['ocynapcTBeHHast MOJIMTHKA HHGOPMAITMOHHONW O€30MaCHOCTH.

locymapctBennass ~ cucremMa  oOecrneyeHHs ~ MH(OPMAIMOHHONW  OE30MacHOCTH.
3akoHOAaTeNnbHas OCHOBa obOecreueHuss HHGOpPMAIMOHHON Oe3omacHoCcTU. be3omacHoCTh
KpuTHyeckoi  uH(popManmoHHoH wuHppacTpykTypsl P®. JlokTtpuna wuHMOpMAIOHHOK
6e3omacuoctu PO. OCTOK.

Tewma 4. Yrpo3sl 6e30nacHOCTH HHGOPMAITHH.

HecankunonupoBanuele onepanuu ¢ uHpopmanmend. [lepedeHb THUIOBBIX Yyrpo3.
Knaccudukanus yszBumoctedr u yrpo3. Knaccudukamus croco6oB HCJI. Tumosle aTtaku Ha
KOMMYHHKAIIMOHHBIE MPOTOKOJIBI. MeKIyHapoaHble 0a3bl JaHHBIX U PEECTPBl YSI3BUMOCTEH.
bank nanubix yrpo3 6e3omacuoct upopmannu @CTIK Poccun.

Tema 5. Mepbl IPOTHBOACHCTBUS YIpo3aM OE30MACHOCTH.
[IpaBoBoe  oOecmeuenue wuHpOpMammoHHONW  Oe3omacHocTH.  OpraHu3alMOHHEIE,
busnueckue, Texuuueckre Mepbl. [loauTrnka HHGOPMAITHOHHOK O€30MaCHOCTH OPraHH3aINH.

Tema 6. Kpunrorpadudeckrue METOIbI 3aIMTH HHPOPMAIIHH.

OcHosHble 3a1aun kpuntorpadun. Kpunrorpadgudeckue cucrtemsl. Kpunrorpadudeckue
npotokonsl. [{udposas noanuce. Xem-pyukius. CTannapTsel B 00JaCTH KpUNITOTrpaduiecKon
3aIUThI MHOOPMAIIHH.

Tema 7. OcHOBHBbIE MEXaHU3MBbI 3aILUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kontpons nenocrnoctu. Unentuduxanus. [IpoTokonupoBanue u ayaut. YmpaBieHue
JOCTYNOM. 3aluTa OT BPEIOHOCHBIX MPOrpaMM. 3alluTa MEKCETEBOI'0 B3aUMOACHCTBHUSL.
3amura nHGopManuu npu nepenaye. [Ipenorsparienue yreuek HHGOpMaLUu.

Tema 8. IndopmarmonHas 6€30MacHOCTh KOMITBIOTEPHBIX CETEH.

Yrpo3sl KopropaTUBHOW ceTH. 3amuTta nepuMerpa. OCHOBHBIE MEXaHWU3MbI 3aIUTHI.
Ba3oBbie CpencTBa 3allUThl KOMITBIOTEPHBIX ceTeil (MeXCeTeBble dKpaHbI, CHCTEMbl aHAIH3a
3alIMIIEHHOCTH, CUCTEMbl OOHApyXeHusi atak). BupryanbHbie uactHbie cetd (VPN). Ayaut
0€30IMaCHOCTH.

9. Tekyummii KOHTPOJIb MO TUCHUTLTAHE

Tekylmuii KOHTpPOJb IO IUCLUIUIMHE IPOBOJUTCS IIYTEM KOHTPOJISI ITOCELIAEMOCTH,
BBITIOJIHEHHSI KOHTPOJIBHBIX 3aJaHHi, TECTOB IO JIEKIIMOHHOMY MaTrepuany U (UKCHUpYyeTCS B
(dbopMe KOHTPOJILHOM TOYKH HE MEHEE OJIHOTO pasa B CEMECTP.

OueHouHble MaTepuajbl TEKYIETO KOHTPOJA pa3MelieHsl Ha caite TI'Y B pasnpene
«Mudopmarms 06 oOpazoBarenbpHOM porpammey - https://www.tsu.ru/sveden/education/eduop/.

10. Mops10k MpoOBeaeHUsI U KPUTEPUH OIlEHUBAHUS NMPOMEKYTOYHOM aTTeCTALUH

[Topsimok mnpoBeneHUsT NPOMEXKYTOUYHOW arrecTtanuu. IIpomexyTouHas arTecTanus
OCYILIECTBIISICTCSI HA OCHOBE MPOBEPKU BBIMOJIHEHHS CTYICHTAMU KOHTPOJBHBIX 3aJlaHUi /UK



TECTOB TI0 JICKIIMOHHOMY MaTepuaily u/MiH 10 pe3ysibTaraM coOeceIOBaHMs C HCIIOJIb30BaHHEM
MEepEeYHs] KOHTPOJBHBIX BONPOCOB IO Kypcy. CxeMa KOHTPOJIBHBIX BOIPOCOB COOTBETCTBYET
KOMIIETEHTHOCTHOM CTPYKType IUCHHUIUIMHBL. [Ipy OIICHMBaHWUM CTYIEHTY HEOOXOIUMO
IIPOJIEMOHCTPUPOBATH TOCTHKEHUE BCEX 3AIIJIAHUPOBAHHBIX MHANKATOPOB.

KpI/ITepI/II/I OLCHHUBaHUA HpOMG)KyTO‘IHOﬁ arTecrauyy. 3ader II0 JUCHHUIIIINHEC
MMPOCTAaBJIAICTC, KOIIa CTYACHT OBJIAJCII 00s13aTeIbHBIM MaTepuajioM 110 pasaciiaM JICKIIMOHHOIO
Kypca, BOBMOXXHO C HECKOTOPbIMH HEAOCTATKaMHM, a TaKXE I1OKa3all Tpe6yeMLIe YMCHUA 1 HaBbIKH
IIpU BBIITOJHCHUU OOJIBIIIMHCTBA KOHTPOJIbHBIX 3amanuii. Hesauer mo OuCHMIIIMHE — CTYACHT
HMECT CYIICCTBCHHBIC npo6enH 10 OTACIIBHBIM TCOPETHUYCCKUM pasaciiaM AUCHUILIMHBI UJIA HE
IIOKa3saJl Tpe6yeMble YMCHHA U HABBIKW IIPU BBIIIOJIHCHUHW KOHTPOJIbHBIX 3aJIaHUil.

OneHouHble MaTepuallbl JUIsl IPOBEAEHUS IIPOMEKYTOUHOM aTTECTallMM Pa3MEIIEHbl Ha
cahte TI'Y B pasmene «Mudopmamus o0  oOpa3oBaTeNbHOW  mporpamme» -
https://www.tsu.ru/sveden/education/eduop/.

11. YueOHO-MeTOoAu4ecKoe odecneyeHne

a) DJEKTPOHHBIM y4eOHBIH KypcC MO JUCHUIUIMHE B 3JIEKTPOHHOM yHUBepcutere «LMS
IDO» - https://Ims.tsu.ru/course/view.php?id=31483
0) OnleHOUHBIE MaTepHalbl TEKYIIETO KOHTPOJIS W MPOMEKYTOUYHOW aTTECTAIlMH 10
JUCLHUILIINHE.
B) CeMHHApCKUX / MPAKTHYECKUX 3aHATHH MO JUCIUIUINHE HET.
r) JJabopaTopHBIX pabOT MO TUCIUILIIMHE HET.
1) Mertoauyeckue ykazaHus 10 OPraHU3aI[ii CaMOCTOSATEIILHON pabOThI CTYICHTOB.
CamocTosTenbHas paboTa OpraHu3yeTcs B CIeAYymuX Gopmax:
e pabota co craigamu JIESKINH;
® U3y4YEHHE BOIIPOCOB, BHIHOCUMBIX 3a PAMKHU JIEKIIMOHHBIX 3aHATUH;
e BBINOJHEHUE JOMAIIHUX 33/IaHUN;
® [OATOTOBKA K pyOeKHOMY KOHTPOIIIO MO TeMe/pa3aeny
PabGoty co cnmaiijamMu  (KOHCIIEKTOM)  JIEKUMH  II€JecO00pa3HO  MPOBOAUTH
HETMOCPEICTBEHHO MOcie ee mpociymuBanus. Heo0XoIUuMBIM AIIEMEHTOM OOYUYEHHUS SIBIISIETCS
riyOOKOe OCBOEHHE COJepKaHUs JIeKIMM M CBOOOJHOE BIAJEHHE UM, B TOM YHCIE
WCIIOJIb30BAHHOM B HEW TepMHHOJOrMU. V3ydeHue BOINpPOCOB, BBIHOCHUMBIX 3a PAMKH
JEKUMOHHBIX  3aHATUH,  IPENNoJiaraeT  CaMOCTOSITEIBHOE  M3Yy4EHHE  CTyAEHTaMu
JOTIONTHUTENbHOU JsuTeparypbl. KOHTposibHBIE 3adaHMs, NPHUBEIEHHBIE B IUIAHAX 3aHSTUH,
BBITOJIHAOTCS CTYJIEHTaMHU B 00513aT€IbHOM HOPSIJIKE.

12. Mlepeuens yueOHOIi TuTEpaTypHI U pecypcoB ceTu UHTepHeT

a) OCHOBHas JIUTEpaTypa:

— HectepoB C.A. OcHOBBI HH(MOPMAITMOHHONW O€30MacHOCTH: yueOHoe mocooue. — Jlaus,
2019. - 324 c.

— bapanoBa E.K., babam A.B. OcHoBbl MH(OpMaIMOHHOW 0€30MacHOCTU: YYEOHHMK. —
NH®PA-M, 2019. - 202 c.

— E.B. BoctperioBa OcHOBBI HMH(OpMaIMOHHONW 0e30macHOCTH: ydeOHOoe Tmocobdue

W3narensctBo Ypan.yn-ra 2019r., 204 c.

0) IONOJIHUTENbHAS JITepaTypa:
—T'anarenko B.A. OcHoBbl uH(pOpMalMOHHONW O€30macHOCTH: ydeOHoe Mmocolue. —
Wntepner-Yuusepcurer Mudopmarmonnsix Texnomoruii, 2010. — 205 c.


https://lms.tsu.ru/course/view.php?id=31483

—E. b. benos, B. II. Jlocs, P. B. Memepskos, A. A. IlenynaHoB OCHOBBI
nHpopmarmoHHoi Oe3omacHocTH: ydeOHoe mocobue. — ['opsyas muaMS — Temekom,2006. —
544 c.

— B. B. bonnapes BBenenue B nHpOpMaMoHHyI0 0€30MAaCHOCTh aBTOMATH3MPOBAHHBIX
cucreM: yueOHoe nocobue. — M3narensctBo MITY um. H. D. baymana, 2016. — 250 c.

B) pecypcbl cetu HTEpHET:

— O6mepoccuiickas Cetp Koncymprantllmroc CnpaBoyHass mpaBoBas —CHCTEMa.
http://www.consultant.ru

— OcHOBBI MH(POPMAIIMOHHOK O€30MmacHOCTH [DIeKTpOHHBIN pecypc] // HamumoHanbHbIN
Otkpeiteiii YauBepcutetr "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBHpYCHasi 3allldTa KOMIBIOTEPHBIX CHUCTeM [DJIeKTpOHHBIH pecypc| //
Hanmonaneneiii Otkpeiteiil Yausepeuter "MHTYUT". URL:

http://www.intuit.ru/studies/courses/2259/155/info

— besomacHocts  cereit  [Dnextponsblii  pecypc] // HaumonanbHblii  OTKPBITHIN

Yuausepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. llepeyens UHGOPMAIMOHHBIX TEXHOJIOTUH

a) JTUIICH3MOHHOE M CBOOOHO PacpoOCTpaHsAEeMOe MPOrpaMMHOE OOeCIIeUeHuE:
— Microsoft Office Standart/LibreOffice , 6payzep Firefox/Sunexc
— myOIM4YHO JocTymnHble oOnaynbie Texnonoruu (Google Docs, SInaekc auck u T.11.).

0) MH(POPMALIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DJEeKTPOHHBIN KaTajor Hayunoi OoubmoTexn Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpoHHast Ooubanoreka (peno3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBbC Koncynbrant cryaenTa — http://www.studentlibrary.ru/
— O6pasoBatenpHas miardopma FOpaiit — https://urait.ru/
— 3BC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

B) podeCCHOHANIbHBIE 0a3bl TaHHBIX (NPU HATUYUL):
bank nansbIx yrpo3 6ezomacHoctu napopmannu CTIK Poccun- https://bdu.fstec.ru/
National Vulnerability Database (NVD) - https://nvd.nist.gov/

14. MaTepuaibHO-TeXHHYeCKOe odecreyeHne

AymuTopun AJist IPOBEICHHSI 3aHATHH JIEKITMOHHOTO THIIA.

Aymutopun 111 TPOBEJIEHHUsS 3aHATUH CEeMMHApCKOro THIA, HHIUBUAYAJIbHBIX H
TPYIMIIOBBIX KOHCYJIBTAIMH, TEKYIETO KOHTPOJIS ¥ IPOMEKYTOYHOM aTTeCTaIUH.

ITomerieHust U1l caMOCTOSITENIbHONW paboThI, OCHAIEHHbIE KOMIBIOTEPHONH TEXHUKOH U
JOCTYNIOM K ceTd MHTepHeT, B AJIEKTPOHHYI0 HWH(OPMAIIMOHHO-00pa30BaTENbHYIO0 Cpeny U K
UH(POPMALIMOHHBIM CIIPABOYHBIM CUCTEMaM.

Aymutopun Ui TIPOBENEHUS 3aHATHHA  JICKIMOHHOTO W CEMHWHApCKOTO  THIIA
UH/IMBUYAIIbHBIX W TPYNIOBBIX KOHCYJIbTAllMi, TEKYLIEro KOHTPOJIS M TMPOMEXKYTOUHOM
aTTecTallld B CMEIIEHHOM QopmaTte («AKTPY»).

15. Uudopmanust o pazpadoTyukax

TpenpkaeB Bamum HukomaeBuu, kaHj. TEXH. HAyK, JIOIEHT, Kadeapa KOMITbIOTEPHOM
0e30MacHOCTH, JOIICHT
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