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Ouenounble cpeacrBa (OC) SBISIOTCS 3J€MEHTOM OLEHUBaHUS CHOPMHUPOBAHHOCTH KOMIIETEHIMM Yy OOydaroIIMXcs B IIeJIOM WM Ha

OIIpeICIIEHHOM 3Tare ee (OPMUPOBAHHUSL.

OC pa3pabaThIBarOTCsl B COOTBETCTBHH ¢ paboueit mporpammoii (PIT).

1. KomnereHuuu u pe3yjbTaThl 00yueHus, GopMupyembie B pe3yJibTaTe 0CBOCHUS AU CUMIIIMHBI

Koa n HauMeHOBaHHe pe3yIbTaTOB
o0y4eHus (TUTaHUPYEMBbIE PE3yIbTaThl

Kpurtepnu oneHnBanus pe3yibTaTOB 00y4eHH

NIPUMEHSTH IPOTPAMMHBIE
CpencTBa CUCTEMHOIO U
MIPUKIATHOTO
Ha3HAYC€HUM, B TOM YHCIIE
OTEUECTBEHHOTO
MIPOU3BOJICTBA, JJIS
petieHus 3anaq
po¢eCCHOHATBHOMI
JIeATETbHOCTH

MIPUHINIE] (QYHKIIHOHUPOBAHUS
TIPOTPAMMHBIX CPEIICTB
CHUCTEMHOTO U IIPHUKIIAJTHOTO
Ha3HAuYC€HHUH, B TOM YUCIIC
OTEYECTBEHHOT'O MPOU3BO/ICTBA,
HCTIOJIb3YEMBIX IS PEIICHUS
3a/a4 npoQheCCUOHATBHOM
JIESITeIbHOCTH

NOIIK-2.2. Onpenenser
MOPSIOK HACTPOMKH U
IKCIUTyaTaIluy MPOTPaMMHBIX
CPEICTB CHCTEMHOTO U
MPUKIIATHOTO Ha3HAYCHUH, B
TOM YHCJIE OTEYECTBEHHOTO
MIPOM3BOJICTBA, UCIIOIb3YEMBIX
JUTSL PEIICHUS 33134
npodeccnoHaTbLHOMI
JIESITEIBHOCTH

HOIIK-2.3. ®opmynupyer
MPEIOKEHHSI [T TPUMEHCHHIO
MPOTPAMMHBIX CPEICTB
CHUCTEMHOT'O ¥ IPHKIIAJTHOTO
Ha3HAYCHHUIA, B TOM YHCIIC
OTEYECTBEHHOTO IPOU3BOJICTBA,
UCIIOJIB3YEMBIX ISl PEIICHUS

(YHKIMOHUPOBAHUS ITPOTPaMMHBIX
CPEICTB CHCTEMHOTO ¥ MPHUKIIAJTHOTO
Ha3HAYCHUH.

OP-2.2.1. Ymeer onpesensiTh NOPsI0K
HACTPOMKH M 3KCIUTyaTaluH
NPOrPaMMHBIX CPEJICTB CUCTEMHOTO U
NPUKIIAJHOTO HA3HAYCHHMI.

OP-2.3.1. Ymeet GpopMyaupoBaTh
MIPEAJIOKEHHS IO TIPUMEHEHHIO
MPOTrPaMMHBIX CPEACTB CUCTEMHOTO U
MIPUKIJIaHOTO Ha3HAUYEHHUH B TOM YHCIIE
OTEYECTBEHHOTO IIPON3BO/ICTBA,
UCTIONIB3YEMBIX JUISl PELICHHs 33134
IpodeCCHOHANBHOM eI TEIbHOCTH.

MPECTABICHUE O
BUPTYAIN3aIINH,
3HaeT
0COOEHHOCTHU U
OTJINYUS YPOBHEH
ee peann3aluu.

Hmeer
MpeACTaBJICHUE O
TEXHOJIOTUAX
BUPTYaJIM3allMH U
KOHTeHepu3aLun

Ymeer
pa3BopadnBaTh,
KOH(HUTypHpOBaT
b H
aIMUHUCTPHPOBA
Th BUPTyaJIbHbIC
BBIYHCIINTEIIbHBIC

IpeCTaBICHUE
0
BUPTYaJIN3aIHH.

Hmeet oOmiee
HpeCcTaBICHNE
0 TEXHOJIOTHSIX
BUPTYyaJH3alHN
u
KOHTEeHHepu3all
nH.

Ymeer
pa3BopavnBaTh,
KOH(pHUTypHpOBa
Th U
AJIMUHUCTPHPOB
aTh
BUPTYaJIbHBIE

MpeaACTaBJICHUC
(]
BUpTYyaInU3aliuu.

Hmeer cnaboe
MIpeJICTaBJICHNUE
0 TEXHOJIOTHSIX
BUPTYaIU3aI[UH
"
KOHTEHHepu3all
HH.

Homyckaet
Cepbe3HbIe
omnOKH Tpu
pa3BopadyrBaHU
u,
KoH(pHUTypHupoBa
HUH U

Komnerenuus NuaukaTop KoMneTeHUMu
00y4eHHUs1, XapaKTePU3YIOIIE dTaIlbI VYnosnersopure | HeynmosuerBopuren
N OTIn4HO Xopouio
(hopMHPOBaHUS KOMITETSHIUN) JBHO BHO
OIIK-2. Cnocoben NOIIK-2.1. [Tornmaer 6a3oBeie | OP-2.1.1. 3HaeT 6a30BbIe MPUHIIHITBI Nmeer ob1iee Nmeer oOmiee Nwmeet cnaboe He umeer

Ipe/ICTaBICHUS O
BUPTYaJIN3aLHN.

He nmeet
MpEeACTaBICHUS O
TEXHOJIOTHUSIX
BUpPTYyaIU3alUU U
KOHTEHHEpU3aLUHU.

He ymeer
pa3BopadnBaTh,
KOH(QHUTYypPHPOBAThH
"
aIMUHUCTPUPOBATH
BHPTYyaJIbHBIE
BBIUUCIIUTEIbHBIE




3a7a4 MpoQecCHOHANbHON CHCTEMBI BBIYHMCIIUTENbHBl | aAMUHUCTPHPOB | CHCTEMBI
ACATCIBHOCTH Pa3IMYHBIX € CUCTEMBI aHUU Ppa3IUYHBIX
YpOBHEH. Pa3IMYHBIX BUPTYaJIbHBIX YPOBHEH.
YPOBHEH, HO BBIYHCITUTEIHHEI
JOIyCKaeT X CHCTEM
HE3HAYUTENBHBI | Pa3IHIHbIX
€ OIIUOKH. YPOBHEIA.
[1K-2. Criocoben WUIIK-2.3. [TpoBoaut OP-2.3.1. YMeeT npoBOJIHUTH Ymeer nmpoBoauTh | Ymeer Honyckaer He ymeet
pa3pabaTbIBaTh UCCIIEJIOBaHMUA C IIEIIbIO HCCIIEOBAHMS C LEIbI0 HAXOXKAEHHs UCCIIEI0BAHUS C IPOBOJIUTH cephe3HbIe TIPOBOJIATH

TpeboBaHuUs K
MPOrpaMMHO-aINIapaTHbIM
CpeACTBaM 3allUTHI
uHpOpPMALUH
KOMITBIOTEPHBIX CUCTEM U
cerel

HaXO0KIeHHU Hanboiiee

1es1ecoo0pa3HbIX NPAKTHUYECKUX

penieHui mo odecrneyeHuIo
3alUThl HHOPMAIIHH.

Haubosiee 1enecoo0pas3HbIX
NIPaKTUYECKUX PELICHUH 110

00€eCIeUeHHNIO 3alUThl HH)OPMALIUH.

LEIIbIO
HaXOXKJICHHS
Haubornee
1es1eco00pa3HbIX
MPaKTHYECKUX
pelieHuii no
obecreueHHIo
3aIIUTHI
HHPOPMALIUH.

UCCIIEZIOBAHUS C
LETIbI0
HAXOKIACHUS
Hanbouee
1es1eco00pa3HbI
X MPAKTHYECKUX
peLIeHui mo
obecriedeHnIo
3aMIUTHI
nHpOpMAIUH,
HO JIOITyCKaeT
HE3HAYUTEJIbHBI
€ OImMOKH.

OLIMOKY NpHU
NPOBEACHUH
UCCIIEZIOBAHUS C
LETbI0
HaXO0XJICHUS
Hambonee
1enecooOpas3Hel
X MPaKTHYECKUX
peuenuii mo
obecrie4eHnIO
3alIUTHI
uHbOopMaLH.

HCCJIEJOBAHUS C
LEIbI0 HAXOXKICHHS
Haunbosee
IeJIECO00pa3HBIX
MPaKTHYECKUX
peLieHuii o
00ecTIeueHHIO
3aIUTHI
HHPOPMALINH.




2. Oranbl GOpMUPOBAHMS KOMIIETEHIIUI U BUAbI OLIEHOYHBIX CPEICTB

. Bu oueHo4HOro cpeacraa
3TalIl>I (l)Ole/IPOBaHI/IH KOMIICETCHI NN KOI[ U HAUMCHOBaAHHUEC o
Ne (TecTsl, 3amaHusL, KEHCHI, BOTIPOCH
(pa3neJibl THCUUTIHHBI) pe3yJ1bTaTOB 00y4eHHs 1 p.)
Bupryanusamnms Bompocsr
1, |PrpTYAIMAN OP-2.1.1, OP-2.2.1, OP-2.3.1 p
3aganus
Konrelinepuzamus Bompocsl
2. prsatt OP-2.1.1, OP-2.2.1, OP-2.3.1 p
3amanus

3. TunoBble KOHTPOJIbHbIE 3aJaHMsl WJIM HHbIE MaTepuajbl, HeOOXOAMMbIE IS
OLIEHKHU 00pa30BaTe/IbHbIX Pe3yJbTATOB 00y4YeHu s

3.1. TunoBble 3amaHusl I TNPOBEACHUS TEKYILEro KOHTPOJIS YCHEBAaeMOCTH 11O
JUCLUTUIMHE.

CtyneHTbl OOBENUHSIOTCS B KOMAH/BI [UIS BBIMIOJIHEHHUS TPYIIIOBOTO MpoekTa. [Ipoekt
3aKJIOYaeTcsl B pa3paboTke ©  peanu3aluu  UHPPACTPyKTyphl Tpeanpustus B chepe
BUPTyaIM3allid W KOHTEWHEPH3alMU pPA3IMYHOTO IPOrpaMMHOTO obecrieueHus. B xoxe
BBINOJIHEHHSI TPOEKTA CTYIEHT BBITIOIHAET paOdOTHI, COOTBETCTBYIONIUE TEKYIIEH (a3e mpoekTa.

BeinmonHenne mnpoekra BeleTCs BO BpeMs J1a0OpaTOpHbIX paboT U BO BpeMs
CaMOCTOATENILHON PabOThI CTYICHTA.

Texymuii KOHTPOJb OCYLIECTBISAETCS IyTEM IPOBEPKH JUISL KaXAOro CTyAeHTa
BBINOJIHEHUSI HEOOXOAMMBIX JeWCcTBUI i Tekywied ¢aspl npoekra. Takke NpoBoAATCA
KOHTPOJIbHBIE pabOThl MO TEOPETHYECKOMY MaTrepualy IO YacTH BONPOCOB W3 M. 3.2 B
COOTBETCTBHUH C TIPOIIEHHBIM MaTEPHAIIOM.

[Ipumeps! 3a1aHuil 11 TPYIIIOBBIX TPOEKTOB:

1. VcranoBka BUpTyalbHOM MallIMHBI ¢ onepanroHHoi cucremoit Windows 10 Enterprise.

— Heo6xoanmo 3arpy3uTh U BBIIIOJIHUTH YCTaHOBKY VirtualBox.

— Co3nath BUPTYalIbHYIO MALIMHY ¢ AMHAMUYEeCKUM AuckoM Ha 80 ro.

—Ilocne 3arpy3uth o06pa3 Windows 10 Enterprise u 3arpy3uTbcs B cpeny

ycranoBku OC.

— Jlanee HE0OXOMMO HCTIONB3Ysl KOMaHIHYIO CTPOKY:

¢ nomoteto yrunutel DiskPart co3nars pazaensl nucka u orpopMaTupoBarh HX;

¢ momortisto yTiuTel DISM passepuyTts 00paz Windows 10;

¢ momoIsto bedboot co3mare 3arpy304Hyro 3aIuch;

co31aTh OOMIYIO TMAIKY ISt TOCTEBOM CHCTEMBI;

CKOH(UTYpUPOBATh OJMH CETeBOI MHTep(dec KaK ceTeBON MOCT.

2. OnpenenuTb HEOOXOAUMYIO TEXHOJIOTHIO BUpTyanu3auuu padbounx mect (RDS/VDI)
JUIs OTIPENIeIEHHOTO NpeaAnpusaTus. PaccMoTpeTh U BbIOpaTh MOAXOAALIMNA BapUaHT
10, xotopoe peanusyer ¢pynkunonan RDS/VDI. Pa3sepHyTh U ckoH(UTYpHPOBATH
nanHoe 110 commacHo onrcanHoOM 3a7a4e. J{aHbl cieqyrone BapuaHThl:

a. Ecte mpennpustue N, umeromee 6onee 60+ coTpymHukoB. bbuto 3akyrieHa
JMIICH3HS CTICIUAM3NPOBAHHOTO Maremarideckoro [10, kotopas mo3Boiser
JUIEH3UPOBaTh OJHO padoyee MecTo, 6e3 yyeTa OJHOBPEMEHHOIO KOJIMYECTBa
3amryckoB [10.




b. Ecte mpennpustiue M, nmeroriee okono 200 coTpyaHuKoB. Belio 3akyruieHa
cereBass JuneHsuss IO s  mpoBedeHHS MONEIHMPOBAHUS — CIOXKHBIX
¢usnuecknx mporeccoB Ha 30 monb3oBareneid. OkugaeMoe MaKCHMAIbHOE
OJJTHOBPEMEHHOE KOJIMYECTBO NoJib30Bareseit nanHoro [10 oxono 23.

3. Peamusyiite konreiinep niust LAMP (ctek I10 myis Be6-nipuiioxeHnid, BKIIIOYaeT B ce0st
Apache HTTP Server, MySQL u PHP).

4. TlpogymaiiTe ¥ ONUIIMTE IUIAH J[JIsS KOHTEHHEpU3alluh W OpPKECTPUPOBAHUS
MHUKPOCEpPBUCHOTO BeO TmpuiokeHus ¢ pacnpenenennoir bJ[.  Peammsyiite
koH(puryparmo Kubernetes corimacHo 1aHHOMY IJIaHYy.

3.2. TunoBsbIe 3a1aHUS JUISI TPOBEACHUS IPOMEKYTOUHOM aTTECTAIlMK MO TUCIUIUIHHE.
Teopetnyeckue BOIpPOCH! K IK3aMEHY:

. Bupryanuzamusi. OCHOBHBIE IOHSATHS.

. TexHOJOTUM arnmnapaTHOi BUPTYyaIU3aIiH.

. Buner BupTyanuzamnum.

. OcHOBHBIE HaMpaBJICHUs PA3BUTHUS BUPTYAIU3AIIHH.
. THUIIBI 1 OCHOBHBIE THIIEPBU3OPHI.

. CepBepHas BUpTyaJIn3aIus.

. Bupryanuzauus pabounx MecT.

. Remote Desktop Services.

9. Virtual Desktop Infrastructure.

00 3N L AW N~

10. Texunomorusa Docker.

11. OcHoBHble OHATHUA U apxuTekTypa Kubernetes.

12. KonreitHepu3zanus.

13. OcHoBHbIe 00beKTHI Kubernetes.

14. Yny4iienre npon3BOAUTENBHOCTH BUPTYAIbHOW MAILIMHBI.

4. MeTtonuuecKkHe  MaTepHalibl, ONpeleIsIONMe  TPOIeAyPbl  OLEHHBAHUS
o0pa3oBaTeJbHBIX Pe3yJIbTATOB 00y4eHHUSs

4.1. Meronuueckue Marepuaibl JUIsl OLEHKH TEKYILEro KOHTPOJS YCIEBAEMOCTH I10
JUCLUTUIMHE.

Texyumit KoHTposns 1o Ja00paTOpHBIM paboTaM OCYIIECTBISETCS B BHUJAE IMPOBEPKH
BBIMOJIHEHUS 3aAaHui  jaboparopHoi paboTbl. Tekymuii KOHTPOJIb YCIEBAaEMOCTH IO
TEOPETUUYECKOMY MaTepUaly OCYIIECTBISETCS B BUJE KOHTPOJIbHBIX paboT.

OneHka TeKyHIero KOHTpPOJIS MPOBOAWUTCS HA OCHOBE OIEHKH KOMIETEHIIMH,
COOTBETCTBYIOUIMX TEKYIIEMY pa3Jiesly IUCUUIUIMHBI, COIIacHO Tabnuiie pa3zaena 1.

4.2. Meronuueckue Marepuanbl AJs IPOBEACHMS IPOMEXKYTOYHOM arrecTaluuu 10
JUCLUIUINHE.

HToroBas orieHka 1o npeaMeTy (3K3aMeH) BBICTABIISETCS CIETYIOIUM 00pa3oM:

«OTIIMYHOY» — CTYJCHT BBINOJIHII He MeHee 75% 3alulaHupOBaHHBIX pabOT MO TPYNIIOBOMY
MIPOEKTY, BBIMOJIHWI BCE€ JIaboparopHble pabOThl, HET HEYIOBJIETBOPUTEIBHBIX OLEHOK 3a
KOHTPOJIbHBIE Pa0O0THI, CpeHsIsl (OKPYIVIEHHAs) OLIEHKA 32 KOHTPOJIbHBIE Pa0OTHI — «OTIIMYHOY;



«XOPOUIO» — CTY/IEHT BBIMOJIHUI HE MeHee 75% 3araaHupoBaHHBIX pabOT MO IPYNIIOBOMY
IPOEKTY, BBIMOJHWI BCe JabopaTopHble pPabOThl, HET HEYIOBICTBOPUTEIBHBIX OLEHOK 32
KOHTPOJIbHBIE Pa0OTHI, CpeHss (OKPYIJICHHAs) OLIEHKA 32 KOHTPOJIbHBIE PA0OTHI — «XOPOLIOY;

«yHOBJIETBOPUTEIHHOY» — CTYACHT BBIIOJIHWI HE MeHee 75% 3arutaHupoBaHHBIX padoT 1Mo
TPYIIIOBOMY HPOEKTY, BBIIOJIHMUI BCE J1abOpaTropHble pabOThI, HET HEYIOBJIECTBOPUTEIHHBIX
OILICHOK 332 KOHTPOJIbHBIE PAa0OThI, cpelHss (OKpYyIJIEHHAs) OLEHKA 332 KOHTPOJIbHBbIE pabOThI —
«YIIOBJIETBOPUTEIILHOY;

«HEYIOBJIETBOPUTEIHHO» — CTYIEHT He caan jJabopaTtopHble paboThl, HE BHIMOIHUI 75%
3aIJIaHUPOBAHHBIX PAOOT MO rPYHIOBOMY MPOEKTY MIIH ANl XOTS Obl OHY KOHTPOJIbHYIO paboTy
Ha «HEYJIOBIETBOPUTEIHHOY.

Bo Bpems 3auera CTyJE€HT MOXET MOBBICUTH CBOIO OLIEHKY, C/1aB 3aHOBO COOTBETCTBYIOIILYIO
KOHTPOJIbHYIO paboTy, IPU YCIOBUH BBITIOJTHEHUS OCTANBHBIX TPEOOBAaHMIA K OLICHKE.



