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®onj oueHouHbIX cpeacTB (POC) sBasETCS MIEMEHTOM CHCTEMBI OIEHUBAaHKS C(POPMUPOBAHHOCTH KOMIIETCHITUH Y 00YJarOITUXCS B IIEJIOM WU

Ha OIIPE/ICJICHHOM dTane ee pOPMHUPOBAHUSL.

@OC pazpabaTbIiBacTCs B COOTBETCTBUU C paboueil mporpammoii (PII) nucruminuasl 1 BKIO9aeT B ceOs HAOOp OLIEHOYHBIX MaTepuaioB IS

IIPOBEICHMS TEKYILErO KOHTPOJISA YCIIEBAEMOCTH U IPOMEKYTOYHOM arTeCTaluy 10 JUCLUILINHE.

1. KomnereHuuu u pe3yjbTarbl 00y4yeHusi, opMupyembie B pe3yJbTaTe 0CBOCHH S JUCUUIIIMHbBI

Kojx u HaumeHoBaHuUe
pe3yJabTaToB

Kputepuu oueHnBaHus pe3yjbTaToB 00y4eHUs

Kommerermms HNuaukatop 00yueHus (TUITAaHUPYEMBbIE
KOMIEeTeHIIHA pe3ysbTaThi 00yUCHH, VYnosnersoputensHo | HeymoBnerBoputenbHo

XapaKTepH3YIONIHE STAMbI OTanyHO (3a4TEHO) Xopo11o (3a4TeHO) (saureno) R—
(hopMupOBaHUS KOMITCTCHIINH )

OIIK-13. Crocoben HNOIIK-13.1 OP-1 3natsb cpeactsa u MeToasl | B coBepiiencTe 3HaeT cpelcTBa U 3HaeT OCHOBHEIE He 3Haer cpencrsa u

pa3pabaTbIBaTh [IpeanpuarMaeT XpaHEHU U Iepeiadn 3HAET CPEJICTBA U METO/BI XPAaHCHNS U | CPENICTBA M METOJIBI METO/IbI XPAHEHUS U

KOMITOHCHTBI HE0OX0oAnMBIe IeHCTBHSA aBTOPU30BAaHHOM MH(OpMAMK. | METOABI XpaHEHHUS M | TIepeaadn XpaHEHHs U nepenagn

MIPOTPaMMHBIX U 1o cOopy M aHaIn3y nepenadn ABTOPU30BAaHHOM repeadn ABTOPU30BaHHOM

IIPOrpaMMHO- WCXOJIHBIX JAHHBIX JIJIS OP-2 3HaTh 3anIUTHBIE ABTOPH30BaHHOMN uH(DOpMaLH. ABTOPHU30BaHHOMN nHdopmanum.

amnmapaTHBIX CPECTB | MPOEKTHPOBAHUSA MEXaHU3MBI U CPE/ICTBA nHpOPMALUH. uHbOpMaLUH.

3aIIUThl HHPOPMAIUU
B KOMITBIOTEPHBIX
CHUCTEMAX U
MPOBOJIUTH aHAIN3 UX
0€30MMacHOCTH

KOMIIOHEHT IIPOTPaMMHBIX
U IPOrpaMMHO-
anmapaTHBIX CPEICTB
3aIIUTHl HHpOpPMANNH B
KOMITBIOTEPHBIX CHCTEMaX;
HOIIK-13.2 Onpenenser
napameTpsl
(yHKIIMOHMPOBaHUS,
aApXUTEKTypy U
uHTEP(EHCH KOMIOHEHT
MPOTPAMMHBIX H
MIPOTPaMMHO-AIIIaPaTHBIX
CPEICTB 3aIIUTHI

oOecrieueHust 6€30MacHOCTH
MIPOTrpaMM U JAHHBIX.

B coBepiieHcTBe
3HACT 3alllUTHHLIC
MEXaHU3MBI U
cpezcTBa
obecneueHus
0e30MacHOCTH

nporpaMm 1 NaHHBIX.

3HaeT 3alIrTHHIC
MEXaHU3MBI U
cpezcTBa
obecreueHus
0e30IMacHOCTHU

nporpamMm M 1aHHbIX.

3HaeT OCHOBHEIE
3allIUTHBIC
MEXaHW3MBI U
cpezcTBa
obecreueHus
0e30IMaCHOCTH
MPOTPaMM U JTAaHHBIX.

He 3naet 3ammuTHBIE
MEXaHU3MBbI U
cpencTBa oOecreueHUsI
0€e30IacCHOCTH
MPOTPaMM U TaHHBIX.




nHdopmanuu B
KOMIIBIOTEPHBIX CHCTEMaX;
NOIIK-13.3 IIpoBoaut
QHAJIU3 KOMIOHEHT
IPOTPaMMHBIX H
IPOrPaMMHO-aIIIapaTHBIX
CpPE/CTB 3aIlUTHI
uHdopmanuu B
KOMITBIOTEPHBIX CUCTEMAaX
C LIETIBIO OIpeeTIeHHs
YPOBHS 00ecTieYnBaeMoii
VMU 3aIIUIICHHOCTH U
JOBEpHSI.

OIIK-19. Cniocoben
OILICHUBATh
KOPPEKTHOCTD
TIPOTPaMMHBIX
peanuzanuii
aNTOPUTMOB 3aITUTHI
nHpopmanuu

HOIIK-19.1 O6aamaet
3HaHUEM (pOpMaTbHBIX
MIPUEMOB, TIPaBUIL,
ANTOPUTMOB, TEXHOJIOTHI
CO3JIaHUS U
JIOKYMEHTHAPOBAHHUS
KOHTPOJIBHBIX IIPUMEPOB U
TECTOBBIX HAOOPOB
JQHHBIX;

HOIIK-19.2
OcymecTBisier
MOJTOTOBKY TECTOBBIX
HaOOpOB TaHHEIX B
COOTBETCTBUH C
BBEIOPaHHOW METOJUKOI, a
TaKXKe MPOBEPKY
paboTococoOHOCTH
MIPOrPaMMHOI0
o0ecCrieUeHHs] Ha OCHOBE
pa3paboTaHHBIX TECTOBBIX
HaOOPOB JaHHBIX;

OP-3 YMeTh OCyIIEeCTBIATh
aHaJIM3 IPOrPaMMHOTO
obecrieueHns Ha HAJTUIHS
YSA3BUMOCTEH.

OP-4 YMetb npoBOAUTH
Jn3acceMOIMpPOBaHNe U
OTIAAKY MPOTPAMMHOTO
oOecrneueHus.

B cosepiueHcTBe
YMEET OCYILICCTBIATH
aHaIu3
MPOrPaMMHOTO
obecrieueHus Ha
HaJTYUs
YSA3BUMOCTEM.

B coBepiencTBe
YMECT NPOBOAUTH
Ju3acceMOImpoBaHue
U OTHAJKY
MPOrPaMMHOTO
obecrieueHusl.

YMeeT ocyliecTBIATh
aHaIn3
MIPOTPaMMHOTO
obecriedeHns Ha
HATAYHS
ySI3BUMOCTEH.

YMmeeT npoBOAUTH
Jau3acceMOIUpoBaHNe
U OTJIAJKY
IPOTPaMMHOTO
obecrieyeHHSI.

Ymeer He Bce
OCYIIECTBIISATH
aHaIN3
MPOTrPaMMHOTO
obecreueHus Ha
HaJIHYHs
ySI3BUMOCTEN.

‘YMeer IpoBOAUTh
JIu3acceMOIMpoBaHNe
NPOrPaMMHOTO
obecrieyeHHsI.

He ymeer
OCYIIECTBIISAThH aHAIIH3
MPOTrPaMMHOTO
obecrneuyeHus Ha
HAITNY UL ySI3BUMOCTEH.

He ymeer npoBoauts
Ju3acceMOImpoBaHye
NIPOTPaMMHOTO
obecrieyeHusI.




HOIIK-19.3 Conepxanue
OcymecTsisieT cOop u
QHAJIU3 MOTYYCHHBIX
Pe3yIbTaToOB MPOBEPKH
paborocmocobHOCTH
HPOrPaMMHOTO
obecrieueHus1, OLEHKY
COOTBETCTBUS
MPOrPaMMHOTO
obecrieueHus: Tpe0yeMbIM
XapaKTepUCTUKAM.

OIIK-20. Criocoben
MIPOBOAUTH
TECTUPOBaHHUE U
UCIIONB30BaTh
cpencrea
BepuduKaun
MEXaHH3MOB 3aLIUTHI
HHPOPMALIUH.

NOIIK-20.1 ITonnmaer
MIPUHITUIIEI OpTaHM3aIUH,
COCTaB U aITOPUTMBI
pabOoTHl MEXaHM3MOB
3aIIUTH TH(OPMAIHH,
CTaH/APTHI OLICHUBaHUS
3aIIUIIECHHOCTH
KOMITBIOTEPHBIX CHUCTEM;
NOIIK-20.2 IIpoBoaut
HCCIIeIOBaHNe
MEXaHU3MOB 3aIUTHI
MHGOPMALINH, B TOM YHCIIE
C HCIIOJIb30BaHUEM
CpeACTB BepuHUKaALUH, 1
JieTIaeT BBIBOABI MO OIICHKE
3alIUIIEHHOCTU U JOBEPHS.

OP-5 BnaneTs HaBBIKAMH
OIICHKU YPOBHS 3aIIlUTHI
MpOTrpaMM U TaHHBIX.

B coBepiieHcTBe
BJ1aJ1€€T HaBbIKaMU
OIICHKHU YPOBHS
3aIUTHI IPOTPAMM U
JTAaHHBIX.

Brnaneer HaBeIKamMu
OIICHKH YPOBHS
3aIIUTEI IPOrPaMM U
JIAHHBIX.

Cnabo BiameeT
HAaBbBIKAMHU OLICHKH
ypOBHH 3alIUThI
MPOTPamMM U JaHHBIX.

He Bnageet HaBbIKaMH
OIICHKHU YPOBHSI
3aIUTHl TPOTPaMM U
JIaHHBIX.

[1K-2. Criocoben
paspabaTbiBaTh
TpeOOBaHUS K
IPOTrPaMMHO-
annapaTHbIM
CpeACTBaM 3allUThI
nHpOpPMaIUH

HUIIK-2.3 [IpoBogut
UCCIIEI0BAHHUS C LIENbIO
HaxoXJIeHns1 HanboJee
1e7IeCO00Pa3HBIX
MIPAKTUYECKUX PELIEHUI
10 00ECTIEYSHHIO 3aITUTHI
UHQOPMAIHH.

OP-6 3naTh TpeOoBaHUS K
HOJCHCTEME ayIUTa U
HNOJIUTUKE ayUTa.

OP-7 Ymeth
MIPOTUBOIECTBOBATH
KOMIIBIOTEPHBIM aTakaM U

B cosepmiencTse

3HaeT TpeOOBaHMS K
MOJICUCTEME ayanuTa
Y TTOJIUTHKE ayJIUTa.

B coBepiuieHcTBe
ymeer

3HaeT TpeOOBaHUS K
TIOJICUCTEME ayuTa
1 TIOJIUTUKE ayTUTA.

YwMmeer
MPOTUBO/ICIICTBOBATH
KOMIIBIOTEPHBIM

3HaeT OCHOBHBIC
TpeboBaHus K
TIOJICUCTEME ayJIUTa
1 TIOJIUTHKE ayJTUTA.

YmMmeer
MIPOTUBOIEUCTBOBATH

He 3naer TpeboBanus
K HIOICUCTEME ayauTa
W TIOJIUTHKE ay/IUTa.

He ymeer
MIPOTUBOIENCTBOBATH
KOMIBIOTEPHBIM




KOMITBIOTEPHBIX
CHCTEM U CeTeH
KOMIIBIOTEPHBIX
CHCTEM U ceTel

BHpPYCaM C HCIIOJIb30BaHUEM
AHTUBUPYCHOTO MPOTPAMMHOTO
obecreueHusI.

MPOTHBOICHCTBOBATh
KOMITBIOTEPHBIM
aTakaMm U BHPYCaM C
HCIIOJIE30BAHUEM
AHTHBUPYCHOTO
MPOTrPaMMHOTO
oOecIeueHus.

aTakaM U BHpYCaM C
HCITOIE30BAHUEM
AQHTUBHPYCHOTO
MIPOTrPaMMHOTO
o0OecreueHHS.

KOMIIBFOTEPHBIM
aTakam C
HCITONTE30BaHUEM
AHTUBHPYCHOTO
MIPOTrPaMMHOTO
o0ecreueHuS.

arakam C
HCIIOJIE30BaHUEM
aHTHBUPYCHOTO
MPOTrPaMMHOTO
obecneueHus.

I1K-3. Crocoben
NPOEKTUPOBATH
MPOrpaMMHO-
annapaTHbIe CPEJICTB
3aIIUThl HHPOPMaIUU
KOMITBIOTEPHBIX
CUCTEM U ceTel

HIIK-3.2 Pa3zpaboTka

IMIPOCKTOB MIPOIPaMMHBIX 1

arnmapaTHbIX CPEACTB

3alIMTHl HHOPMAIIUH B

COOTBCTCTBUU C

TCXHUYCCKHUM 3aJaHUCM

UIIK-3.3 [IpoBenenune

aTTeCTallMy NporpamMm nu
AJITOPUTMOB Ha MPCAMCT

COOTBETCTBUSA
TpeOOBaHHUSM 3aLHUTHI
HHPOpPMAUH

OP-8 3HaTh OCHOBHBIE
CpeICTBa M METOIBI aHaN3a
MPOTPaMMHBIX peau3aiuil
CpPE/CTB 3alUThl HHPOPMaIUN
OP-9 Bnanets HaBbIKaMu
aHaJIn3a MPOrPaMMHbBIX
peanu3anuii CpecTB 3alUThI
HHPOPMAINH

B cosepieHncTBe
3HAET CPEJICTBA U
MCTOAbI aHaJIn3a
MPOrpaMMHBIX
peanu3anuil CpeicTs
3alllUThI
nHdopmanum.
Brnaneeer HaBBIKaMH
aHaIM3a
MPOTPaMMHBIX
peanuzaiuii cpecTB
3aIIUTHI
nHpOpPMALUU

3HaeT cpencTa u
METO/IbI aHAIN3a
MIPOrpaMMHBIX
peanusanuii cpeacTs
3alUThI
uHbopMaLUH
Bnageeer HaBbIKaMu
aHaIM3a
TIPOTPaMMHBIX
peanu3aiyii CpeicTB
3aIINTHI
“HpOpMALIN

3HaeT OCHOBHBIE
CPE/CTBA U METO/IBI
aHaIN3a
MIPOrpaMMHBIX
peanu3anui CpescTB
3alIHUThI
uHpopMauu
Bnaneeer HaBbIKaMH
aHaIn3a
TIPOTPaMMHBIX
peanuzanuii cpeacTB
3aIINTHI
uHdopmanuu

He 3HaeT ocHOBHEIE
CPEACTBa U METOBI
aHaIM3a MporpaMMHBIX
peanus3anuii CpeicTs
3aIIUThl HHPOPMAIUU

He Bnageeet
HaBBIKAMU aHAJIN3a
TIPOTPaMMHBIX
peanu3anmii CpeacTB
3alIATH HHPOPMALIUU




2. Oranbl GOpMUPOBAHMUS KOMIIETEHIIUI U BU/bI OLIEHOYHBIX CPEACTB

Stanbl GOPMUAPOBAHHS KOMIIETEHIHIH Kon n HammeHOBaHHe Buj oneHo4YHOT0 CpecTBa
Ne (pa3neJibl AMCUMIIJIMHBI) pe3yJIbTaToB 00y4eHust (TecTsl, 3aJaHMSL, KEHCHI, BOTIPOCHI H JIp.)
1 AHaN3 MPOTrpaMMHBIX PeaTH3aIIHA OP 1.7 [IpakTrueckne pabOTHI,
TEOPETUYECKHE BOIIPOCHI
) 3ammTa nporpamMm OT U3y4eHHUs OP 17 [IpakTudeckue padoOTHI,
TEOPETUYECKUE BOIIPOCHI
3 [IporpammHBbIe 3aknaaKu OP 1.7 [IpakTudeckue padoOTHI,

TCOPETUYCCKUEC BOIIPOCHI

3. TunoBble KOHTPOJIbHBIC 3aJaHUs HJIH HHBIC MaTEpHAJIbI, HCOﬁXOIlI/IMLIe AJIA
OICHKH OﬁpaSOBaTeJILHLIX pe3y/ibTaToB oﬁyqe}mﬂ

3.1. TunoBble 3afaHusi JUIsl MPOBENCHHUS TEKYIIET0 KOHTPOJS YCIEBAEMOCTH 10
JTUCLUTIIINHE

[Ipumeps! 3ananuit:
HccnenoBanne OMHAPHBIX MPUIIOKEHHM, UMEIOLTNX apXUTEKTYPY X86
HccnenoBanne OMHAPHBIX MPUIOKEHHUM, UMEIOLTUX apXuTekTypy AMD64
HccnenoBanne OMHAPHBIX MPUIOKEHHM, UMEIOLTNX apXUTeKTypy ARM
HccnenoBanue NpUIOKEHUM, HCIONB3YIONIMX METOAbl 3allyThIBAHUS IOTOKA

b=

WCTIOJTHEHUS
5. MHccrnenoBanue npuiaoKeHUH, UCTIONB3YIOIINX METOABI COKPBITHS JAHHBIX
6. Ilpumenenne SAT/SMT pemareneii npu uccieg0BaHUHA OMHAPHBIX MPUIIOKCHUN
3.2. TumoBsIe 3a1aHuUs TSI TPOBEICHUS TIPOMEKYTOUHOM aTTECTAIMH IO JUCIUTUINHE
ITpumepsl TeM 17151 TEOPETUUECKUX BOIPOCOB B YCTHOM 3a4éTe:
- UYro rtakoe calling convention? OcHoBHble CC s apXuTekTypbl 1386: KiltoueBble
O0COOEHHOCTH U OTJINYUSL.
- UYro takoe calling convention? OcHoBHble CC 11 apXuTeKTypbl amd64: KitoueBble
0COOEHHOCTH U OTIMYUSL.
- Ilpunuune! paboTs! Bapuagudeckux pyHkuuit B 32-6utHbix CC
- Ilpunuunel paboTs! Bapuaaudeckux pyHkuuit B 64-6utapix CC
- OcobenHoctH cTekoBbIX PppeiiMoB B 64-0uTHbix CC
- JluHaMudeckas JMHKOBKA U 3arpy3ka Koja.
- Mexanusm cursanoB B Linux. 3anyTsIBaHHE TOTOKA UCIIOJIHEHHS HA OCHOBE CUTHAJIOB.

4. Metoanueckue  MaTepHaJbl, ONpeAeJsA0IMe  NPOUEAYPbl  OLECHMBAHHUS
o0pa3oBaTe/IbHBIX Pe3yJIbTATOB 00y4eHH

4.1. Metoguyeckue Marepuayibl I OLEHKH TEKYIIEro KOHTPOJS YCIEBAEMOCTH IO
JTUCIIUATITAHE.
Kpureprem BBITIOIHEHHS CTYIEHTOM MPAKTHYECKOTO 3a/IaHHS SIBIISIETCS:
® HaIW4YME Yy CTYACHTA MPOTPAMMHOM peain3aliiy reHepaTopa KOPPEKTHBIX KITFOUeH
JUTSl paccMaTpUBaeMOii J1abopaTopHO paboTHI;
® CIOCOOHOCTh CTYIEHTa OOBSCHUTH AaINTOPUTM, pEATH3yeMbI MPHIOKEHHEM,
MPEA0CTABISIEMOM B JTAOOpaTOPHOIT padoTe;




e T[IOHUMaHHE M CHOCOOHOCTH OOBSICHUTH HHU3KOYPOBHEBBIC NETATH pPealn3aluu
aNropuTMa, CreHEPUPOBAHHBIE KOMITUIISITOPOM, TAKHE KaK: COIVIAllIEHUE O BbI30BAX,
HCIIONIb3YEeMOe JTaHHOM (DYHKIIHEH, CTPYKTypa CTEKOBOTro (ppeiima, HCIOIb3yeMble
B [IPHJIOKEHUH METO/IbI 3aITyThIBAHUS.

4.2. Meronuueckue Marepuanabl A8 IPOBEACHUS IPOMEXKYTOYHOM arrecTaluu 10
JUCLUIUINHE.

[TpomexxyTodyHas arTecTauus Mo AWCIHILIMHE NMPOBOJUTCA B (POPME YCTHOTO 3adyeTa 1o
TEOPETHYECKOMY Marepuay.

K 3auery pomyckarTCs  TOJNBKO  CTYIEHTBI, YCIEIIHO BBINOJIHUBIINE  BCE,
[Ipe1yCMaTpUBAEMBbIe KypCOM MPAKTUUYECKUE 3a/1aHMUS.

Kaxxapiit Ouier 1711 ycTHOTO 3a4é€Ta COCTOUT U3 ABYX TEOPETHUECKHUX BOIPOCOB IO ABYM
TE€MaM JIUCLUUIUIMHBI.



