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1. KomnereHuun u HHAUKATOPbBI HX HJOCTHKCHHSI, IIPOBEPSACMbIC [JaHHLBIMH
OLHCHOYHBIMH MaTEepuajIaMu

[enpro OCBOGHUS TUCIUIIIMHEI SBISETCS (HOPMUPOBAHKE CIAEAYIONIMX KOMIETCHIINA:

OIIK-11 Crnocoben pa3pabaTbiBaTh MOJMTUKH OC30MACHOCTH, MOJMTUKUA YIPABJICHHS
JOCTYIIOM M WH(OPMAalMOHHBIMA TOTOKAaMH B KOMIIBIOTEPHBIX CHUCTEMax C YYETOM YIrpo3
6e3omacHocTd HH(pOpManuu U TPeOOBAHMIA 110 3aIUTE WH(POPMAIIHU.

OIIK-8 CnocoOeH NpUMEHSITh METOABl HAyYHBIX HCCJIEIOBAaHUM TNpU MPOBEIECHUU
pa3paboTok B 0b1acTu obecrnedeHust 6€30MacHOCTA KOMITBIOTEPHBIX CUCTEM U CETEH.

IIK-2 Cnocoben pa3pabaTeiBaTh TpeOOBaHUS K IPOrPaMMHO-ANMApaTHBIM CPENCTBAM
32U THl THPOPMALIMY KOMITBIO TEPHBIX CUCTEM U CETEH.

PesynbraTaMu OCBOGHHS U CHUILIUHBI SBJSIFOTCS CIEAYIONUE UHANKATOPHI TOCTHUKCHHS
KOMITETEHIINI:

HOIIK-11.1 ITonumaeT ocHOBHBIE ()OpMaJIbHBIE MOJICITH TTOJIUTHK YITPABICHHSI TOCTYIIOM
¥ MTHPOPMALIMOHHBIMU TTOTOKaMHU B KOMIIBIOTEPHBIX CHCTEMaX

NOIIK-11.2 Bnageer He06X0AMMBIM anmnapaTom (popMalibHOT O ONpeiesieHus TpeOOBaHU
MOJIMTUKU 0€30MaCHOCTH, IOCTPOCHHS U aHalu3a TOJIMTUK YIPaBIEHUS JIOCTYIIOM H
MH(POPMAITMOHHBIMU MTOTOKAMHU B KOMITBIOTEPHBIX CHCTEMAaX

NOIIK-11.3 ®opMmyaupyer NOJIMTUKH 0€30IMaCHOCTH, TIOJIMTUKH YIIPABICHUS JTOCTYIIOM U
UHGOPMAIIMOHHBIMH TOTOKAMH B KOMITBIOTEPHBIX CHCTEMax C Y4eTOM Yyrpo3 0e30MacHOCTH
uHdOopMaIuU ¥ TpeOOBaHUH 110 3aIUTE HH(POPMALIUH

NOIIK-8.3 [IpoBomut anaimm3 u (opmanam3alyio MMOCTABICHHBIX 3a7a4, y4acTBYeT B
pa3paboTke MaTeMaTUYECKUX MOJENel B 00JacTh olecriedeHus 0€30MacHOCTH KOMITbIOTEPHBIX
CUCTEM U CeTeH

HIIK-2.1 Omnpenenser yrpo3bl 0€30MaCHOCTH M HMX BO3MOXKHBIC HMCTOYHUKH, KaHaJbI
YTEUKH HHPOPMALIHH

NIIK-2.2 Pa3zpabaTbiBaeT MaTeMaTHYECKHE MOJCIH, PEaM3yeMble B CPEICTBAX 3alUThI
uH(popMauu

2. OneHo4YHbIe MATEPHAJIBI TEKYIEr0 KOHTPOJISI M KPUTEPHUH OLlCHUBAHHA

DJeMEeHTBI TEKYIIEro KOHTPOJIS:
— KOHTpOJIbHasI paboTa;

— mabopaTOPHBII MTPOEKT;

— JIOKJIaI.

KonTponbHas paboTa COCTOMT M3 ABYX 4acTeil, TEOPETUUYECKOro BOIPOCA, Ha KOTOPBIH
HEOOXOJMMO JaTh OTBET (PACKPBITh MOHATHE, OMHMCATh AITOPUTM U T.1.), U 3a1auu. J{st kaxaoi
TEMBI Kypca MPeAyCMOTPEHO HECKOJIBKO BOIIPOCOB U 3a4ad.

Tema 1. OcHoBHBIE 371eMeHTHI M BUAbI ynpasiaenus aocrynom (MOIIK-11.1, MOTIK-
8.3, MOIIK-11.3, UT1K-2.1)

ITpumepsl 3agay.

OtoOpa3uth Trpad AOCTYNOB C HHPOPMAIMOHHBIM ITOTOKOM, pEaJIU3yeMOM IpH
KOOIEPAIMH JIBYX CYOBEKTOB.

Omeem NOIKEH coflepKaTh Ipad JTOCTYIIOB ¢ HE MEHEE YeM JIByMs CyObEKTaMHu U TpeMs
00BbEKTaAMH, MEKY KOTOPBIMU CYOBEKTHI PEAIM3YIOT IIepeady C UCII0Ib30BaHUEM JOCTYIOB read
u write. Hanpumep 11t Tpéx cyOBeKTOB, a, b u c. OauH cyObeKT J0KEH UMETh TOCTYN write K b
u read k a, a BTOpo#, write k ¢ u read x b.

[TpuBecTn mpuMep cyObEKTOB M OOBEKTOB B peabHBIX KOMITBIOTEPHBIX CHCTEMAX.

Omeemom wmoxer ObiThb OC, TA€ CYOBEKTaM COOTBETCTBYIOT IIOJIb30BATENU M
3aIrycKaeMble Iporecchl. B kauecTBe 00BEKTOB BBHICTYHAIOT (DAMIIbI, B TOM YHCIIE MAIKH.

TeopeTnueckre BOIPOCHI.

1. TlonmuThka 0€30MAaCHOCTH U MEXaHU3M YITPABJICHHS TOCTYIIOM



CymHocTb, 00BEKT, CyObEeKT, KOHTEHep

IIpaBa nocryna u 10CTyIbI

NupopmarimoHHble MOTOKH 110 HaMSITH U BpEMEHU
MonuTop 6e3omacHocTu

Tpu aKCHOMBI KOMIIBIOTEPHON 0€30MaCHOCTH

SneEPDbd

Tema 2. Take-Grant moaeas (MOIIK-8.3, MUOIIK-11.1-2, UTIK-2.1-2)
[Ipumepsl 3a1au.
1. SBnsercs mu rpad TOCTYITOB MOCTOM.

Omeem: na.
2. Ilycts BO3MOXHA Mepeaaya mpaB JOCTyla B OJJHY CTOpOHY. Bo3aMoskHa 1 oHa B
MIPOTHBOIIOJIOXKHYIO CTOPOHY?
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Omeem: 1a, B OTBETE HEOOXOAUMO MPOIEMOHCTPUPOBATH MEXaHU3M Iepelayuu.
3. Hcrunen mu npenukart can_share(a, x, v, Go)?
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Omeem: na, B OTBETE HEOOXOMMO IOCTPOUTH BCE HEIOCTAIOINE TTPaBa, KOTOPHIE MOTYT
OBITH TIEPEIaHBI.
4. HcrtuHeH nu npeaukar can_write(x, y, Go)?
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Omeem: 1a, B OTBETE HEOOXOAUMO TOCTPOHUTH BCE HEAOCTAIOMIME MTpaBa 1
MH(OPMAIIMOHHBIE TOTOKH.

TeopeTndeckue BOIPOCHI.

Mozenb KOHTPOJISI JOCTyNa Kak aBToMart, Tpaektopus pyHkunonuposanus KC
Onucanue take-grant Mmonenu, Ae-1ope mpaBuiia
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[Ipenukar can share u ycinoBusi mepegaud MmpaB JocCTyna s rpada HOCTYIOB,
BKJIFOYAIOLLETO TOJIBKO CYyOBEKTHI

VYcnoBus mepeadyd mpaB JOCTyma JUisl MPOU3BOJBHOrO rpada JocTynoB (MOCTBI U
OCTpOBA)

VYcnoBus NOXUIIEHUS TIPaB 1OCTyIa

CkpbIThIC (HEeSIBHBIC) HH(OPMAIMOHHBIC TOTOKH

Onucanue pacmmpenHoil take-grant Mmogenu, ne-hbakTo mpaBuiIa

YcnoBus HHGOPMAIIMOHHOTO MOTOKA U MCTUHHOCTH MpEANKaTa can_write

3ambIkaHUE MOJIETH (tg-3aMBbIKaHUE, Ie-I0PE 3aMbIKaHUE, 1e-PaKToO 3aMbIKaHIE

Tema 3. PoaeBast mogean (MOIIK-11.1-3, UTIK-2.1-2)
IIpumepsl 3a1au.

[IpuBectu mpumep posIeBOK CHCTEMBI KOHTPOJISA JOCTyIa €

Hepapxuen ponei

OrpaHUYEHHEM B3aMMHOI0 UCKIIKOYEHMS POJIEH WU NIPaB JOCTYIa
KOJIMYECTBEHHBIM OrpaHUYEHUEM Ha 00J1aJlaHne POJIbIO HJIM IIPAaBOM JOCTYyIa
OrpaHUYEHHEM HE0OXOAUMOro 00JiaaHus PoJIbIO UM IPAaBOM J0CTYIIa

Omeem MOXeT ObITh 1aH B (POpPME PUCYHKA MJIM TEKCTOBOT'O OMHMCAHUS U JOJDKEH

COJIepKaTh YKa3aHHbBIA MEXaHU3M.

el ol S

TeopeTuueckue BOIPOCHI.

Omnpenenenre poaeBoil MOJeNU yIPaBIEHUS JOCTYIIOM

Kpurepuii 6e3omacHocTr 1t 0a30BOM pOJICBOM MOJAEIH U HEPAPXUU POJIeH
MexaHu3Mbl OrpaHUYEHUH POJIEBOM MO EIN

AJIMHUHUCTPATUBHBIE POTIU

Tema 4. Mopenb HM30JIHPOBAHHON NporpamMMmHoOi cpeabl U ocHOBbI JIII mopesieit

(MOTIK-11.1-2, UTIK-2.1)

[Ipumepsl 3a1a4.

[IpuBectu mpumep acCOUUUPOBAHHBIX 0OBEKTOB B PEAIbHBIX KOMIIBIOTEPHBIX CUCTEMAX.
Omeemamu wmoryT ObITh mporecchl OC, (QyHKIIMOHMPOBAHHE KOTOPBIX 3aBHCHUT OT

uHpopmaiuu u3 ¢aitioB. MoHUTOp 6E30MACHOCTH M ACCOMUPOBAHHBIE C HUM CIIMCKH J0CTYTIa,
aHTuBupyc u ero b/I.

PN EAE D=

Teoperndeckue BOIPOCHL.

OcHoBHEBI€ 351eMeHThI Mogenu UIIC

AccolMMpoOBaHHbIE 0ObEKTHI

MBEO

KoppektHocTh CyOBEKTOB

MBC

bazoBas Teopema UIIC

Snpo 6e301MacHOCTH U CO3JJaHue TapaH THPOBaHHO 3amuineHHon KC
bazosas JAII-monenb

Tema 5. Moaean besna-Jlallanyasl u buoa (MOIIK-8.3, UOIIK-11.1-3, UTIK-2.2)
ITpumepsl 3agay.

HapucoBats rpad 10cTynoB, HapymarOUIHiA $S-CBOMCTBO

Omeemom siBnsieTcs Tpad gocTyna, rae CyoObeKkT 001agaeT 10CTYIIOM Ha YTeHHne 00beKTa
OO0JbIIEro YpOBHS, YeM CYOBEKT.

HapucoBaTb rpad 10ocTynoB, Hapylarnmi *-cBoicTBO
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Omeemom siBRsieTcs rpad 10CTyNa, e CyObeKT 00J1aaeT JOCTYIOM Ha 3aMUCh B O0BEKT
MEHBILIETO YPOBHS, YeM CyOBEKT.
Hana cucrema S = {s1, 52}, O = {01, 02}, R = {read, write}, (L, <) = (Low, High) f«(s1) =
fo(01) = Low, fi(s2) = fo(02) = High. IloncunutaTh KOJTMYECTBO COCTOSTHUHN JJIsI CIEAYIOIINX
CITy4aes:
A. He TpeOyeTcs BHIIIOJIHEHHE CBOMCTB 6€30M1acCHOCTH
B. Bemonnsercs simple security cBoiictBo (Kakue 3anpeniéHHbie TOTOKH MOTYT
OBITH peaIM30BaHbI B JAHHOM CiTy4ae?)
C. Beimonusiercss simple security cBoiictBo u * cBoiictBo (Ocramuce nu
3anpeniéHHbIC TIOTOKH C IIPEKHEro MyHKTa?)

OTBETHI:
A.

56

B.

4

C.

TeOpeTI/I‘leCKI/Ie BOIIPOCHI.

OcHoBHbI€ 351eMeHThI Mosieniu BLP, BubI 3ampocoB

CaoiicTBa 0€3011acCHOCTH (SS-CBOMCTBO, *-CBOMCTBO, dS-CBOMCTBO)

Teopembl 0€30MaCHOCTH U X JI0Ka3aTEIbCTBA

ITomuTuka low-watermark

[IpoGaema mociaenoBaTeIbHOCTH TEPEX0A0B, (DYHKIMS MEPEXO0I0B M YIIOJTHOMOYCHHBIC
CYOBEKTBI

Mopnenb neaoctHocty buba

Tema 6. Pa3zpaborka MexaHM3MOB YIHpaBJIeHHSI JOCTYNOM /Jsi COBPEeMEHHBIX

koMnbOTepHbIM cucteM (MOITK-8.3, UOIIK-11.1-2, UTIK-2.1)
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IIpumepsl 3a1au.

[IpuBectu nmpumMep cUCTEMBI, pabOTaroLIeH 10 MEXaHU3MY

CrinckoB WM MaTpULBl TOCTyNa

Poneit

Pemérox ypoBHel KOH(PHUICHIINATbHOCTH

TemaTn4eckoro orpaHu4eHus 1OCTyna

ATpuOyTHOrO KOHTPOJIS OCTYMA

Omeem MOXeET ObITh 1aH B (POpPME PUCYHKA MJIM TEKCTOBOT'O OMMCAHUS U JOJDKEH

COACPIKATDH YKaSaHHLII‘/’I MCXaHU3M

N A W N~

Teoperuueckre BOMPOCHI.

JIMCKpeLmoHHas U MaHAaTHas IOJUTHKA

Marpuna nocryna

YpoBHU KOHPUIEHIIUATBHOCTH U TEMAaTUYECKUE METKHI
PoneBoii KOHTpoONIb TOCTYyMA

ATpuOyTHBII MEXaHU3M KOHTPOJIA JOCTYyIa

Kpurepuu orieHuBaHUs KOHTPOJIBHBIX PadoT:
Pe3ynbTaTel KOHTPOJIBHOM PabOThI ONPEAEISIFOTCS OLEHKAMHU «OTJIIMYHO», «XOPOLIO»,

«YAOBJICTBOPUTCIIbHO», KHCYAOBJICTBOPHUTCIILHO.



O1eHKa «OTIMYHO» BBICTABIISAETCS, €CIIU JJaH BEPHBI OTBET HA TEOPETHUECKUN BONPOC U
3ajlaya pelleHa NpaBUiIbHO.

OneHka «XOpoILIO» BBICTABISETCS, €ClIM JIMOO B OTBETE Ha BOIPOC Oblia JOMYIIEHA
HETOYHOCTh, JTUOO0 MpHU pEIIeHUH 3a/ayd Obula JOMyLIeHa TeXHUYECKas OolIMOKa, HECMOTpPS Ha
BEPHBIIl AJITOPUTM PELICHHUSL.

OreHka «y10BJIETBOPUTENBHOY» BBICTABIISIETCS, €CJIM B OTBETE HA BOIPOC ObLIa IOMYIIEHA
HETOYHOCTH U MPU pelIeHNH 3a7auu ObliIa JOIyIleHa TEXHUYecKas OliOKa, HECMOTpSI Ha BEpHBIN
aITOPUTM pELICHUS.

OrneHka «HEeyIOBJIETBOPUTEIHHO» BBICTABIISIETCS, €CIM OTBET Ha TEOPETHUECKHIl BOIPOC
HE JIaH, JaH HEBEPHO, UJIU 33/1a4a pelIeHa HeMpaBUIbHO.

Hoxaan (MOIIK-8.3, UOIIK-11.1-2, UTIK-2.1)
Jloknaz neMOHCTpUpyeTcs Ha MPaKTUYECKUX 3aHATHAX. Bpems Ha noknaa: 10 MuUHYT.
IIpu  OGonpmiom  oOBEME  Marepuajla  JONYCKAaeTCs  HaJIMuUe  HECKOJBbKUX
HEeNEepeceKarMXcsl JOKIAI0B 10 OJHON TEME.

IIpumepHBINA CIHCOK TEM

1. Mogaens XPY (TeopeMbl 0O aJrOpUTMHYECKONW HEPa3pelIMMOCTH MPOBEPKHU
0€30I1aCHOCTH C JI0KA3aTeIHCTBOM)

2. Mogaenp TUIIH3UPOBAHHONW MaTPHUILbI JOCTYIIOB

3. HeobxoxuMmble U TOCTATOYHOCTH MUCTUHHOCTHU IMPEIUKATOB can_ Wwrite memory u
can_write_time s 6azoBoit A1 monenn

4. Nll-monmens ais TOJUTUKH OE€30MACHOCTH aJIMUHHUCTpUpOBaHUA. Pa3znerncHue
aIMUHUCTPATUBHBIX U MOJIb30BATEIBCKUX MOJTHOMOYUI

Mopens cucteMbl BoeHHBIX coobrenuit CBC
BepositTHOCTHas 1 MporpaMMHasi MOJIENIA KOHTPOJIS IOTOKOB
Mopens agAMUHUCTPUPOBAHHUS POJIEBOIO YIIPABIEHUS JOCTYIIOM

Ponesas JII1-monens

o ® N oW

Tematuueckoe pasrpannuenus gocryna (TBAC)

10. OrpanuueHue q0oCTyna Ha OCHOBE aTpUOyTOB (TEOPETUUECKUE OCHOBBI)
11. JTuckpenuoHHBIN KOHTPOJIb JOCTYIIA B ONEPALIMOHHBIX CHCTEMAX.

12. SELinux

13. XACML wu ero peanuzanuu

14. Peanuzanus MOJUTHKU O€30MACHOCTH B OOJIAYHBIX XPAHUJIHIIAX

15. Peanuzauuu koutponst nocryna B CYB/]

16. AppArmor

17. CpenctBa MaHAaTHOrO KOHTpOJs gocTyna B OC

18. Cucrema KOHTPOJIS 1OCTyNa HA KOHKPETHOM MpUMepe



B ciy4daec yCl'ICI.HHOfI 3allIMThI, CTABUTCA OLICHKA 3a4TCHO.

I'pynnosoii npoext (MOIIK-8.3, UOIIK-11.1-2, UTIK-2.1)
Hean: peann3oBaTh MEXaHU3M YIPABJICHUS JOCTYIIOM JJIsi BHIOPAaHHOW KOMITBIOTEPHON
cuctemsl (KC).

Tanbl BLINOJTHEHHS.

1. Bri6pate KC 1151 pazpaboTku 1 peanuszanuu (MOXKHO B35Th CYIIECTBYIOIIYIO).
2. [TocTpouts 1 060CHOBATH MOAENb O€30MACHOCTH JJIsl 3a1aHHON CUCTEMBI.
3. PazpaboTath u peann3oBaTh BHIOPAHHYIO KOMIBIOTEPHYIO CUCTEMY M MEXaHHU3M

KOHTPOJISL JOCTYIIA.

BapI/IaHTbI peaau3anun:

KonTtpons nocryna B CYB/]

Be6-npunoxenne/caldiT ¢ KOHTPOJIEM JOCTyIa TOJIb30BaTelIeh
DailoBBIN MEHEKED

Jpyrue BapraHThl TOCIE 00CYKIEHUS C MPENoIaBaTeIieM

AW N =

TpeOoBanus K peanu3zanuu

1) J171st MexaHHU3MOB Ha OCHOBE MaTPHIIbI JOCTYIIOB: BOBMOXXHOCTb Iepeavu MpaB Ha
OCHOBE “BJIaJICHUS” WJIU APYTUX aJIMUHUCTPATUBHBIX MIPaB.

2) Jlis MexaHU3MOB Ha OCHOBE YPOBHEH/METOK KOH(GHUICHIIMATHLHOCTH: HAINYHE HE
MeHee TpEX ypOBHEH/TEMaTHK WM BO3MOXKHOCTBH J100ABJISITh HOBBIE YPOBHU/TEMATHKH,
3ampeT Ha yTeHue BBepX (Oosiee MIMPOKOM TEMaTWKH) M 3alUCh BHU3 (B MEHBIIYIO
TEMATHUKY ).

3) ,21.]'15[ MCXaHU3MOB Ha OCHOBC pOJ'ICfIZ HaJIM4nuEC HC MCHCC TpéX poneﬁ; peaim3anus
XOTs OBl OJHOI'o 3 MCXaH1U3MOB OFpaHI/ILIeHI/Iﬁ HJIA UCPpapXruun pO.]'ICfI.

4) Jlyiss MeXaHU3MOB Ha OCHOBE aTpHOYTOB: HAIWYNE XOTs OBI IO OTHOMY aTpUOYTy
CyOBEKTOB, 00BEKTOB, JOCTYIIA U CPENIbl; KaXK/bI aTPUOYT OJDKEH MPUCYTCTBOBATH XOTS
OBl B OJHOM IIpEIUKaTe.

5) JUis Bcex: BO3MOXKHOCTb J100aBJISITh CyOBEKThl U OOBEKTBI; HaJMUUE CHCTEMBI
ayTeHTH (PUKALUH.

B xonme pcajin3anvu IMPAKTUYCCKOIo 3aJaHHuC AOIYCKACTCA MCIIOJb30BAHHC JIFOOBIX
CpeaACTB, HAXOAAIMUXCA B OTKPBITOM JOCTYIIC.

JlommyckaroTcst TpynIbl OT OJHOIO 10 TPEX YEIOBEK.

JlaGopaTopHBIN MPOEKT 3aIUINACTCS C MPE3CHTAIME Ha MPAKTUUYECKUX 3aHSATUSAX U, B
cllydae BBITIOHEHHUS BCEX TPEOOBAaHMI, CTABUTCS OIEHKA «3a4TeHO». Ecnu cucTemMa KOHTPOIIS
nocTymna GyHKIIMOHUPYET, HO OJJHO U3 TpeOOBaHUH HE BBITIOJIHEHO, TO CTABUTCS OI[EHKA «yCJIOBHO
3a4TeHO». B MPOTUBHOM Ciydae - CTaBUTCS OLIEHKA «HE 3aYTEHO.



3. OueHoYHble MaTePHAIbl HUTOTOBOI0 KOHTPOJISA (IPOMEKYTOYHOH ATTECTALMH) U
KPUTEpPUH OLeHUBAHUS

DK3aMEHAIIMOHHBIN OMJIET COCTOUT U3 TPEX BOMPOCOB IO pa3HbIM TeMaM Kypca. [TokpbiTre
BOIPOCaMH OOpPa30BATEIbHBIX PE3YJIHTATOB AHAIOTMYHO TAKOBOMY JUISI TEKYIIEro KOHTPOJIS
(pazmen 2). Tema 1. OcHOBHBIE 3J1eMeHTHI W BUAbI ynpaJjeHusi nocrynom (MOITK-11.1,
NOIIK-8.3, UOIIK-11.3, UTIK-2.1). Tema 2. Take-Grant moaeas (MOITK-8.3, MOIIK-11.1-2,
UIIK-2.1-2). Tema 3. PoaeBas moaeanr (MOIIK-11.1-3, UIIK-2.1-2). Tema 4. Mogeasn
30/ IMPOBAHHOI mporpammHuoii cpeabl u ocHoBbI JIT moaeneii (MOIIK-11.1-2, UTIK-2.1).
Tema 5. Moaean Bbesna-Jlallanyast u butoa (MOIIK-8.3, MOIIK-11.1-3, UIIK-2.2). Tema 6.
PazpaGoTka MexaHM3MOB YyNpaBJeHHUsI TOCTYNOM /ISl COBPEMEHHBIX KOMIIbIOTEPHBIX
cuctem (MOIIK-8.3, UOIIK-11.1-2, UTTK-2.1).

[lepeuenb TEOpETUUECKUX BOIPOCOB.

1. bazoBas TepmuHONOrHS (CYIIHOCTh, OOBEKT, CYOBEKT, KOHTEHHEpP), JOCTYIIbI,
MH(POPMAIIMOHHBIE TOTOKH MO MaMSITH U BPEMEHH.

2. CsaoiictBa Oe3omacnoctu moaenu BLP (simple security-cBoiictBo, *-cBoicTBO, ds-

CBOICTBO). Teopembl 6€30MaCHOCTH U UX JOKA3aTENbCTBA.

Tpu akcHOMBI KOMITBIOTEPHOM 0€30MaCHOCTH.

3amblkaHue pacupeHHol take-grant Mmonemnu.

5. JluckpeunoHHas W MaHjaTHas NOMUTUKU. OCHOBHBIC TPU3HAKK, MPEUMYIIECTBA H
HEJOCTATKH.

6. UIIC: MBO u MBC, bazoBas teopema WIIC, fAapo Oe3omacHOCTH U cO37qaHUE
rapantupoBaHHo 3amuiieHHon KC.

7. OCOOEHHOCTH M IIPUHIUIIBI POJICBOM MOJICIH YIIPABJICHHS JOCTYIIOM, HEpAPXUs POJICH H
KpUTEepUU 0€30MaCHOCTH.

8. dopmanbpHOE ONpEACICHHE M OCHOBHBIC AyeMeHThl OazoBoir JIII momenu, ycrmoBus
repenayy mpas J0CTyIa.

9. VYcnous mepenayu mpas A0CTyNa sl TPOU3BOILHOTO Ipada JOCTYIOB B 0a30BOI MOIEH
take-grant (MOCTBI M OCTPOBA), YCIOBHS MTOXHUIICHHS IIPAB TOCTYIIA.

10. OcHoBHBIE 31eMeHTHI MoAenu BLP, Buabl 3ammpocos.

11. Onncanue take-grant Mojenu, Je-0pe MpaBuiIa, YCIOBUS NEpeqavyd NpaB JOCTYMa IS
rpada I0CTYyIMoOB, BKIFOYAIONIEr0 TOJIBKO CYOHEKTHI.

12. MexaHu3MBbl OIpaHUYEHUN B POJIEBOM MOJEIH YIIPaBICHUS JOCTYIIOM.

13. OcnHoBubie 3nemenTsl Mogenu UIIC, MBO u MBC, KoppekTHOCTh CyOBEKTOB.

14. Onucanue pacumpeHHoi take-grant Mozienu, 1e-pakTo npaBuia.

15. [lonmutuka low-watermark.

16. CkpoiThie (HessBHBIC) MH()OPMAIIMOHHBIE TTOTOKH. Y CJIOBHSI HH(POPMAIIMOHHOTO TTOTOKA B
pacmmpenHoi take-grant Mmogenu.

17. Manngatnas JII1-Moxens 1 aBTOMaTHBIC MOJICIIH.

18. [Tonutrka, MOJENb, IPABUIIA U MEXAHU3M YIPaBJIEHUS JOCTYIIOM.

19. Mopnens nenocruoctu buba.

20. Monens KOHTpOJIsA A0CTyIa Ha ocHoBe aTpuOyTOoB (ABAC).

21.IBAC u eé peamuzaunu, LBAC u MLS, TBAC.

22. I'pad nocrymos mns tg-monenu, moneau BLP. CocTosiHus TaHHBIX MOJIENICH U MePEX0JIbl
MEX1Yy HUMU.

W

Kpurepun oneHnBanus:

3a ocHOBY Oepércs cpemHsisi OIEHKa IO HMTOraM KOHTPOJBHBIX pabor. Kaxmprit
MPaBWJIBHBINA OTBET Ha K3aMeHe no0aBiseT Kk Heil 0.5 Oania, KaXKablii HelpaBUIbHBINA — OTHUMAET
0.5. 3auér 3a chaenaHHbId JOKJIAJ MpuOaBisAioT K orneHke 0.5 Gamia. OTMETKa «3a4TeHO» 3a



nabopaTopHblii mpoekT mpubamisier 1 6amn, «ycinoBHO 3auteHo» — 0.5. Mrtoromas oreHka
OKPYTJISIETCSI B MEHBIITYIO CTOPOHY.

4. OneHOYHbIE MaTePUAJIbI I IPOBEPKH OCTATOYHbIX 3HAHUH (cGOPMUPOBAHHOCTH
KOMIIeTeHIIUil)

3amaun
1. Ilycts BO3MOXHaA mepenaya mpaB JOCTyNa B OJHY CTOpPOHY. Bo3MoxkHa Ju oHa B

npoTtuBononoxHyto cropony? (MOIIK-8.3, MOIIK-11.1-2, UT1K-2.1-2)

o nyTb B
® . . @

[o S So (0]

Omeem: 1a, B OTBETE HEOOXOAUMO MPOIEMOHCTPUPOBATH MEXaHU3M Iepeayu.

2. HapucoBatb rpad mnoctynos, Hapymatouumii ss-ceoiictso. (MOIIK-8.3, MOIIK-11.1-3,

NIIK-2.2)

Omeemom siBnsieTcs rpad gocTyna, rae cyobeKkT 00s1aJaeT J10CTYIIOM Ha YTeHHue 00beKTa

OOJIBIIETO YPOBHS, Ye€M CyOBEKT.

3. HapucoBats rpad mocrynos, Hapymaroumii *-cBoiicto. (MOIIK-8.3, MOIIK-11.1-3,

NIIK-2.2)

Omeemom siBIsieTcs rpad nocryna, rae cyobekT 00siagaeT JOCTYIIOM Ha 3aliCh B 00BEKT

MEHBUIET0 YPOBHS, UeM CYyOBEKT.

4. TlpuBecTH MpUMeEp CHCTEMbI KOHTPOJI JOCTyNa Ha OCHOBE CIIMCKOB WJIM MaTpPHIIbI
noctymna. (MOIIK-8.3, UOIIK-11.1-2, UTIK-2.1)

5. IlpuBecTu mpuMmep CHCTEMbl KOHTpoOJA JocTyna Ha ocHoBe poseit. (MOIIK-11.1-3,
NIIK-2.1-2)

6. IlpuBectn mnpumep cucTeMbl KOHTPOJIS AOCTya Ha OCHOBE pPEIIETOK YpPOBHEH
koHpuaennuanbHocTH. (MOIIK-8.3, UOIIK-11.1-2, UTIK-2.1)

7. IlpuBecTu mpumep cUCTEMBbl KOHTPOJIS JOCTYNa Ha OCHOBE aTPUOYTHOIO KOHTPOJIS
noctyna. (MOIIK-8.3, UOIIK-11.1-2, UTIK-2.1)

Omeem Ha BoNpocChl 4-7 MOXKET ObITH AaH B (hOopMe pUCYHKA WM TEKCTOBOIO ONUCAHMS U
JIOJDKEH COJIepKaTh yKa3aHHBIA MEXaHU3M.

Teopernyeckue BOnpochl.

1. CyurHoctb, 00beKT, cyOBbekT, KoHTeiHep (MOIIK-11.1, MOITK-8.3, MOIIK-11.3, UTIK-
2.1

2. Hpa)usa noctyna u goctynsl (MOIIK-11.1, MOIIK-8.3, MOIIK-11.3, UTTK-2.1)

3. Juckpeunonnas u mannatHas noautuka (MOIIK-11.1, MOIIK-8.3, MOIIK-11.3, UTIK-
2.1)

4. Mopenp KOHTPOJISL IOCTyIa Kak aBToMart, Tpaektopus gpynkunonupoanus KC (MOIIK-

8.3, UOIIK-11.1-2, UTIK-2.1-2)

Onucanne take-grant mogemn (MOITK-8.3, MOTIK-11.1-2, UT1K-2.1-2)

Martpuna nocryna (MOIIK-8.3, UOIIK-11.1-2, UTTK-2.1)

7. YpoBHH KOHpuIeHIIMaNbHOCTH U TemaTtndeckue metku (MOITK-8.3, MOTIK-11.1-2, UTIK-
2.1)

8. Ponesoit kouTpons gocryna (MOIIK-11.1-3, UTIK-2.1-2)

AN



9. Ocnosubie 3nemenThl Mogean BLP (MOIIK-8.3, MOIIK-11.1-3, UTIK-2.2)
10. OcuoBusie anementsl moaenu UIIC (MOITK-11.1-2, UTIK-2.1)

TeopeTtndeckue BONPOCHI ISl MIPOBEPKU OCTATOYHBIX 3HAHMMI IPEANOJIArarT KpaTKoe
ONPENIENICHUE TAHHOIO NOHATUS U IEMOHCTPALIMIO PACKPBIBAIOIIMNM €r0 NpUMeEpa, T.€. IPUMEPHI

CyOBeKTOB U 00BeKTOB B peanbHbIXx KC, rpad mocrymoB take-grant momend M mpumep ero
W3MEHEHUS 0] I CTBUEM TTPABUII U T..

HNudopmanus o pazpadoTynkax

TBapnoBckuit  Anekcannp CepreeBud, KaHI. (u3.-MaT. HayK, JOLEHT Kadeapsl
KOMIIBIOTEPHOH 0€30MacHOCTH



