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Ouenounbie cpeacrBa (OC) SBISAIOTCS 2JIEMEHTOM OIEHHWBAaHMS CHOPMUPOBAHHOCTH KOMIIETCHIIMK Yy OOydJaroImMXcs B IEJIOM WM Ha

OIIpEICIIEHHOM 3Tare ee (OPMUPOBAHHUSL.

OC pa3pabaThIBarOTCS B COOTBETCTBHH ¢ paboueit mporpammoii (PIT).

1. KoMmnerennuu u pe3yabTaThbl oﬁyqennﬂ, (l)opanyeMble B pe3yJjibTaTe OCBOCHUA NTUCHUIIJIUHBI

Kon u naumenoBanue
pe3yJbTaToB

Kpurepuu oneHuBaHus pe3ybTaToOB 00yYeHUs

poeCCHOHATBHOM
JIeSITCIILHOCTH,

HOIIK-2.3 ®opmynupyet
MIpeAJIOKEHUs 10
TIPUMEHEHHIO
MIPOTPAMMHBIX CPEJICTB
CHCTEMHOTO 1
MPUKJIATHOTO HA3HAUYCHUH,
B TOM YHCJIE
OTEYECTBEHHOTO

HNupukatop 00y4eHus (TUIaHUPYEMbIE
Komnerenuus
KOMIIETeHIIUH pe3yJbTaThl 00yUeHHUS,
XapaKTepH3yIOLIHe STAITEI OTiIn4HO Xopouio VY nosnersopurensHo | HeynoBneTBopUTENbHO
(hopMupOBaHUS KOMITCTCHIINH )
OIIK-2 Cnocoben HOIIK-2.2 Onpenensier OP-2.2.1 YmMmers: OTnuyHO Xoporiee VY nosnerBoputensHoe | HeynoBnerBopurensHoe
MIPUMCHSTH TIOPSIIOK HACTPOHKHU H (hopmymHpoBaTH chopMUpOBaHHOE yMEHHe yMeHHe yMeHHe
MIPOTPaMMHBIE CPEJCTBA | AKCILTyaTallnu MPEI0KEHHS 10 yMeHHe (hopMynHpoBaTh ¢dbopMynpoBaTh (hopMynHpoBaTh
CHCTEMHOTO H MIPOTPaMMHBIX CPEACTB MPUMEHEHHUIO TIPOTPaMMHBIX (hopmymHpoBaTh TIPEATI0KEHHS TI0 TIPEATI0KEHHS TI0 TIPEATIOKEHHS 10
MIPUKIIaIHOTO CHCTEMHOT'O CPEZCTB, PEAUTU3YIOMINX TIPE/IIOKEHHS TI0 TIPUMEHEHHIO MIPUMEHEHHIO MIPUMEHEHHIO
Ha3HauYeHHH, B TOM MIPUKIIAIHOTO Ha3HAUCHHUH, | KpHUITorpadudeckue MIPUMEHEHHIO HPOTPAMMHBIX MIPOTPaMMHBIX MPOTPAMMHBIX CPEJICTB,
YHcIe 0TEYECTBEHHOTO | B TOM 4mcie ANTOPUTMBI MIPOTPaAaMMHBIX CpPEICTB, CPEeICTB, pean3yoImx
MPOU3BOJICTBA, [UIS OTE€YECTBEHHOT O CpPEICTB, peanu3yroNmx peanTn3yoNIIx KpunTorpaduueckue
peleHus 3aga4y IIPOU3BOJICTBA, peanu3yoNIx Kkpuntorpaduueckue | kpunrorpapuyeckue | aaropuTMbI
npodeccuoHaIbHOMN HCTIONB3YEMBIX IS Kpunrorpaduyeckue | alropuTMsl ANTOPUTMBI
JIeSITEIIEHOCTH. pemeHus 3a1a4 AITOPUTMBI




MIPOM3BO/ICTBA,
HCIIONB3YEMBIX UL
penreHns 3a1aq
po¢eCCHOHATBHOM
JeSATEIEHOCTH.

OIIK-10 Criocoben
aHaJIM3UPOBAThH

NOIIK-10.1
Ocy1iecTBIAeT aHAIH3

OP-10.1.1 3HaTh: THIOBBIC
Kpunrorpaduaeckue

Bricokuil ypoBeHb
3HAHWM;

B nenom ycneunsle,
HO COJIepIKAIITHe

®parMeHTapHsbIe,
HETIOJHbIC 3HAHUS

He nmeeT yeTkoro
MIpeCTaBIeHUS 00

TEHJCHIUH Pa3BUTHSA TEHJCHIUH Pa3BUTHSA ITOPUTMBI, HCHIOJIB3YEMBIE B | CIIOCOOHOCTH OTZAENbHBIC 6e3 rpyObIX OIHOOK. | M3ydaeMOM MaTepHae,
METOJIOB U CPEICTB METOJIOB U CPEICTB KOMITBIOTEPHBIX CUCTEMaX U CaMOCTOSATEIHHOTO TIpoOeITBl 3HAHUSL. JOIyCKaeT rpyOsie
KpuITorpaduieckoi KpuITorpaduieckoi CeTsIX aHaiM3a npodieM omuoOKy.
3aluThl MHOpMAIMKY, | 3aIIUTHl HHOpManny; IIpeIMETHON
ucnons3oBaTh cpeactBa | MOIIK-10.2 Ilpumenser obnacT.
KpunTorpaduueckoi CpeacTBa
3aIIUThl HHPOPMAIUU KpuITorpaduieckoi
TIPU PELICHUH 33719 32U THl HHPOPMAIUH NTPH
npodeccrHoHaIBEHOM pEILICHUH 33139
JIeSITEIIEHOCTH. npodeccHoHaIBHOM

JeATETLHOCTH.
OIIK-13 Cmocoben HOIIK-13.1 OP-13.1.1 Ymertsb: OTnuyHO Xopoiee VY nosnerBoputensHoe | HeynoBnerBopurensHoe
pa3pabaTbIBaTh [MpeanpuanMaet pa3pabaThIBaTh KOMIIOHEHTHI chopMupOBaHHOE yMeHHe yMeHHe yMeHHe pa3pabaThiBaTh
KOMITOHCHTBI HEOOXOoANMBIE NEHCTBHS MPOTPAaMMHBIX CPEACTB yMeHHe pa3pabaTbIBaTh paspabaTbIBaTh KOMITOHEHTBI
MIPOTPaMMHBIX U o cO0py U aHATU3Y 3aIUTHl HHPOPMAIHHY, pa3pabatbIBaTh pa3pabaTeIBaTh KOMIIOHEHTHI MPOTPAMMHBIX CPEJICTB
IIPOrpaMMHO- HCXOJHBIX TAaHHBIX JJIS peamu3yoNIx KOMITOHEHTBI KOMITOHEHTBI MPOTrPaMMHBIX 3alIMThl HHpOPMAIHH,
ammapaTHbBIX CPEACTB IIPOEKTHPOBAHNUS Kpunrorpadudeckue MIPOTPaAaMMHBIX HPOTPAMMHBIX CPEJICTB 3aIUTHI peau3yoImx
3aIUThl HHPOPMAIMU B | KOMIOHEHT ITPOTPaMMHBIX | aJrOPUTMBI CPEJCTB 3aIUTHI CPEICTB 3aIUTHI nHpopmanuu, KpunTorpaduueckue
KOMITBIOTEPHBIX U IPOTPaAMMHO- nHpOpMaLnH, nHpOpMaNy, peaTn3yONIX ANTOPUTMBI
cUcTeMax M ITPOBOAMTH | anmapaTHBIX CPE/ICTB peaNnn3yronmx PpeaTM3yIoNmX KpunTorpaduueckue
aHaJIM3 UX 3aMUTHl HHPOPMALIHH B KpunTorpaduueckue | Kpunrorpaduueckue | aaropuTmbl
0€3011aCHOCTH. KOMIBIOTEPHBIX CUCTEMAX; ITOPUTMBI ITOPUTMBI

HOIIK-13.2 Onpexnensier
napameTpsl

(O YHKITMOHUPOBAHHUS,
APXUTEKTYPY H
HHTEpGEHCH KOMIOHEHT




MIPOTrPaMMHBIX U
IPOrpaMMHO-aIIapaTHBIX
CPEICTB 3aIUTEI
nHPOPMALINH B
KOMIBIOTEPHBIX CHCTEMaX;
NOIIK-13.3 TIpoBoaut
aHaJIM3 KOMIIOHEHT
MIPOTrPaMMHBIX U
MIPOrpaMMHO-aMIapaTHbIX
CPEACTB 3aIIUTHI
nHpopmanuu B
KOMIBIOTEPHBIX CHCTEMaX
C LeNbIO OTPEIeTICHUS
YpOBHS 00ecIeunBaeMoit
MMH 3aIlUIIEHHOCTH U
JIOBEPHSL.

ITK-2 Criocoben
pa3pabaThIBaTh
TpeOOBaHUS K
POrpaMMHO-
annapaTHbIM CPEICTBaM
3aIIUThl HHPOPMAIUU
KOMITBIOTEPHBIX CUCTEM
u cerei

HUIIK-2.1 Onpenensier
YTPO3bI 0€30ITaCHOCTH U UX
BO3MOJKHBIE HCTOYHHKH,
KaHaJbl YTEUKU
nHpopmanuu

HIIK-2.2 Pa3pabaTbiBaet
MaTeMaTHYeCKHE MOJIEIH,
peanu3yeMble B CpEACTBaX
3amUTEl UHPOPMALIUH
HUIIK-2.3 [IpoBoaut
HCCIIEIOBAHUS C LIETbIO
HaxO0XJICHNs1 HanboJee
1esIecoo0pasHbIX
MIPaKTUYECKUX PELIEHUI
110 00ECTICUYCHHIO 3aITUTHI
nHpOpMaIUH

OP-2.1.1 3nars:
MaTeMaTHYeCKHEe METOMbI
HCCIEJOBaHNS
KpUNTOrpaduIeckux
ANTOPUTMOB.

Bricokuit ypoBeHb
3HAHHH;
CITOCOOHOCTH
CaMOCTOSITEILHOTO
aHanu3a npooiem
MpeaMEeTHON
obnacT.

B nenom ycrnenseie,
HO CofiepIKaIlue
OT/IE/bHBIE
mpoOeIbl 3HAHUS.

DparMeHTapHsIe,
HETIOJIHBIE 3HAHUS
0e3 rpyObIX OMIHOOK.

He nmeet geTkoro
MpeCTaBIeHAS 00
M3yd9aeMOM MaTtepuaie,
JIOTTyCKaeT TpyObie
OIIMOKH.




I1K-3 Cnocoben
MPOCKTUPOBATH
MPOTrpPaMMHO-
annapaTHbIe CPE/ICTB
3anIuTH HHPOPMALIUH
KOMITBIOTEPHBIX CUCTEM
U ceTeit

WUIIK-3.2 Pa3zpaboTka

IIPOEKTOB MPOTPaMMHBIX U

anmapaTHbIX CPEICTB
3aIIUTHl HHPOPMALIAN B
COOTBETCTBHUU C

TEXHUYECKHUM 3a1aHHEM

OP-3.2.1 YMeTb: KOpPpPEKTHO
UCIIONB30BATh
Kpunrorpadudaeckue
QIITOPUTMBI IIPH PEILICHHH
3ama4 3alIUTHl HHPOPMALUH

OT1inu4HO
c(hOpMHUPOBAHHOE
yYMEHHE KOPPEKTHO
HCTIONIb30BaTh
Kpunrorpaduiaeckue
ITOPUTMBI TIPU
peLIeHuH 3a1a4
3aIIUTHI
nHdopmanuu

Xopouiee

yYMEHHE KOPPEKTHO
HCTIONH30BATh
KpUnITorpaduyecKue
JITOPUTMBI TIPA
peLIeHNH 331249
3aIIUTHI
nHdopManuu

Y 1OBIIETBOPHUTENILHOE
YMEHHE KOPPEKTHO
UCIIONB30BaTh
Kpunrorpadudaeckue
QITOPUTMEI IIPH
peLIeHnH 331249
3aIIUTHI

nHdopmanuu

HeynosnerBopuresnbHoe
YMEHHE KOPPEKTHO
HCIIOJIB30BAaTh
KpUnTorpaduyecKue
AIITOPUTMBI TIPH
pelIeHnY 3a/1a4

3alIUTH HHPOPMAIUN




2. Oranbl GOpMUPOBAHMUS KOMIIETEHIIUI U BU/bI OLIEHOYHBIX CPEACTB

ITtansl GOpMUPOBAHUSI KOMIIETEeHIMIT
(pa3nesbl TMCHUILIHHBI)

Kon n HaumMeHOBaHHE Pe3yJILTATOB
o0yueHust

Buza ouenouHoro cpeacrea
(TecTsl, 3amaHus, KESHCHI,
BOIIPOCHI U JIp.)

Beenenue B kpunrorpaduro

OP-10.1.1, OP-2.1.1
OP-10.1.1 3HaTh: THIOBEIC
KpunTorpaduyecKre airopuTMBbl,
UCTIOJIb3YEMbIC B KOMITBIOTEPHBIX
CHCTEMAX U CETAX
OP-2.1.1 3HaTh: MaTeMaTHYECKHE
METO/IBI UCCACHOBAHUS
KpUNTOrpa(MuecKux alropuTMOB

KOHTPOJIBHBIC 3a1aHuA,
OITPOCHI HA 3aHATHUAX

HIudper 3aMeHBI 1 IEpECTaHOBKU

OP-10.1.1, OP-2.1.1
OP-10.1.1 3HaTh: THIIOBEIE
KpunTorpaduIecKue anropuTMEI,
HCIIOJIb3yEeMbI€ B KOMITBIOTEPHBIX
CHCTEMaXx M CeTIX
OP-2.1.1 3naTe: MaTeMaTHYECKHUE
METOIbI MCCICTOBAHUS
KpUNTOrpa MIeCKUX aNropuTMOB

KOHTPOJILHBIC 3alaHu,
OIIPOCHI Ha 3aHATHUAX

AOCOIIIOTHO CTOMKHE MHPPHI

OP-2.1.1
OP-2.1.1 3HaTh: MaTeMaTUYECKHE
METOJIBI UCCICAOBAHUS
KpUNTOrpaUueCKUX aIropuTMOB

KOHTPOJILHBIC 3alaHu,
OIIPOCHI HA 3aHATHAX

brounsie mmdps

OP-10.1.1, OP-2.1.1 OP-3.2.1
OP-10.1.1 3HaTh: THIIOBEIC
KpunTorpadhuuecKre airopuTMEl,
WCTIONIb3yEeMbIE B KOMITBIOTEPHBIX
CHCTEMAaX U CETIX
OP-2.1.1 3HaTh: MaTeMaTUYECKHE
METOJIBI UCCACAOBAHUS
KpUNTOrpaUueCcKuX alropuTMOB
OP-3.2.1 YMeTh: KOPpPEKTHO
WCIIONIE30BATh KpUIITOTpaduuecKue
AITOPUTMEBI TIPH PEIICHUH 3124
3alUTHl HTHPOPMAIHU

KOHTPOJILHBIC 3alaHus,
OITPOCHI HA 3aHATUAX

[Totounsie mmdpst

OP-10.1.1, OP-2.1.1 OP-3.2.1
OP-10.1.1 3HaTh: TUIIOBBIE
KpunTorpadhuIecKie aropuTMEl,
HCIOJIb3yEMbIE B KOMITBIOTEPHBIX
CHUCTEMAaXx M CEeTAX
OP-2.1.1 3HaTh: MaTeMaTHYCCKHUE
METOZBI NCCIIETOBAHMS
KpUNTOrpaUIeCKUX aIroOpuTMOB
OP-3.2.1 YMeTh: KOPPEKTHO
KCII0JIb30BaTh KpUIITOrpaduueckue
QITOPUTMEI TIPU PEIICHUH 33124
3alUTHl UHPOPMAIH

KOHTPOJIbHBIC 3a1aHu,
OITPOCHI HA 3aHATUAX




OP-10.1.1, OP-2.1.1 OP-3.2.1
OP-10.1.1 3HaTh: TUIOBBIC
AccumeTpuuHblie muGPsI KpunTorpaduIecKre airopuTMEl,
WCTIONIb3yEeMbIE B KOMITBIOTEPHBIX
CHCTEMaX U CETIX
OP-2.1.1 3HaTh: MaTeMaTUYCCKHUE
METOJIBI UCCICAOBAHUS KOHTPOJIbHEIC 3aaHus,
KpUNTOrpaMuecKuX aIrOPUTMOB  |OITPOCHI HA 3aHSATHSIX
OP-3.2.1 YMeTb: KOPPEKTHO
HCIIONTH30BaTh KPUIITOTpadUIeCKUe
QITOPUTMEI TIPY PEIICHUY 33724
3aIIATH HHPOPMAITUN

OP-10.1.1, OP-2.1.1 OP-3.2.1
Hudpoas moanuck OP-10.1.1 3nath: TUNIOBEIE
KpUnTorpaduuecKue anropuTMsl,
HCIOJIb3yEeMbIE B KOMITBIOTEPHBIX
CHCTEMax M CeTAX
OP-2.1.1 3HaTh: MaTeMaTHYECKHE

KOHTPOJIbHBIC 3a/IaHH,
MCTOAbBI UCCIICAOBaHUA

OIIPOCHI HA 3aHITUAX
KPHIITOTpahUUECKUX AITOPUTMOB
OP-3.2.1 YMeTb: KOppEKTHO
UCTIONH30BaTh KpUNTOrpaduIecKue
aJITOPUTMBI TIPH PEIICHHUH 3a71a4

3alIUTHl HHPOPMAIH

OP-10.1.1, OP-2.1.1 OP-3.2.1
Kpunrorpadhudeckue GpyHkmn OP-10.1.1 3nath: TUTIOBBIE
XCIINPOBAHUS. KpunTorpadhuuecKre ajiropuTMBbl,
WCIIONIb3yEeMbIE B KOMITBIOTEPHBIX
CHCTEMaX M CEeTAX
OP-2.1.1 3naTe: MaTeMaTU4YECKUE |KOHTPOJIbHBIC 3a/1aHUS,
METOJIBI UCCACAOBAHUS OTIPOCHI Ha 3aHITHIX
KpUNTOrpaUuecKuX alropuTMOB
OP-3.2.1 YMeTb: KOppPEKTHO
KCIIOJIb30BaTh KpUIITOrpaduueckue
AITOPUTMEI TIPY PEIICHUH 33124
3alUThl HTHPOPMAIUU

Teopus cekpetHbix cucteM llleHHOHa. OP-2.1.1
OP-2.1.1 3naTh: MaTeMaTUUYECKUE |KOHTPOJIbHBIC 3a/IaHUS,
METOJIBI UCCIIETOBAHHUS OIPOCHI HA 3aHATHUIX

KpUNTOTrpahUIecKnuX aIrOPUTMOB

OP-2.1.1, OP-13.1.1, OP-3.2.1
Meroabl KpUIITOaHAIU3A. OP-2.1.1 3naTh: MaTeMaTHYECKHE
METOJIbI HCCIICIOBAHHUS
KpUNTOrpad)uIecKuX IFOPUTMOB  |1ab0paToOpHBIE PaboTHl,
OP-13.1.1 YmMeTs: pa3zpabaTeiBaTh |KOHTPOJIBHEIC 3aaHUS,
KOMIIOHEHTHI IPOTPaMMHBIX CPEACTB |OMPOCHI Ha 3aHATHIX
3alIUTHl UHPOPMAIIHH,
peanu3yonmx KpUnrorpaduieckue
ANTOPUTMBI




OP-3.2.1 YMeTh: KOppPEKTHO
UCTIONB30BaTh Kpunrorpapudeckue
ITOPUTMBI P PEILICHUH 3a/1a4
3aIIATH HHPOPMAITUN

11.

12.

OP-2.1.1
ABTOMaTHas Kpunrorpagus. OP-2.1.1 3naTh: MaTeMaTHYECKHE |KOHTPOJIbHBIE 3a/1aHus,
METOABI UCCIICAOBAHUS OIPOCHI Ha 3aHATHAX
KpUNTOTpaUIecKnuX alrOpUuTMOB
CpencrBa KpunTorpahpu4ecKoi 3aliuThl OP-2.2.1, OP-3.2.1
nHpOopMaIum. OP-2.2.1 YMeTh: popMyIHpOBaTh

MPEAJIOKCHHS 11O MPUMEHCHUTO

MIPOTPaMMHBIX CPEJICTB,
J1a00paToOpHBIE PadOTEHI,
peann3yromux KpunrorpadudecKkie
KOHTPOJIbHBIE 3a/IaHMUS,
aJrOPUTMBI
OIPOCHI HA 3aHATHUSX
OP-3.2.1 YMeTh: KOPpPEKTHO P

UCII0JIb30BaTh KPUNTOrpaduuecKue
aNrOPUTMBI TIPU PELISHUH 3aja4

3aIIATH HHPOPMAITUN

3. TunoBble KOHTPOJIbHBIC 3aJaHUsl HWJIH HHBIC MaTepuaJibl, H606XOI[I/1Mble AJIsd

OLICHKH 00pa30BaTe/IbHBIX Pe3yJbTaToB 00y4eHHus

3.1. TunoBrIe 3alaHusa UL OPOBCACHUA TCKYLICIO KOHTPOJA YCIIEBACMOCTH 110

JIUCILIUILINHE.

[IpuMeps! TUIIOBBIX BAPUAHTOB KOHTPOJIBHBIX 33 IaHUN:

3aganue no Teme “ludpsl 3amens”. 3ammdpoBars cBoO GamMuianio ahpGUHHBIM MUGPOM,
mmdpom Brkenepa, mumppom Xusuia, mokas3biBasi KOPPEKTHOCTh BHIOpaHHBIX KIIIOUEH, T.e.
CYILECTBOBaHNE OOPATHOTO HIIEMEHTA.

Hcnons3ys CrypTool-Online (https://www.cryptool.org) MIOJCUNTATh YaCTHBIE
XapaKTePUCTUKH TPOU3BOIIEHOTO OOJIBIIOTO OTKPHITOTO TEKCTA, 3amu(ppoBaTh JHO00H TEKCT ¢
MIOMOIIBIO CIBUTOBOTO IMM(pa W IMOJCYUTATH YACTHBIC XapaKTEPUCTHKHU 3alIH(pPOBAHHOTO
TekcTa. Jlamee CpaBHHUTH C TAKOBBIMH, TIOJYYEHHBIMH JIJIsI TIPOU3BOJIEHOTO OTPBITOTO TEKCTA,
BBIJIBUHYTH THIIOTE3Y O TAOJIHIIEC 3aMEHBI, IIPOBEPHUTH TUTIOTE3Y, CPABHUB C HCTUHHOW TaOIUIIeH
3aMEHBI.

[Toctpouts  Tabnuumy MmM@poBaHUS  MPOM3BOJILHOTO  mUpa, KOIAa  MHOXKECTBO
OTKpBITHIX (M pOoBaHHBIX) TekcToB X=Y={0,1,2}, mHoxectBo kmoueit K={0,1,2}.
Peanm3oBark araky Ha OCHOBE IU(PPTEKCTA, TIPU YCIOBHH, YTO BCE KIIFOUH PAaBHOBEPOSITHEI, HO
CPeAM OTKPBITHIX TEKCTOB €CTh CUJIBHO BEPOSTHBINA TEKCT. OnpenenTh Ipu nepexBaTe Kakoro
mu(pOTEKCTa MOTYHaeTCsl HAWIYUIINI BapHaHT BOCCTAHOBJICHHUSI OTKPBITOIO TEKCTA.
CreHeprpoBaTh HPOU3BOJIbHBIA OTKPBITHIA TeKCT (8 Out) m kmou (10 6uT). Berumcnuth
mudpoBaHHBI TeKCT (8§ OUT), KOTOPBIA MOTy4aeTcsl MOCHe MEePBOro payH/ia YIpPOILIEHHOTO
Bapuanta DES (Simplified DES). IIpu 3ToM npeacTaBuTh BCe MPOMEXKYTOUHBIE PE3YIbTAThI
BBIYUCIICHUHM KaK MpPU TeHEpaluu PAayHAOBBIX KIIOUEH, Tak M MpPU BBIYMCIEHUH 3HAYCHUN
payHI0BOM (pyHKIMH, T.€. mocie Kaxaoro P-0noka, S-610ka, XOR.




e  CrenepupoBarh MPOU3BOIBHBIA OTKPHITHIN TEKCT (16 OUT) U payHIOBBINA Kit0d (16
6uT). Berunciauts mmdpoBaHHbIi TEKCT (16 OUT), KOTOPBIHN MOTyYaeTCs TIOCIE IEPBOTO payHa
ynpouienHoro Bapuanta mmdpa AES (Simplified AES). IIpu 3TOoM mnpencraBuTh Bce
MIPOMEKYTOYHBIC PE3YJIbTaThl BRIUMCICHUH, T.€. TTOCIE KaXa0ro nmpeodpasoanust SubNibbles,
ShiftRows, MixColumns, AddRoundKey.

e TlocTpouTs nceBAOCIydaliHYIO MOCJIEA0BATEILHOCTh HEOOIBIION JIMHBI, BBIOpaB
MaJiple IIPOU3BOJIBHBIE MapaMeTphbl TeHepaTopa (MOAYJb, HauyalbHbIE 3HAY€HHE W T.I.) U
UCIIONIb3Ysl QJITOPUTM  CEpENUHBbl KBajJpaTa, JIMHEWHBIH KOHI'PYIHTHBIM TIEHepaTop,
aAIUTUBHBIN reneparop @uboHauyum, MHBEPCHBIN KOHIPYIHTHBIN FeHepaTop, PErucTp CABUra
C TMHEHHOM 00paTHOM CBSA3BIO, TEHEPATOP C KBAIPATUYHBIM OCTATKOM.

e BbluHMCINTE HECKOJIBKO 3JIEMEHTOB ICEBIOCIy4YaliHOM IMOCIIE€A0BATEIbHOCTH MIPU
IIPOM3BOJILHO BEIOPAHHOM KJIIOYE, KOTJ[a B KAUECTBE IeHEeparopa UCIOJIb3yeTCsl YIPOLICHHBIH
BapuanT RC4 (4 wim 8 siueex BMecTo 256). B pemieHun npeacTaBuTh BCE MPOMEKYTOUHBIE
PE3YIIbTaThl BEIYUCICHHH.

e PeanmszoBarh araky Ha nmoAanuck RSA mo BeiOpaHHOMY mH(POTEKCTY, KOrna npu
MOANMCHIBAHUY U IMHU(PPOBAHNN UCHOIB3YETCS OAMHAKOBBIN KITIOU, NIEpeXBadyeH MIH(PPOTEKCT
U W3BECTEH OTKPBITHIM KIIIOU OTHpaBUTENs COOOIIeHMs, a TpeOyercs HalTh HCXOTHBIN
OTKPBITBIA TEKCT 0€3 3HAHMS 3aKPBITOTO KIIIOYA: BBIOPAThH MapaMeTphbl MHQpa, BEIYUCIUTH
OTKPBITYIO U 3aKpbITYI0 3KCIOHEHTHI, 3alM(pPOBATH INPOU3BOJIbHBIA OTKPBITHIH TEKCT,
IPOBECTH  HEOOXOAMMBIE  BBIYMCICHUS CO  CTOPOHBl  aTAaKyMOIIEro,  IOJIUCATh
3aMacKUpPOBaHHOE COOOILEHUE aTaKyIOLEro, IPOBECTH (PUHAIbHBIE BEIUMCIEHUS CO CTOPOHBI
aTaKyIOIIEro U BOCCTAHOBUThH OTKPBITHIN TEKCT.

e PeanuszoBarh araky Ha mu¢p Oab-I'amang Ha OCHOBE MIM(PTEKCTa, KOrna Ipu
mKU(POBaHUM PA3NUYHBIX COOOLIEHUH HCIIONB3YETCS OIHO U TOXKE 3HAYCHHME CllydailHOMH
BEJIMYMHBI: ONPENCINTh, YTO HAJ0 3HATh aTaKylolleMmy, BbIOpaTh mapaMmeTpbl mmdpa,
BBIYUCIIUTh OTKPBITBIA M 3aKpBITBIA KIIIOYM, 3amnd(poBaTh HEOOXOAMMOE KOJINYECTBO
IPOU3BOJBHBIX OTKPBITBIX TEKCTOB, MPOBECTH BBIYMCIEHUS CO CTOPOHBI AaTaKyIOLIETO,
yOeuTCs B IPaBUILHOCTHU PE3yJIbTAaTOB aTaKy.

[Tpumep TUIIOBOTO BapuaHTa Ja00paTOPHOI pabOTHI:

e BrInonHUT TUHEWHBIA KPUNITOAHAIN3 Y4eOHOTo 0J104HOr0 mudpa. YueOHbli mudp u
METOJIMKA BBIIIOJIHEHHUS JJaOOpaTopHOil paboThl npeacTasieHsl B kHure badenko JI.K.,
NmyxoBa E.A. CoBpeMeHHbIE alropuTMBbl OJI04YHOTO MK(POBAHUS U METOJBI UX aHAIIU3A. —
M: T'enmuoc APB, 2006. — 376c. I'maBa 9. JlaboparopHo-nipaktudyeckue padotsl (ctp.206-280).

3.2. Tunossle 3alaHuA JJ1d IPOBCACHUS HpOMC}KYTOLIHOI\/JI aTrTeCTaluu 110 JUCIHUIIIINHE.
[TpumepHbIif TepedeHs OUIIETOB K dK3amMeHy (7 cemecTp):

buner 1.
1. Kpunrorpaduueckas ctoiikocts mugppa. OCHOBHbIE KPUIITOAHAIUTHYECKUE aTaKH.
2. HIudp DES: obmas cxema mudpa, GyHKIHUS MUPPOBAHUS.

buer 2.

1. KonduneHuuanbHOCTh, IIETIOCTHOCTD, JOCTYITHOCTh, AyTeHTU(UKALINS,
HEBO3MOXXHOCTh OTKa3a OT aBTOPCTBA.

2. HIudp DES: obmas cxema mudpa, reHepanus payHI0BbIX KIHOUEi.



buer 3.

1. Opranu3anusi CeKpeTHON CBSI3U C UCTIOIBb30BaHHUEM CUMMETPHYHOTO,
ACHMMETPUYHOT0, THOPHIHOTO MU POBAHHMS.

2. udpp I'OCT 28147-89 (Marma): obmrast cxema mudpa, GyHKIus mudpoBaHus.

buer 4.
1. 3agaya ayreHTHU(UKAIIMN COOOIICHHS (MMUTOBCTaBKA U 1M (pOBast MOMAIHNCH).
2. llIugp 'OCT 28147-89 (Marma): obmias cxema mudpa, TeHepanys payHI0BbIX KIHOUYEH.

buner 5.
1. HIudpsr npocroii 3amensl. ludp Leszaps. Cnurossiii mmdp.
2. Pexxum ucnions3oBanus 6:10unbix mudpos (ECB).

buser 6.
1. YacTOTHBIHM KpUNTOAHATN3 MIH(PPOB MPOCTON 3aMEHBI.
2. CpaBuenue 6mounbix mudpos 'OCT 28147-89 u DES.

buiter 7.
1. HIudper muoroandgasutHoit 3amMeHsbl. [1Indper raMMupoBaHms.
2. Pexxum ucnionb3oBanus 0ogHbIx mmdpos (CBC).

buer 8.
1. Kpunroananus mmdpoB MHOTOAN(AaBUTHON 3aMEHBI.
2. PexxuM ucnions3oBanus 6;104HbIX mugppos (CFB).

buner 9.
1. ludper MEHOTO3HAUHOM 3ameHsbl. [LIndp nmponoprrnoHaibHON 3aMEHBI.
2. Pexxwum ucnonb3oBanus 6mounbix mugpos (OFB).

buner 10.
1. Mapupytaslie nepectanoBku. [lndp BepTUKambHOM MepecTaHOBKY.
2. HIudp AES: TpeGoBaHus K CTaHAAPTY, apXUTEKTypa “kBaapar”, nmosie AES

burner 11.
1. Kpunroananus mmm@poB BEPTUKATHHON MEPECTAHOBKU HA OCHOBE 3aIIPETHBIX OUTPaMM.
2. KomOunupyromuii v GpuiabTpyroUuil TeHepaTophl.

burer 12.
1. Monens mudpa no K.IllenHoRYy.
2. Hludp AES: oburas cxema, 6a30Bble ONepauu.

buner 13.
1. HeoOGxomumble 1 TOCTAaTOYHBIC YCIOBHSI aOCOTIOTHO CTOMKOTO mudpa.
2. [lotounsie mmdpsl Ha 0a3e PEruCTPOB CABUTA C JIMHEWHON 00paTHOM CBA3bIO.



buner 14.
1. Ipunnmne! noctpoenus 61ounbIX mwuppoB. Cerb Deiicrens.
2. Cxema notouHoro mudpa. TpeboBaHUs K AIIEMEHTAM CXEMBI.

buner 15.

1. JIu"eiiHbie peKyppEeHTHBIE TOCIEA0BATEIIbHOCTH
(JiuHEelHas CIOKHOCTb, TEOPEMA O MAKCUMAJIbHOM MEPHO/E).
2. lludp Dab-Tamans.

buner 16.
1. [Torounsie mmdpsel. ['eneparop I'edde.
2. HIudp RSA. Araku Ha mmdp RSA.

buner 17.
1. [Torounsie mudpsl. RC4.
2. CaotictBa mudpa Inb-I"amans.

buner 18.
1. Ilorounsie mmpsl. ['eneparop Ha 6a3e GpyHKIIMH Ma)KOPUPOBAHHUS.
2. Hudp RSA. Koppektaocts RSA.

busner 19.
1. [Torounsie mudpsl. Uepenyrouuii reneparop «Crapt-Crom».
2. Accumetpuynble MU(pbI. ATaka MOJAMEHBI OTKPBITOTO KITFOYA.

buner 20.
1. I[Torounsie mmdpsl. AS.
2. Accumerpuynsle MUQPpbl. OTHOCTOPOHHSSA QYHKIMS C Ja3eHKOM.

buner 21.

1. Ko ayrenTudukanuu coodmeHus: (MMHUTOBCTaBKa).
ATaku Ha KJIIOYEBBIE XAI-PYHKINUU (MIMHUTAIHS, TOJMEHA).
2. Hudposas nmonmucs RSA.

buner 22.
1. ®ynkunn xemmposanud. Koncrpykuus Mepkna-/lamrapna.
2. llmdposas mognucey Imab-I"amars.

buner 23.
1. TpeGoBaHus K O€3KIIFOUEBBIM XIUI-(DYHKIIUSM.
2. Hudposas nonmuce Ouara-Illamupa.

buier 24.
1. beckmoueBbie Xam-QyHKITUU. ATaka “THEH poKIeHUS .
2. UndpactpyKkTypa OTKPBITHIX KIHOUEH.



buner 25.
1. KitroueBble Xa1I-(pyHKIIMH HA OCHOBE OJIOYHBIX MIH(POB.

2. Ceoticta g poBoii moanucu. CpaBHEHUE ¢ PYKOTIHCHOMN MOAMHKCHIO.

buner 26.
1. KitroueBble Xa1I-pyHKIIUU Ha OCHOBE OE3KITFOUYEhIX XAMI-(DYHKITHHA.
2. I'eneparopsl niceBaoCTy4aliHbIX ynces. TpeOoBaHMs K TEHEpaTOpaM.

buner 27.
1. PerucrpoBoe mpeacraBineHne GyHKIUU CKaTus Xoul-¢pyHkuun MD4/5.

2. Araku Ha 1U(GPOBYIO TOATHUCH.
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IIpumepHBIii IepeueHb BOIIPOCOB K 3K3aMeHY (8 cemecTp):

Cxema cexkpeTHOU cucteMsl. [IpuMepsl CEKPETHBIX CUCTEM.

[TapameTpbl CEKPETHBIX CHCTEM: KOJIMYECTBO CEKPETHOCTH, 00bEM KJIroUa U Jp.
AnreOpa CeKpeTHBIX CUCTEM.

DHaoMOpQHAs CEKpeTHAs! CHCTEMA.

N nemMnioTeHTHas CEKpeTHas CUCTEMA.

YucThble U CMEIIAHHbBIE CEKPETHBIE CUCTEMBI.

CBoICTBa YUCTBIX CEKPETHBIX CUCTEM.

[TonoGHbIE CEKPETHBIE CUCTEMBI.

Henane)xxHocTb (yci0BHas SHTPONMS) KaK TEOPETHYECKask Mepa CEKPETHOCTH.
WneanbHas cekpeTHas CUCTEMA.

ABTOMATBI KaK KOMIIOHEHTBI KpPUIITOCUCTEM: T€HEPATOPHI KIIFOYEBOTO TIOTOKA.
ABTOMATHI KaK KOMIIOHEHTBI KPUIITOCUCTEM: KOMOAHEPHI.

ABTOMATBHI KaK KOMIIOHEHTBI KPUITOCUCTEM: KIETOUHbIE aBTOMATHI.
ABTOMATBHI KaK KOMIIOHEHTBI KpUIITOCUCTEM: IIypIypHasi MalllMHa.

[udp 3axpeBckoro.

PaBHOCHIBHOCTD MOTOYHBIX M @aBTOMATHBIX IIH(PCUCTEM.
KoneuHo-aBTOMaTHast kpunrocucreMa ¢ oTKpbeIThIM KitouoM (FAPKC).
Kpunroananus. MeTo MOJIHOT0/IOCIe10BaTeIbHOTO ONPOOOBAHUS KITFOYEH.
Kpunroananus. Meron «BcTpeda ocepeavHeEY.

Kpunroananus. luddepenunanbHbiil METOA.

Kpunroananus. JIuneitHbii MeToz.

Kpunroananus. KoppensaimoHHslii METO.

Kpunroananus. AnreGpanueckuii METo/I.

Ataku 1o moOOOYHBIM KaHaJIaM.

4. Metoanueckue  MaTepHaJbl, ONpeAeJsA0IIMe  NPOLEAYPbl  OLECHMBAHHUS

o0pa3oBaTe/IbHBIX Pe3yJIbTATOB 00y4eHH

4.1. Metoguyeckue Marepuasibl JJIs OLEHKH TEKYIIEro KOHTPOJS YCIIEBAEMOCTH IO

JIUCITAIIIINHE.



Texkymuii KOHTPOJIb MOAPa3yMEBAaeT BBHIMIOJHEHHE JIA0OPATOPHBIX PaOOT/KOHTPOIBHBIX
3agaHuii. Beimonnenue naGoparopHoil paOOTHI/KOHTPOJIBHOTO 3amaHusi oueHuBaerca B 100
0aJioB:

0-20 CrynenT He pa3bupaercs B 3aja4e, He 3HACT METOJIOB PEUICHHUs, HE OTBEYAET, JH00
OTBEYAET, HO C TPYOBIMH OIIMOKaMM Ha BOIPOCHI IIPENoAaBaTels.

21-40 Crynent cnabo pazdupaeTcs B 3aj1a4e, II0X0 3HAET METOJIbI PEIIECHHUsI, HE OTBEYAET,
1100 OTBEYAET, HO C OLIMOKaMH Ha BOMPOCHI MTPETIOAABATENS.

41-60 CtyneHT B 1IEJIOM YIOBJICTBOPUTEIBLHO pa30upacTcs B 3aj1a4e, UCIOIb3YET METOIbI
peleHus MpH MojACKa3Ke MperoiaBaTelis, 0TBeYaeT Ha BOIPOCHI HEYBEPEHHO, HO C HErpyObIMU
ommbkamu. [Ipencrapnsier paboTy Ha 3aIIUTe YIOBIETBOPUTEIHHO.

61-80 CTyneHT B 1[eIOM YBEPEHHO pa30HMpaeTcs B 3aade, 3HACT M UCIOIb3yeT METOIbI
pelleHus MPAKTUYECKH CAMOCTOATEIbHO, OTBEYAaeT Ha BOIPOCHl €  3aMEYaHHUSMHU.
ITpencrasnsier paboTy Ha 3alIUTE B LIEJIOM XOPOILLO, C 3aMEUYaHUSIMU.

81-100 CtymeHT oOTIMYHO pa3dHpaeTcs B 3ajade, 3HAET U HCIOJIB3YeT METOJbI
pelleHus CaMOCTOSTENIbHO, OTBEYAET HA BOMPOCHI yBepeHHO. [Ipeacrapnser paboTy Ha 3aliuTe
OTJIMYHO, YBEPEHHO.

JlomyckoMm 10 SKk3aMeHa siBisieTcs BoinonHenue 80% nabopaTopHbIX pabOT/KOHTPOJIBHBIX
3a/IaHMi, C OIICHKOM 3a Kaxyro He MeHee 80 OasuioB.

4.2. Meronuueckue Marepuaibl Ui HPOBEACHHS IMPOMEXKYTOYHOW arrecTtaluu 10
JUCLUATIIINHE.

[TpoMexyTOYHBII KOHTPOJIb 3HAHUH 10 AUCIMIUIMHE OCYIIECTBISIETCS B (pOPME IK3aMeHa,
KOTOPBIH TMOJpa3yMeBaeT MOATOTOBKY CTYAGHTa M OTBETOB B YCTHOW/MHCBMEHHOW (opme Ha
HECKOJIbKO KOHTPOJIBHBIX BOIIPOCOB 110 BCeMY Kypcy. Kputepru BeICTaBIeHUS OLEHOK:

OTIMYHO - CTYISHT B COBEPILEHCTBE OBIAJEN BCEMU TEOPETUYECKHMH BOIPOCAMH
00s13aTeIbHOTO MaTepHala 1o pasJiesiaM JISKIIHOHHOTO Kypca, TIoKa3all Bce TpeOyeMble YMEHHS U
HAaBBIKW IIPH BBIIIOJIHCHUN SaI[aHI/Iﬁ Ha J'Ia60paTOpHBIX 3aHATUAX.

XOopoIo - CTyIeHT OBJIaaen OOsf3aTeNbHBIM MaTepHaloM IO paszeiaM JIEKIHOHHOTO
KypcCa, BO3MOXXHO C HCKOTOPBIMH HCJOCTATKaMH, a4 TAKXKC IMOKasaJl BCC Tpe6yeMI)IC YMCHUA U
HaBBIKH ITPY BBITIOJHEHHUH 33/IaHUI Ha JTaOOPAaTOPHBIX 3aHITHUSX.

VIOBIETBOPUTENBHO - CTYACHT UMEET HEAOCTATOUHO IITyOOKHE 3HAHMUS 110 TEOPETHYESCKIM
pazaenam 00s3aTeIbHOTO MaTepraa JUCIUILTUHEL, HO TIOKa3aJl Bce TpeOyeMble YMEHUSI M HaBBIKH
IIpY BBITIOJIHEHNH 3aJJaHUH Ha Ta0OpaTOPHBIX 3aHATHSIX.

HGYHOBHGTBOPI/ITGHBHO - CTYACHT HMECT CYLICCTBCHHBIC Hp06em>1 110 OTACJIIBHBIM
TCOPCTUUCCKUM pasaciiaM CHGHHaHBHOﬁ JUCHUINNIMHBI WKW HE ITOKa3all Tpe6yeMLIe YMEHUA U
HAaBBIKHW IIPH BBIITIOJIHCHUN 3a)]aHHI>i Ha J'Ia60paTOpHBIX 3aHATUAX.



