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CD98?B:9A<S CB CD<@9A9A<R 
CDB7D4@@AOI ED98EF6, 

D94?<;GRM<I  >D<CFB7D4H<K9E><9 
4?7BD<F@O 

"$-3.2.1 '@9FP:  >BDD9>FAB 
<ECB?P;B64FP >D<CFB7D4H<K9E><9 
4?7BD<F@O CD< D9L9A<< ;484K  

;4M<FO <AHBD@4J<< 

?45BD4FBDAO9 D45BFO, 
>BAFDB?PAO9 ;484A<S, 
BCDBEO A4 ;4ASF<SI 

 

3. &8?>6O9 :>=B@>;P=O9 7484=8O 8;8 8=O9 <4B9@84;O, =9>5E>88<O9 8;O 
>F9=:8 >5@47>64B9;P=OE @97C;PB4B>6 >5CG9=8O 

 

3.1. &<CB6O9 ;484A<S 8?S CDB6989A<S F9>GM97B >BAFDB?S GEC9649@BEF< CB 
8<EJ<C?<A9. 

 

#D<@9DO F<CB6OI 64D<4AFB6 >BAFDB?PAOI ;484A<=:  
 

 �484A<9 CB F9@9 <,<HDO ;4@9AO=. �4L<HDB64FP E6BR H4@<?<R 4HH<AAO@ L<HDB@, 
L<HDB@  �<:9A9D4, L<HDB@ )<??4, CB>4;O64S >BDD9>FABEFP 6O5D4AAOI >?RK9=,    F.9. 
EGM9EF6B64A<9 B5D4FAB7B Q?9@9AF4. 

 �ECB?P;GS CrypTool-Online (https://www.cryptool.org) CB8EK<F4FP K4EFAO9 
I4D4>F9D<EF<>< CDB<;6B?PAB7B 5B?PLB7B BF>DOFB7B F9>EF4, ;4L<HDB64FP ?R5B= F9>EF E 
CB@BMPR E86<7B6B7B L<HD4 < CB8EK<F4FP K4EFAO9 I4D4>F9D<EF<>< ;4L<HDB64AAB7B 
F9>EF4. �4?99 ED46A<FP E F4>B6O@<, CB?GK9AAO@< 8?S CDB<;6B?PAB7B BFDOFB7B F9>EF4, 
6O86<AGFP 7<CBF9;G B F45?<J9 ;4@9AO, CDB69D<FP 7<CBF9;G, ED46A<6 E <EF<AAB= F45?<J9= 
;4@9AO.  

 #BEFDB<FP F45?<JG L<HDB64A<S CDB<;6B?PAB7B L<HD4, >B784 @AB:9EF6B 
BF>DOFOI(L<HDB64AAOI) F9>EFB6 X=Y={0,1,2}, @AB:9EF6B >?RK9= K={0,1,2}.  
$94?<;B64FP 4F4>G A4 BEAB69 L<HDF9>EF4, CD< GE?B6<<, KFB 6E9 >?RK< D46AB69DBSFAO, AB 
ED98< BF>DOFOI F9>EFB6 9EFP E<?PAB 69DBSFAO= F9>EF. "CD989?<FP CD< C9D9I64F9 >4>B7B 
L<HDBF9>EF4 CB?GK49FES A4<?GKL<= 64D<4AF 6BEEF4AB6?9A<S BF>DOFB7B F9>EF4. 

 %79A9D<DB64FP CDB<;6B?PAO= BF>DOFO= F9>EF (8 5<F) < >?RK (10 5<F). �OK<E?<FP 
L<HDB64AAO= F9>EF (8 5<F), >BFBDO= CB?GK49FES CBE?9 C9D6B7B D4GA84 GCDBM9AAB7B 
64D<4AF4 DES (Simplified DES). #D< QFB@ CD98EF46<FP 6E9 CDB@9:GFBKAO9 D9;G?PF4FO 
6OK<E?9A<= >4> CD< 79A9D4J<< D4GA8B6OI >?RK9=, F4> < CD< 6OK<E?9A<< ;A4K9A<= 
D4GA8B6B= HGA>J<<, F.9. CBE?9 >4:8B7B P-5?B>4, S-5?B>4, XOR. 



 %79A9D<DB64FP CDB<;6B?PAO= BF>DOFO= F9>EF (16 5<F) < D4GA8B6O= >?RK (16 
5<F). �OK<E?<FP L<HDB64AAO= F9>EF (16 5<F), >BFBDO= CB?GK49FES CBE?9 C9D6B7B D4GA84 
GCDBM9AAB7B 64D<4AF4 L<HD4 AES (Simplified AES). #D< QFB@ CD98EF46<FP 6E9 
CDB@9:GFBKAO9 D9;G?PF4FO 6OK<E?9A<=, F.9. CBE?9 >4:8B7B CD9B5D4;B64A<S SubNibbles, 
ShiftRows, MixColumns, AddRoundKey. 

 #BEFDB<FP CE968BE?GK4=AGR CBE?98B64F9?PABEFP A95B?PLB= 8?<AO, 6O5D46 
@4?O9  CDB<;6B?PAO9 C4D4@9FDO 79A9D4FBD4 (@B8G?P, A4K4?PAO9 ;A4K9A<9 < F.C.) < 
<ECB?P;GS 4?7BD<F@ E9D98<AO >648D4F4, ?<A9=AO= >BA7DGQAFAO= 79A9D4FBD, 
488<F<6AO= 79A9D4FBD (<5BA4KK<, <A69DEAO= >BA7DGQAFAO= 79A9D4FBD, D97<EFD E86<74 
E ?<A9=AB= B5D4FAB= E6S;PR, 79A9D4FBD E >648D4F<KAO@ BEF4F>B@. 

 �OK<E?<FP A9E>B?P>B Q?9@9AFB6 CE968BE?GK4=AB= CBE?98B64F9?PABEF< CD< 
CDB<;6B?PAB 6O5D4AAB@ >?RK9, >B784 6 >4K9EF69 79A9D4FBD4 <ECB?P;G9FES GCDBM9AAO= 
64D<4AF RC4 (4 <?< 8 SK99> 6@9EFB 256). � D9L9A<< CD98EF46<FP 6E9 CDB@9:GFBKAO9 
D9;G?PF4FO 6OK<E?9A<=. 

 $94?<;B64FP 4F4>G A4 CB8C<EP RSA CB 6O5D4AAB@G L<HDBF9>EFG, >B784 CD< 
CB8C<EO64A<< < L<HDB64A<< <ECB?P;G9FES B8<A4>B6O= >?RK, C9D9I64K9A L<HDBF9>EF 
< <;69EF9A BF>DOFO= >?RK BFCD46<F9?S EBB5M9A<S, 4 FD95G9FES A4=F< <EIB8AO= 
BF>DOFO= F9>EF 59; ;A4A<S ;4>DOFB7B >?RK4: 6O5D4FP C4D4@9FDO L<HD4, 6OK<E?<FP 
BF>DOFGR < ;4>DOFGR Q>ECBA9AFO, ;4L<HDB64FP CDB<;6B?PAO= BF>DOFO= F9>EF, 
CDB69EF< A9B5IB8<@O9 6OK<E?9A<S EB EFBDBAO 4F4>GRM97B, CB8C<E4FP 
;4@4E><DB64AAB9 EBB5M9A<9 4F4>GRM97B, CDB69EF< H<A4?PAO9 6OK<E?9A<S EB EFBDBAO 
4F4>GRM97B < 6BEEF4AB6<FP BF>DOFO= F9>EF.    

 $94?<;B64FP 4F4>G A4 L<HD 1?P-�4@4?S A4 BEAB69 L<HDF9>EF4, >B784  CD< 
L<HDB64A<< D4;?<KAOI EBB5M9A<= <ECB?P;G9FES B8AB < FB:9 ;A4K9A<9 E?GK4=AB= 
69?<K<AO: BCD989?<FP, KFB A48B ;A4FP 4F4>GRM9@G, 6O5D4FP C4D4@9FDO L<HD4, 
6OK<E?<FP BF>DOFO= < ;4>DOFO= >?RK<, ;4L<HDB64FP A9B5IB8<@B9 >B?<K9EF6B 
CDB<;6B?PAOI BF>DOFOI F9>EFB6, CDB69EF< 6OK<E?9A<S EB EFBDBAO 4F4>GRM97B, 
G598<FES 6 CD46<?PABEF< D9;G?PF4FB6 4F4><.       

 

           #D<@9D F<CB6B7B 64D<4AF4 ?45BD4FBDAB= D45BFO:  
 �OCB?A<FP ?<A9=AO= >D<CFB4A4?<; GK95AB7B 5?BKAB7B L<HD4. 'K95AO= L<HD < 
@9FB8<>4 6OCB?A9A<S ?45BD4FBDAB= D45BFO CD98EF46?9AO 6 >A<79 �459A>B �.�., 
�MG>B64 �.�. %B6D9@9AAO9 4?7BD<F@O 5?BKAB7B L<HDB64A<S < @9FB8O <I 4A4?<;4. – 
 : �9?<BE �$�, 2006. – 376E. �?464 9. �45BD4FBDAB-CD4>F<K9E><9 D45BFO (EFD.206-280). 

 

3.2. &<CB6O9 ;484A<S 8?S CDB6989A<S CDB@9:GFBKAB= 4FF9EF4J<< CB 8<EJ<C?<A9.  
 

#D<@9DAO= C9D9K9AP 5<?9FB6 > Q>;4@9AG (7 E9@9EFD):    
 

�<?9F 1. 
1. �D<CFB7D4H<K9E>4S EFB=>BEFP L<HD4. "EAB6AO9 >D<CFB4A4?<F<K9E><9 4F4><. 
2. ,<HD DES: B5M4S EI9@4 L<HD4, HGA>J<S L<HDB64A<S.  
 

�<?9F 2. 
1. �BAH<89AJ<4?PABEFP, J9?BEFABEFP, 8BEFGCABEFP, 4GF9AF<H<>4J<S,  
A96B;@B:ABEFP BF>4;4 BF 46FBDEF64. 
2. ,<HD DES: B5M4S EI9@4 L<HD4, 79A9D4J<S D4GA8B6OI >?RK9=.  
 

 



�<?9F 3. 
1. "D74A<;4J<S E9>D9FAB= E6S;< E <ECB?P;B64A<9@ E<@@9FD<KAB7B,  
4E<@@9FD<KAB7B, 7<5D<8AB7B L<HDB64A<S.  
2. ,<HD �"%& 28147-89 ( 47@4): B5M4S EI9@4 L<HD4, HGA>J<S L<HDB64A<S.  
 

�<?9F 4. 
1. �484K4 4GF9AF<H<>4J<< EBB5M9A<S (<@<FB6EF46>4 < J<HDB64S CB8C<EP).  
2. ,<HD �"%& 28147-89 ( 47@4): B5M4S EI9@4 L<HD4, 79A9D4J<S D4GA8B6OI >?RK9=. 
 

�<?9F 5. 
1. ,<HDO CDBEFB= ;4@9AO. ,<HD *9;4DS. %86<7B6O= L<HD.  
2. $9:<@ <ECB?P;B64A<S 5?BKAOI L<HDB6 (ECB). 
 

�<?9F 6. 
1. +4EFBFAO= >D<CFB4A4?<; L<HDB6 CDBEFB= ;4@9AO. 
2. %D46A9A<9 5?BKAOI L<HDB6 �"%& 28147-89 < DES. 
 

�<?9F 7. 
1. ,<HDO @AB7B4?H46<FAB= ;4@9AO. ,<HDO 74@@<DB64A<S. 
2. $9:<@ <ECB?P;B64A<S 5?BKAOI L<HDB6 (CBC). 
 

�<?9F 8. 
1. �D<CFB4A4?<; L<HDB6 @AB7B4?H46<FAB= ;4@9AO.  
2. $9:<@ <ECB?P;B64A<S 5?BKAOI L<HDB6 (CFB). 
 

�<?9F 9. 
1. ,<HDO @AB7B;A4KAB= ;4@9AO. ,<HD CDBCBDJ<BA4?PAB= ;4@9AO.   
2. $9:<@ <ECB?P;B64A<S 5?BKAOI L<HDB6 (OFB). 
 

�<?9F 10. 
1.  4DLDGFAO9 C9D9EF4AB6><. ,<HD 69DF<>4?PAB= C9D9EF4AB6><. 
2. ,<HD AES: FD95B64A<S > EF4A84DFG, 4DI<F9>FGD4 <>648D4F=, CB?9 AES 

 

�<?9F 11. 
1. �D<CFB4A4?<; L<HDB6 69DF<>4?PAB= C9D9EF4AB6>< A4 BEAB69 ;4CD9FAOI 5<7D4@@. 
2. �B@5<A<DGRM<= < H<?PFDGRM<= 79A9D4FBDO. 
 

�<?9F 12. 
1.  B89?P L<HD4 CB �.,9AABAG.  
2. ,<HD AES: B5M4S EI9@4, 54;B6O9 BC9D4J<<. 
 

�<?9F 13. 
1. !9B5IB8<@O9 < 8BEF4FBKAO9 GE?B6<S 45EB?RFAB EFB=>B7B L<HD4. 
2. #BFBKAO9 L<HDO A4 54;9 D97<EFDB6 E86<74 E ?<A9=AB= B5D4FAB= E6S;PR. 
 

 



�<?9F 14. 
1. #D<AJ<CO CBEFDB9A<S 5?BKAOI L<HDB6. %9FP (9=EF9?S.  
2. %I9@4 CBFBKAB7B L<HD4. &D95B64A<S > Q?9@9AF4@ EI9@O. 
 

�<?9F 15. 
1. �<A9=AO9 D9>GDD9AFAO9 CBE?98B64F9?PABEF<  
(?<A9=A4S E?B:ABEFP, F9BD9@4 B @4>E<@4?PAB@ C9D<B89). 
2. ,<HD 1?P-�4@4?S.   
 

�<?9F 16. 
1. #BFBKAO9 L<HDO. �9A9D4FBD �9HH9.  
2. ,<HD RSA. �F4>< A4 L<HD RSA. 
 

�<?9F 17. 
1. #BFBKAO9 L<HDO. RC4.  
2. %6B=EF64 L<HD4 1?P-�4@4?S. 
 

�<?9F 18. 
1. #BFBKAO9 L<HDO. �9A9D4FBD A4 54;9 HGA>J<< @4:BD<DB64A<S.  
2. ,<HD RSA. �BDD9>FABEFP RSA. 
 

�<?9F 19. 
1. #BFBKAO9 L<HDO. +9D98GRM<= 79A9D4FBD «%F4DF-%FBC».   
2. �EE<@9FD<KAO9 L<HDO. �F4>4 CB8@9AO BF>DOFB7B >?RK4. 
 

�<?9F 20. 
1. #BFBKAO9 L<HDO. A5. 
2. �EE<@9FD<KAO9 L<HDO. "8ABEFBDBAASS HGA>J<S E ?4;9=>B=.  
 

�<?9F 21. 
1. �B8 4GF9AF<H<>4J<< EBB5M9A<S (<@<FB6EF46>4). 
�F4>< A4 >?RK96O9 IQL-HGA>J<< (<@<F4J<S, CB8@9A4). 
2. *<HDB64S CB8C<EP RSA. 
 

�<?9F 22. 
1. (GA>J<< I9L<DB64A<S. �BAEFDG>J<S  9D>?4-�4@74D84.   
2. *<HDB64S CB8C<EP 1?P-�4@4?S. 
 

�<?9F 23. 
1. &D95B64A<S > 59;>?RK96O@ IQL-HGA>J<S@.  
2. *<HDB64S CB8C<EP (<4F4-,4@<D4. 
 

�<?9F 24. 
1. �9E>?RK96O9 IQL-HGA>J<<. �F4>4 <8A9= DB:89A<S=.       
2. �AHD4EFDG>FGD4 BF>DOFOI >?RK9=.            
 



�<?9F 25. 
1. �?RK96O9 IQL-HGA>J<< A4 BEAB69 5?BKAOI L<HDB6. 
2. %6B=EF64 J<HDB6B= CB8C<E<. %D46A9A<9 E DG>BC<EAB= CB8C<EPR. 
 

�<?9F 26. 
1. �?RK96O9 IQL-HGA>J<< A4 BEAB69 59;>?RK9OI IQL-HGA>J<=. 
2. �9A9D4FBDO CE968BE?GK4=AOI K<E9?. &D95B64A<S > 79A9D4FBD4@.   
 

�<?9F 27. 
1. $97<EFDB6B9 CD98EF46?9A<9 HGA>J<< E:4F<S IQL-HGA>J<< MD4/5. 
2. �F4>< A4 J<HDB6GR CB8C<EP. 
 

#D<@9DAO= C9D9K9AP 6BCDBEB6 > Q>;4@9AG (8 E9@9EFD):    
 

1. %I9@4 E9>D9FAB= E<EF9@O. #D<@9DO E9>D9FAOI E<EF9@.  
2. #4D4@9FDO E9>D9FAOI E<EF9@: >B?<K9EF6B E9>D9FABEF<, B5N9@ >?RK4 < 8D. 
3. �?795D4 E9>D9FAOI E<EF9@.  
4. 1A8B@BDHA4S E9>D9FA4S E<EF9@4.  
5. �89@CBF9AFA4S E9>D9FA4S E<EF9@4. 
6. +<EFO9 < E@9L4AAO9 E9>D9FAO9 E<EF9@O. 
7. %6B=EF64 K<EFOI E9>D9FAOI E<EF9@. 
8. #B8B5AO9 E9>D9FAO9 E<EF9@O.  
9. !9A489:ABEFP (GE?B6A4S QAFDBC<S) >4> F9BD9F<K9E>4S @9D4 E9>D9FABEF<.  
10. �894?PA4S E9>D9FA4S E<EF9@4.  
11. �6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@: 79A9D4FBDO >?RK96B7B CBFB>4. 
12. �6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@: >B@54=A9DO. 
13. �6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@: >?9FBKAO9 46FB@4FO. 
14. �6FB@4FO >4> >B@CBA9AFO >D<CFBE<EF9@: CGDCGDA4S @4L<A4. 
15. ,<HD �4>D96E>B7B. 
16. $46ABE<?PABEFP CBFBKAOI < 46FB@4FAOI L<HDE<EF9@. 
17. �BA9KAB-46FB@4FA4S >D<CFBE<EF9@4 E BF>DOFO@ >?RKB@ (FAPKC). 
18. �D<CFB4A4?<;.  9FB8 CB?AB7B/CBE?98B64F9?PAB7B BCDB5B64A<S >?RK9=. 
19. �D<CFB4A4?<;.  9FB8 «6EFD9K4 CBE9D98<A9». 
20. �D<CFB4A4?<;. �<HH9D9AJ<4?PAO= @9FB8. 
21. �D<CFB4A4?<;. �<A9=AO= @9FB8. 
22. �D<CFB4A4?<;. �BDD9?SJ<BAAO= @9FB8. 
23. �D<CFB4A4?<;. �?795D4<K9E><= @9FB8. 
24. �F4>< CB CB5BKAO@ >4A4?4@. 

 

4. М9B>88G9A:89 <4B9@84;O, >?@989;ONщ89 ?@>F98C@O >F9=864=8O 
>5@47>64B9;P=OE @97C;PB4B>6 >5CG9=8O  
 

4.1.  9FB8<K9E><9 @4F9D<4?O 8?S BJ9A>< F9>GM97B >BAFDB?S GEC9649@BEF< CB 
8<EJ<C?<A9. 



&9>GM<= >BAFDB?P CB8D4;G@9649F 6OCB?A9A<9 ?45BD4FBDAOI D45BF/>BAFDB?PAOI 
;484A<=. �OCB?A9A<9 ?45BD4FBDAB= D45BFO/>BAFDB?PAB7B ;484A<S BJ9A<649FES 6 100 
54??B6: 

0-20 %FG89AF A9 D4;5<D49FES 6 ;484K9, A9 ;A49F @9FB8B6 D9L9A<S, A9 BF69K49F, ?<5B 
BF69K49F, AB E 7DG5O@< BL<5>4@< A4 6BCDBEO CD9CB8464F9?S.  

21-40 %FG89AF E?45B D4;5<D49FES 6 ;484K9, C?BIB ;A49F @9FB8O D9L9A<S, A9 BF69K49F, 
?<5B BF69K49F, AB E BL<5>4@< A4 6BCDBEO CD9CB8464F9?S.  

41-60 %FG89AF 6 J9?B@ G8B6?9F6BD<F9?PAB D4;5<D49FES 6 ;484K9, <ECB?P;G9F @9FB8O 
D9L9A<S CD< CB8E>4;>9 CD9CB8464F9?S, BF69K49F A4 6BCDBEO A9G69D9AAB, AB E A97DG5O@< 
BL<5>4@<. #D98EF46?S9F D45BFG A4 ;4M<F9 G8B6?9F6BD<F9?PAB.  

61-80 %FG89AF  6  J9?B@  G69D9AAB  D4;5<D49FES  6  ;484K9,  ;A49F  <  <ECB?P;G9F  @9FB8O 
D9L9A<S  CD4>F<K9E><  E4@BEFBSF9?PAB,  BF69K49F  A4  6BCDBEO  E  ;4@9K4A<S@<. 
#D98EF46?S9F D45BFG A4 ;4M<F9 6 J9?B@ IBDBLB, E ;4@9K4A<S@<.  

81-100 %FG89AF  BF?<KAB  D4;5<D49FES  6  ;484K9,  ;A49F  <  <ECB?P;G9F  @9FB8O  
D9L9A<S E4@BEFBSF9?PAB, BF69K49F A4 6BCDBEO G69D9AAB. #D98EF46?S9F D45BFG A4 ;4M<F9 
BF?<KAB, G69D9AAB.  

�BCGE>B@ 8B Q>;4@9A4 S6?S9FES  6OCB?A9A<9  80%  ?45BD4FBDAOI  D45BF/>BAFDB?PAOI 
;484A<=,  E  BJ9A>B=  ;4 >4:8GR A9 @9A99 80 54??B6. 

 

4.2.  9FB8<K9E><9 @4F9D<4?O 8?S CDB6989A<S CDB@9:GFBKAB= 4FF9EF4J<< CB 
8<EJ<C?<A9. 

 

#DB@9:GFBKAO= >BAFDB?P ;A4A<= CB 8<EJ<C?<A9 BEGM9EF6?S9FES 6 HBD@9 Q>;4@9A4, 
>BFBDO= CB8D4;G@9649F CB87BFB6>G EFG89AF4 < BF69FB6 6 GEFAB=/C<EP@9AAB= HBD@9 A4 
A9E>B?P>B >BAFDB?PAOI 6BCDBEB6 CB 6E9@G >GDEG. �D<F9D<< 6OEF46?9A<S BJ9AB>:  

"F?<KAB - EFG89AF 6 EB69DL9AEF69 B6?489? 6E9@< F9BD9F<K9E><@< 6BCDBE4@< 
B5S;4F9?PAB7B @4F9D<4?4 CB D4;89?4@ ?9>J<BAAB7B >GDE4, CB>4;4? 6E9 FD95G9@O9 G@9A<S < 
A46O>< CD< 6OCB?A9A<< ;484A<= A4 ?45BD4FBDAOI ;4ASF<SI. 

)BDBLB - EFG89AF B6?489?  B5S;4F9?PAO@ @4F9D<4?B@ CB D4;89?4@ ?9>J<BAAB7B 
>GDE4, 6B;@B:AB E A9>BFBDO@< A98BEF4F>4@<, 4 F4>:9 CB>4;4? 6E9 FD95G9@O9 G@9A<S < 
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