MHHHACTEPCTBO HAYKH U BBICLIETO 00pa30BaHMs Poccuiickoit denepanmu
HAIIMOHAJIbHBIN UCCIIENOBATEJIbCKUN
TOMCKUI I'OCYJTAPCTBEHHBIM YHUBEPCUTET (HU TT'Y)

MHCTHTYT IPHUKITIaIHON MaTeMaTHKH U KOMIIBIOTEPHBIX HAYK

3 § TS
EoslloRl
| rheHAY K,

A LSS

Pa6ouyas nporpamMma IHCHUIUIMHBL
HNHTepHeT Bemeii
10 HANPaBJIEHUIO TOTOTOBKH
02.04.02 ®ynpamenTaabHasi ”HGopMaTHKA U HHGOPMAIIHOHHbIE TEXHOJIOTHH

HampasneHHOCTH (ITpodHIIb) MOATOTOBKHU:
HNmMmepcHBHBbIE TEXHOJIOTHH, TEXHHYECKOE 3peHHe H BHIC0AHAIHTHKA

®opma 0byueHus
Ounasn

Kpammduxanms
Maructp

['on npuema
2022

Kon mucrunmuel B yue6Hom miane: b1.B.J[B.02.01.01

COT'JIACOBAHO:
Pykopostnrens Ol
A.B. 3amsatun

atens YMK
' C.I1. Cymienko

Tomck — 2022



1. leab ¥ nIaHUpYyeMble Pe3yJabTAThl 0CBOEHUS THCIUILIMHbI

Iesbr0 0CBOEHMSI JUCLUIUIMHBI ABISETCA (POPMUPOBAHUE CIECAYIOIMINX KOMITETEHIIMI:

— IIK-4 — CnocoleH ympaBisiTh MOJyYEHHEM, XpaHEHHEM, Iepenadeil, oOpaboTkon
0O0JBIINX JAHHBIX..

Pe3ynbpraramMu 0CBOEHUS IMCLUIUIMHBI SBIISIOTCS CIEAYIOIINE UHANKATOPBI JOCTHXKEHUS
KOMIIETECHIINH:

NIIK-4.2 Hcnonp3yeT METOAbl M MHCTPYMEHTBI IIOJYy4YEHUS, XPAaHEHHUs, NEepelayd,
00pabOTKH OONBIIMX JaHHBIX. 3HAET MNPHUHLMIBl OpPraHU3alMM HHTEpHETa Belled. 3Haer
cneunuky o60pynOBaHMs WHTEpHETA Bellel, 0COOCHHOCTH KOMMYHHUKALIMOHHBIX MPOTOKOJIOB,
METO/10B cOopa MepBUUHOM HH(POPMALIUU U BBIPAOOTKU YIPABISAIOIIMX BO3AEHCTBUI HA BEIU

NIIK-4.1 OcymecTBasieT MOHUTOPUHT M OLEHKY MPOU3BOAUTEILHOCTH 00pabOTKU
OonbIINX JaHHBIX. Brnajgeer MeronaMu U MHCTPYMEHTaMH HNOCTPOCHMS IPUIIOKEHUI HHTEpHETa
BEILICH.

2. 3aga4uy oCBOCHHSA JUCIHUILINHDI

— 3HaTh apXUTEKTYPHYIO OpraHU3allii0 MHTEpHETAa BEIlel, OCOOEHHOCTH CIELUaIbHbBIX
KOMMYTALIMOHHBIX IPOTOKOJIOB, MOJIEJIM TYMaHHbIX U 00JJaUHBIX BBIYMCICHUN U CEPBHUCOB.

— YMeTp NpPUMEHATh 3HAHMS JUI IIOCTPOCHHUS IIMPOKOIO CHEKTpa IPWIOKEHUN
MHTEPHETA BEILEH.

— BrageTs MeTo1aMM POEKTUPOBAHUS U ITOCTPOSHUS NIPUIIOKEHNUN HHTEPHETA BELICH.

3. MecTo AucUMILINHBI B CTPYKTYpe 00pa30BaTe/ibHOIl POrpaMMbl

JlucuuruinHa OTHOCUTCS K d4acTh 00pa3oBaTeNbHOW MporpamMmsbl, (popMupyemoit
y4acTHUKaMU OOpa30BaTeNIbHBIX OTHOLICHWM, Tpesuiaraercs oOydYarolmMuMcs Ha BBIOOD.
JucnumimHa BXOAUT B Moaynb «BBeneHue B pa3paboTKy HpOrpaMMHOIO oOecredeHus B
Nupyctpuu 4.0».

4. Cemectp(bl) ocBOeHMs U GopMa(bl) IPOMEKYTOUHOM ATTECTANMH MO TUCHHUILINHE

Bropoii cemectp, 3auer.

5. BxoaHblie Tpeﬁonaﬂuﬂ AJiA OCBOCHHUA JUCHUIIJINHBI

[[J'ISI YCIICHIHOTO OCBOCHHUA JOUCHHUIIJIMHBI Tpe6y10TC$I PE3YIbTAaThI O6yLI€HI/1H o
CICAYIOUM JUCHUIIIIMHAM: apXUTCKTYpa BBIYUCIIUTCIBHBIX CUCTEM, OINCPAIMOHHBLIC CUCTCMBI,
KOMIILIOTCPHBIC CCTH.

6. SI3bIK peaau3anun

Pycckuii.

7. O0beM TNCUMILIHHBI

OO61as TpyA0eMKOCTh TUCHHUIUIHHBI cocTaBisieT 3 3.e., 108 yacoB, U3 KOTOPHIX:
-neKnun: 16 4.

-nmabopatopHsle: 16 u.

O6beM caMOoCTOATENbHON pabOThI CTY/IEHTA OIpeAeieH YIeOHbBIM IJIaHOM.

8. Conep:xkaHue IMCHUILUIMHBI, CTPYKTYPUPOBAHHOE M0 TeMaM

Tema 1. Benenue B IHTepHET Benen.
Omnpenenenne IOT B KOHTeKcTe COBpeMEHHBIX TexHONOrud. O0630p 3(hdHeKTUBHBIX
TEXHOJIOTHH, JIeXKamx B ocHOBe HMHtepHera Bemed. CpenctBa wWACHTH(GUKAIMN BEIICH.



KOMMYHI/IKaI_[I/IOHHLIC MMPOTOKOJIBI. M06I/IJ'H>HOCTB KakK HOBas MNapajurMa KOMMYHUKATHBHBIX
yctpoiictB. Chepsl nmpumenenus 10T. Korcoprmymsr u coobiecTsa.

Tema 2. O630p o6opynoBanusi MUHTepHETa BelIei.

Arnnaparsas yacte HTepHeTa Bemeil. Koneunble ycTpoiicTBa - KOHTPOJLIEPHI, JaTYUKH,
akTyatopbl. Posib KOHEYHBIX YCTpoMicTB B apxurektype HWutepnera Bemeit. Ilpumeps u
OCHOBHBIC 00JAaCTH MPUMEHEHHs] JAaTYMKOB M akKTyaTopoB. Mukporponeccopsl Arduino,
MUKpoKoMIibioTepbl Raspberry Pi. Apxurektypa HMHTepHera Bemieil. Mojenb BCEMHPHOTO
dopyma wunteprera Bemeir (IWF). YpoBeHb ycTpoWcTB. YpPOBEHb MOJIKIIOUCHHH. Y POBEHb
KpPaeBbIX BBIYUCIICHUN. YPOBEHb AaKKyMYJIMPOBAHUS JAHHBIX. YPOBEHb aOCTPAKLIHUU JAHHBIX.
YpoBeHb  mpuiiokeHUH.  YpoBeHb  OusHec-mpoueccoB.  Mojenb  MeXAYHapOAHOIO
TEJIEKOMMYHHUKAIIMOHHOTO CO03a. YPOBEHb YCTpoCTB. CeTeBOM ypOBEHb. YPOBEHb MOIJICPIKKHU
YCAYyr ¥ NPWIOKEHUH. YpoBeHb npwiokeHuil. Bemu B [oT: naTyuku ¥ HCHOJHHUTENBHBIE
MEXaHU3MBL.

Tema 3. CeTeBoit 1 KOMMYHUKAIIHOHHBIN (OH.

CeteBbie TexHonorun u Martepuer Bemeil. Posib ceteBbix noakimtouenuil. [IpoBoanbie u
6ecripoBonubie KaHabl cBs3u. OSI mpotuB crekoB mpotokonoB TCP/IP. Ilportokonsr IPv4 u
[Pv6. IIpuHIUIIBI TOAKIIIOUEHUS] YCTPOUCTB B CETh U CIIOCOOBI Iepenayn nH(popMalmu.

Tewma 4. Cets B HTEpHETE Bemiei.

Tpe6oBanus k [oT. O630p mpoTokon0B. OCOOEHHOCTH MPOTOKOJIOB MHTEPHETA BEIICH.
Knaccudukanus mnporokonoB wuHTEepHeTa Bemedl. Cranmaptel WPAN  (GecmpoBoHast
nepcoHalbHas ceTh), oTianuHble oT IP. CeTeBble TOMONOTHYU, TPUMEHSIEMbIE AJISI TTOAKIIOUEHUS
KOHEUHBIX YCTPOHCTB B ceTh. becnpoBomubie cetu Wi-Fi. Texnomormm ZigBee u ee
ocobennoctu. Texnonorus Bluetooth Low Energy u ee oco6ennoctu, IEEE 802.15.4, Zeegbee,
WPAN u WLAN Ha 06aze [P, LPWAN - sHeprodddekTuBHBIC CETH JabHETO paauyca
nericteusi, 6LOWPAN, IEEE 802.11, cucrtembl u npotokonbl nansHerd cBsizu (WAN), coToBas
CBA3b U TeXHOJOruM nocryna, LORA.

Tema 5. MapuipyTu3atopsl, LIII03bI, IIPOTOKOJIBI BBICOKOTO YPOBHS B MIHTEpHETE Belie.

Oynkuuu Mapupytuzauud. IIpuHnunel nporpammHo-onpenensembix cereit SDN.
BeicokoypoBHeBbie mpoTokosisl MQTT, CoAP.

Tema 6. OGnauHble U TyMaHHbIE BHIYMCICHUS.

Tononoruun ob6naka u tymana. O6paboTka naHHbIX B MHTepHere Bemieil. DrtanonHas
o0JiauHasi apXUTEKTypa OT HAIIMOHAIBHOTO HMHCTHTyTa cTaHaapToB W TexHojorué (NIST) u
MEKIYHAPOJAHOTO TeJIeKOMMYHHUKAIMOHHOTO coto3a (ITU-T). Ilpumepsl coOupaembix u
obpabaTteiBaeMbiXx daHHBIX B loT-cuctemax. Mogenp o6maunbix cepBucoB. OoOmayHas
apxutekrypa OpenStack. Konuenius TymaHHbIX BblYMCIeHUNH. CXEeMbl TYMAHHBIX BBIYMCIIECHUI.
AHalUTHKa JaHHBIX M MallluHHOEe oOyueHue B oOsiake M B Tymase. [IpuMeHeHue oOiauHbIX
TEXHOJIOTMMI M CEPBUCHO-OPEHTUPOBAHHBIX apxurekryp B HMurtepHere Bemei. IIpumepsl
00yauHbIX TIaTGOPM U CEPBUCOB Ui 00pabOTKM M XpaHEHUs JaHHBIX, noixydaeMmbix oT loT-
CHUCTEM.

Tema 7. O630p npunoxkeHuit TutepHeTa Bemie.

Harenbnpie cetu. YMHBIN noM. YMHOe 31aHue. YMHBIM ropoia. WHaycTpuanbHbIN
UHTepHET Bemiel. Jlorucruka, TpaHcmnopt, TOprosis. BupeonabmioneHue. 3apaBooXpaHEHHUE.
OO6pabaTbiBaromiasi MPOMBIIUIEHHOCTh. Jl0OBIBaIOIIass MPOMBIIIIICHHOCTh. JHEpreTudyeckas
uH(ppacTpykrypa. TpaHcnoptHas uHppacTpykTtypa. OOpa3zoBanue. DuUHAHCOBBIE YCIYTH.
CrpoutensctBo. ['opoackoe xo3siicTBo. Cenbekoe xo3siicTBo u AIIK. ConmansHas chepa.

9. Tekyumii KOHTPOJIb MO TUCHUTIAHE

Texkymuil KOHTpOJb MO AMCHUIUIMHE MNPOBOAUTCS MYTEM KOHTPOJIS IOCEUIaeMOCTH,
MPOBEACHUS KOHTPOJBHBIX pPabOT, TECTOB MO JEKIMOHHOMY Marepuainy, pedepaToB Mo
TeMaM, BBITIOJIHEHHUS U TIPE3CHTAIIMN JOMAIITHUX 3a/IlaHuil U puKcupyeTcs B hopMe KOHTPOIHHON
TOYKH HE MEHEE OJJHOTO pa3a B CEMECTP.



10. Ilops/10k NpoBeeHUsI U KPUTEPUH OLleHUBAHUS NMPOMEKYTOYHOM aTTecTAlUH

3adeT MpOBOAUTCS B MUCbMEHHOU (popme mo OwmiieraM. buieT coaepXuT TeopeTudecKuit
BOIIPOC, IMPOBEPAIOIIMN JTOCTHKEHUE 3aKpPEIUICHHBIX 3a JUCHHUIUIMHOM KOMIETEHUHH II0
cnenyromuMm uaaukatopam: UITK-4.1 u UI1K-4.2. TIpogomxuTenpbHOCTD 3adeTta 1,5 yaca.
[IpuMepHBIii IEpeYeHb TEOPETUYECKUX BOIIPOCOB
1. O6opynoBaHue HHTEpHETA BEIICH.
2. ApXUTEKTypa MHTEPHETA BeIei OT MEXIYHAPOJHOTO TEICKOMMYHHUKAIIMOHHOTO COI03a
(ITU-T) u Bcemupuoro popyma unrepuera Bemiei (IWF — 10T World Forum).
3. BapuaHThI MOIKITIOYEHHUS PEAMETOB (PU3MUYECKOr0 MHpa (BEIIel) K CeTsAM Mepeadn
JAHHBIX.
CpenctBa uaeHTH(PUKAITUN BEIICH.
5. CpencrtBa u3MepeHus CBeIEHUI O BHELIHEH cpejie B MAIIMHOYUTAEMbIE JIaHHbIE
(CeHCOpBI, TATYUKHU).
6. IIpoToko:sl ONMKHEH U JanbHEHN CBS3H.
7. ApXUTEKTypHBIE 0COOEHHOCTH NMPOTOKOJIOB YPOBHA 00MEHa COOOIICHUSIMU B MHTEPHETE
BeLEH.
8. XapakTepHucTHKa MPOTOKOJIOB HHTEPHETA BEIICH 10 OXBATy MPOCTPAHCTBA, CKOPOCTH
nepesavn, YHEPreTUIecKoMy 00eCIIeUeHHIO.
9. CpaBHHTEIbHBIC aHAIN3 TPOTOKOJIOB HHTEPHETA BEIIEH OCHOBAHHBIX Ha COOOICHHUSX
(TUMa «M3AaTeNb-MOANNCUNK)) U Ha CeCCUsIX (THIa KIIMEHT-CEPBED).
10. Xapakrepuctuka HarenbHbix cereit (BAN).
11. XapakrepucTrka ceteit omxaero paccrosuus (NFC).
12. Xapaxkrepucruka nepconanbHbix cereit (PAN).
13. Konnenus 00J1a4HbIX CEPBUCOB.
14. Mopenu obmaunoro odcinyxuBanus (SaaS, PaaS, laaS).
15. Dranonnas odnaunas apxutekrypa NIST — National Institute of Standards and
Technology.
16. Dranonnas obnaynas apxurekrypa ITU-T.
17. Mogens Tymannbix Beraucnennii (Fog Computing nim Fogging).
18. CpaBHeHue 06J1aUHBIX U TYMAaHHBIX BHIYHCIIEHUH.
19. Ananmu3 u MammHHOE 00y4YeHHEe — B 00JIaKe U TyMaHe.
20. be3onmacHOCTh MHTEpHETA BEIIEH.
21. IpunoxeHnss UHTEPHETA BEIEH.
22. be3onacHOCTb HHTEpHETA BellEeH.

&

11. YyeOHO-MeTOAMYECKOE 00ecIIeueHue

a) DNEeKTPOHHBIN y4eOHBIH Kypc MO JUCIHUIUIMHE B JJICKTPOHHOM YHHBEPCHUTETE
«Moodley.

0) OrieHOUHBIE MaTepHallbl TEKYIIEro KOHTPOIS M MPOMEXKYTOYHOW aTTecTalllH Io
JUCITUITIINHE.

B) [Iman ceMuHapckux / TMPAKTUYECKUX 3aHATHH 1O JUCHHUIUIMHE TIPUBEACH B
AJIIEKTPOHHOM yHHUBepcuTeTe «Moodley.

r) MeToauyeckue yka3zaHUs IO TMPOBENCHUIO IJIa0OpaTOPHBIX pabOT MPHUBEACHBI B
ANEKTPOHHOM yHHUBepcuTeTe «Moodley.

1) MeTonudeckue ykKa3zaHHsS IO OPTaHU3alUUd CaMOCTOSITEIHHOW pabOThI CTYACHTOB
OTIMCaHBI B 3JIEKTPOHHOM yHUBepcutete «Moodle.

12. Ilepeuyens yueOHOIi TuTEpaTyphl U pecypcoB ceTu UHTEepHeT

a) OCHOBHas JTUTEpaTypa:
—3apamenckux E. I1., AprembeB U. E. Untepuer Bemeit. UccnenoBanuss u obmacthb
npumenenus / E.IT. Bapamenckux [u ap.]. — M.: Uudpa-M, 2018. — 188 c.



— JIu I1. Apxurekrypa uarepHera Benieid / I1. JTu. — M.: IMK Ilpecc, 2019. — 454 c.
— Makapos C.JI. Aurdino Uno u Raspberry Pi 3: 0T cCXeMOTEXHUKH K HHTEPHETY Belei /
C.JI. Makapos. — M.: IMK TIlpecc, 2018. — 204 c.

0) IOTIOHUTENbHAS JINTEpaTypa:

—Tonpamreiin B.C. HupoxomMmyHukanuonnsie cetu u cuctembl / CII6.: BXB-
[TerepOypr, 2019. — 208 c.

— Pus Jxx. O6naunsie Berurciacaus / CI16.: BXB-ITerepoypr, 2011. — 288 c.

B) pecypchl cetu HTepHeT:

— OTKPBITHIE OHJIAWH-KYPCBI

— A developer's guide to the Internet of Things (I0T) [DaexTponnsiii pecypc]. — Pexum
noctyna k cauty: http://internetofthingsguide.com/ (nata oopamenwus: 10.06.2019).

— Internet of Things (IoT) [DOnekTpoHnblii pecypc]. — Pexum npoctyma K cary:
http://www.cisco.com/c/en/us/solutions/internet-of-things/overview.html  (gara  oOpaieHus:
10.06.2019).

— 10T Overview Handbook [OnekrponHnsiii pecypc]. — Pexum nmoctyma Kk cairy:
http://postscapes.com/internet-of-things-handbook 10T University: Internet of Things Online
Courses & Training - https://www.iotu.com/ (nara oopamenus: 10.06.2019).

— Internet Of Things News [Onektponnsiii pecypc]. — Pexum pocTynma k caiTy:
http://www.theinternetofthings.eu/ (mata oopamenwus: 10.06.2019).

13. llepeyens UHPOPMAIMOHHBIX TEXHOJIOTU

a) JIMCH3UOHHOC U CBO6OI[HO PaCIIpoCTpaHACMOC ITPOIrPaMMHOC 06ecnequI/Ie:
— Microsoft Office Standart 2013 Russian: maker mporpamMm. Bkiro4aeT MmpHIOKEHHs:
MS Office Word, MS Office Excel, MS Office PowerPoint, MS Office On-eNote, MS Office

Publisher, MS Outlook, MS Office Web Apps (Word Excel MS PowerPoint Outlook);
— myONIn4YHO AocTynHble oOnaynbie Texnonoruu (Google Docs, SInaexc auck u T.11.).

0) nH(hOpPMaIMOHHBIE CIIPABOYHBIE CHCTEMBI:

— DNEeKTpOHHBIN KaTaJjor Hayunoi O6ubaoTeKku Ty —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpoHHast O6ubanoreka (peno3uTopuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBC Koncynbrant cryaenTa — http://www.studentlibrary.ru/
— O6pazoBatenpHas miardopma FOpaiit — https://urait.ru/
— 3BC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

B) ipodecCuOHaIbHbIE Oa3bl JaHHBIX:

— Yuusepcuterckas uapopmannonnas cucrema POCCHS — https://uisrussia.msu.ru/

— Enunas MexBenoMcTBeHHas MHGopMalmoHHo-cratuctuyeckas cucrema (EMUCC) —
https://www.fedstat.ru/

14. MaTtepua/jibHO-TeXHUYECKOE o0ecreyeHue

Aynutopuu Juis IPOBEIEHNUS 3aHATUHN JIEKIIMOHHOTO THIIA.
AyauTtopun U1l TPOBEACHUS 3aHATHH CEMHHAPCKOTO THUIA, WHIUBUIAYAIBHBIX U
IPYIIIOBBIX KOHCYJIbTAUN, TEKYIIETO KOHTPOJISA U IPOMEKYTOUYHOHN aTTECTALUH.


http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/
https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/
https://uisrussia.msu.ru/

[Tomernienust U1 cCaMOCTOSITENNFHONW pabOThI, OCHAIIEHHBIE KOMIBIOTEPHOW TEXHUKOU U
JOCTYNOM K cetu VHTepHeT, B 3JIEKTPOHHYIO HMH(OPMALMOHHO-00Pa30BaTeIbHYIO Cpely U K
UH(POPMALIMOHHBIM CITPABOYHBIM CUCTEMaM.

Aynuropun [UIsi TpPOBEACHMsS 3aHATUM JICKUMOHHOTO U CEMHHApCKOro THIIA
WHAMBUAYAJIbHBIX M TPYIIIOBBIX KOHCYJbTAallUM, TEKYILEro KOHTPOJS U IPOMEKYTOUHOMN
aTTECTAIlMU B cMeleHHOM dopmate («AKTpY»).

15. Undopmanus o paspadorunkax

Cymenko Cepreii IlerpoBuy, a-p TexH. Hayk, mnpodeccop, kadeapa NpUKIATHON
unpopmaruku UTIMKH TI'VY, 3aBenyromuii kadenpoit mpukiagHoi HHPOPMATHKH.



